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UDC 621.396.67 

Bugrova &.�. 1, Chornoborodov  .P.1,  oroz  G.V. 2, D5n5:0  .�. 3 
HELIX OSCILLATOR OF  ULTIFREQUENCY ANTENNA ARRAY  

FOR CIRCULAR POLARIZATION WITH METAMATERIAL 
REFLECTOR 

Therefore, there are widely used in radars while remote surface 
radiosounding, searching direction in GPS, as well as in telemetry, etc. 
Archimedean or logarithmic geometry is commonly used to design a helical 
antenna. Although Archimedean helical antennas have a wide bandwidth, it is 
difficult to scale them in frequency. You can get a more frequency independent 
antenna using a logarithmic spiral, as it is easier to scale it. However, its 
disadvantage is that it becomes very large from the first few turns, which come 
close to each other, that leads to the compression of structure around its centre. 
The second general disadvantage of helical antennas is their bidirectionality. If 
antennas are used as elements of a phased array antenna, the unidirectionality 
of the elements is a fundamental requirement, so it is necessary to use a 
reflector. It is offered to use ENG-type metamaterial as a reflector, which 
simultaneously performs the matching between high input resistance 
(approximately ý�ÿ�ÿ� ≤ 200) and impedance characteristic (50 ), it also 
reduces the final geometric dimensions of each helix and antenna array as a 
whole. The geometry of the element is shown in Fig.1.  

The antenna was designed with HFSS 18 application. The performance 
were calculated taking in account S11 and VSWR, the distribution of the 
amplitude of the electric field in different parts of the antenna structure, the 
characteristics of depolarization, amplification (Fig. 3) and the directional 
pattern in the main sections. In Fig.3 blue curve corresponds to longitudinal 
plane, red 3 to transverse plane) in a wide range of frequencies. 
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 0)                               b) 

Fig. 1  Double helix (0) and reflector of ENG-type matherial (b) 

 0)    b) 

Fig. 2 Frequency dependence of the coefficient of ellipticity (a) and gain (b) 

in the range of 2& 18 GHz 

 

0)                                   b)                                   c) 

Fig.3 3Directional pattern in the main cross sections of the spiral at frequencies 

of 0.5 GHZ (a), 2 GHZ (b) and 18 GHZ (c) 

As follows from the results of the analysis, the operating range of the 
antenna ranges from 0.5 to 36 GHz; particularly precise matching is observed at 
frequencies of  2, 6.2, 12, 24 and 30 GHz. The standing voltage wave ratio 
(VSWR) is 1.9 in the frequency band from 1 GHz to 35 GHz; above 35 GHz 
the value of VSWR rises above 2. The Achimed helical antenna has a better 
VSWR than logarithmic. The VSWR of both types of antennas is improved by 
increasing the number of turns and the presence of a reflector made of 
metamaterial. The antenna gain is 6.418 dB for 6.2 GHz and 5.241 dB for 30 
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GHz. 

'�� 621.391.8  
 >roz G.1, Kabak.V. 

2, Burtseva ". 3 
USING A CMOS CAMERA SENSOR FOR VISIBLE LIGHT 

COMMUNICATION 

Visible light communication is considered as a promising future wireless 
communications technology. Visible Light Communication is a technology for 
transmitting data over visible light. It is a part of optical wireless 
communication, which allows the use of light as data transmission channels. In 
order to receive data the device must have a photodiode that will pick up 
optical signals. The built-in smartphone camera can be enough for this. The 
most obvious applying of VLC technology is an everyday life. However, there 
are some drawbacks that slow down the process of promoting VLC technology. 
A "clearly directed beam" is required for the VLC system to work. Accordingly, 
mobile devices that we constantly move and rotate cannot make full use of this 
technology. 

The new generation mobile phones have built-in Complementary Metal-
Oxide Semiconductor (CMOS) cameras. To opposition the defects of wireless 
communication technologies, the authors propose a model for transmitting data 
from an LED to a smartphone using a built-in camera as a receiver.  

With this reception scheme, the information will be captured in camera 
in the form of light and dark bands, which will then be decoded by the 
smartphone, and display the received message. [1].  

CMOS cameras use an image acquisition method known as rolling 
shutter. Rolling shutter is a visual effect that occurs in photos and during video 
recording due to the peculiarities of the method of image registration by 
matrices of a video camera (or camera), in which there is sequential reading, 
not instantaneous image fixation, as in matrices with full frame transfer. 

Various effects can be observed due to operations with a rotating valve, 
such as the skew visible in the images of moving objects. This feature of 
CMOS cameras can actually be used in optical wireless communication to 
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transmit data from the LED to the mobile phone [2]. When the LED flicker 
frequency is lower than the rolling shutter scan frequency but higher than the 
camera preview frequency (frames per second), bands of different light 
intensities appear in the image. When the LED is on, the camera sees a bright 
frame, and the CMOS sensor sets one array of this image as the first white line  
in the image. Then the transmitter goes off and the second scan line is turned on 
resulting in the first black line in the image. This procedure continues until all 
the scan lines are exposed and the image is completed. The width of these 
bands is proportional to the transmitting speed of the transmitter symbols and 
the speed at which the camera captures the image for preview. By adjusting 
these values, you can obtain an array of images containing bands of different 
widths and intensities. 

The authors found that the rolling shutter mechanism can be 
constructively use to achieve data rates many times faster than the frame rate 
using the built-in CMOS camera sensor. As for future work, to increase the data 
rate, it is necessary to study the use of other conversion codes. In addition, it is 
desirable to reliably extract data from a complex background. 
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0:C<C;OB>@0 :0=4840B0 2 3>;>28, :V;L:VABL 2C7;V2 2 :;0AB5@V V AC<C 
2V4AB0=59 4> =8E. #5@5410G5=0 ?@>F54C@0 ?5@5?@87=0G5==O 3>;>28 
:;0AB5@0 ?@8 7=865==V @V2=O 70@O4C 9>3> 10B0@5W. 

%;01:0 AB>@>=0 FL>3> ?@>5:BC - 2V4ACB=VABL 2 OPNET Modeler® 
>1;V:C @V2=O 70@O4C 10B0@59 B5@<V=0;V2. �2B>@8 ?@>?>=CNBL 4>?>2=8B8 
OPNET Modeler® A2>єN <>45;;N, O:0 1C45 2V4A;V4:>2C20B8 V ?>?>2=N20B8 
70@O4 10B0@5W, ?@8 =5>1EV4=>ABV, 2 70;56=>ABV 2V4 @568<C A?>6820==O: 
SLEEP, IDLE, SEND V RECEIVE.  

 

$8AC=>: 1 3 (@03<5=B 2C;8FV 7 ?>B>:>< 01>=5=BV2, I> @CE0NBLAO 
 4> 0BB@0:B>@0 

�@C30 3@C?0 4>A;V4=8:V2 [2] =0 D0:C;LB5BV � �  �' V<5=V 
 .�. �><>=>A>20 ?@0FNє =04 :>=F5?FVєN <5@5652>W 1;87L:>ABV, O:0 
4>72>;Oє ?VA;O 281>@C >4=>3> 7 CG0A=8:V2 A>FV0;L=>W <5@56V ?> 9>3> 
35>:>>@4V=0B0< >B@8<C20B8 V=D>@<0FVN ?@> V=H8E :>@8ABC20GV2, I> 
7=0E>4OBLAO ?>1;87C. #@8 28:>@8AB0==V <5@5652>W B5E=>;>3VW Bluetooth LE 
@04VCA >E>?;5==O ACAV4V2 AB0=>28BL 40 < ?@8 =87L:><C 5=5@3>A?>6820==V, 
I> ?V4E>48BL 4;O >@30=V70FVW :>=B@>;N ?>B>:C :>@8ABC20GV2 <5@56V 2 
<VAL:8E C<>20E. #VA;O ?5@540GV 2 �=B5@=5B ?0@0<5B@0 Bluetooth Adapter. 
EXTRA _DISCOVERABLE _ DURATO N @V2=>3> 0 ACAV4=V9 ?@8AB@V9 AB0є 
10G8<8< (2 >AB0==VE 25@AVOE Android 3 ?@>BO3>< 300 A5:C=4), O:I> 
2>;>40@L =5 28<:=5 ?@8AB@V9 4>AB@>:>2>. /:I> 40;V =5 >@30=V7>2C20B8 

0BB@0:B>@ 
3>;>20 
:;0AB5@0 

А 

B 

C 

D 

=0?@O<>: 
@CEC 

:>@4>= <V6 
ABV;L=8:0<8 
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7'є4=0==O V ?5@540GC 40=8E, B>1B> 28:>@8AB>2C20B8 O: ?@>AB89 A5=A>@, B> 
157?5:C :>@8ABC20GV2 1C45 715@565=>. 

!0 :0D54@V $&& !'�# 0:B82=> 28:>@8AB>2CєBLAO OPNET Modeler® 
?@8 <>45;N20==V @V7=8E A8BC0FV9 2 1574@>B>28E :><?'NB5@=8E <5@560E, 
2545BLAO 4>A;V465==O ?@0:B8G=>W <5B>4>;>3VW 7<V=8 VA=CNG8E V<VB0FV9=8E 
<>45;59 B0 ?@>B>:>;V2 <0@H@CB870FVW MANET 7 WE ?;02=>N V=B53@0FVєN. 

#9D9?V> CBE<?4AP 
1. Rani Al-Maharmah, Guido Bruck, Peter Jung. Practical Methodology for Adding 

New MANET Routing Protocols to OPNET Modeler. SIMUL 2013, The Fifth 

International Conference on Advances in System Simulation October 27, 2013; ISSN: 

2308-4537 @@. 73-80. 2. !0<8>B �.�.,  0:0@KG52 �.#. "1 0;LB5@=0B82=>9 <>45;8 
>B<5B:8 <5AB>?>;>65=8O 2 A>F80;L=KE A5BOE. International Journal of Open 
Information Technologies (Rus) ISSN: 2307-8162 vol. 8, no.2, 2020, pp.74-90. 

'�� 004.7:056.5 
�C7V= $.%.1 

�!���� ��)�-�!"%&� ����$"&"��) �" '!���*�� � �"& 
%�%&� �) 

"4=VєN 7 ?>?C;O@=8E =0 40=89 <><5=B B5< 2 V=D>@<0FV9=>-

:><C=V:0FV9=V9 AD5@V є �=B5@=5B @5G59 (Internet of Things, IoT). "A=>2=8<8 
>1;0ABO<8 28:>@8AB0==O V=B5@=5BC @5G59 є =0BV;L=V 30465B8 (Smart 
Wearables), <>=VB>@8 1V><5B@8G=>3> :>=B@>;N 4> =0H89=8:V2 / B@5:5@V2, 
B20@8=, «@>7C<=89» 1C48=>:, 45 ?>@O4 7 :><?’NB5@0<8, <C;LB8<54V9=8<8 
F5=B@0<8 B0 V=B5;5:BC0;L=8<8 B5;52V7>@0<8, 28:>@8AB>2CNBLAO ?@8AB@>W, 
O:V 74V9A=NNBL :>=B@>;L :;V<0BC 2 ?@8<VI5==V, C?@02;V==O >A2VB;5==O< V 
A8AB5<>N 157?5:8, «@>7C<=5» AV;LAL:5 3>A?>40@AB2>, I> 70157?5GCє 
«@>7C<=5» 7@>H5==O, 7 0=0;V7>< 2>;>3>ABV �@C=BC V ?>3>4=8E C<>2. �@V< 
B>3>, IoT 4>72>;Oє 7=0G=> ?>:@0I8B8 O:VABL V 5D5:B82=VABL <548G=8E 
?>A;C3, 4>72>;ONG8 ?@0FV2=8:0< A8AB5<8 >E>@>=8 74>@>2’O 48AB0=FV9=> 
:>=B@>;N20B8 AB0= ?0FVє=B0 V >B@8<C20B8 2 @50;L=><C G0AV 1V;LH B>G=C 
V=D>@<0FVN 4;O 4V03=>AB8:8. 

�=0;V7CNG8 AB@C:BC@C IoT 7 B>G:8 7>@C 157?5:8 WW <>6=0 @>74V;8B8 
=0 B@8 @V2=V 3 @V25=L A?@89=OBBO, <5@565289 @V25=L V ?@8:;04=89 @V25=L 
[2, A. 88]. �> ?@>1;5< 157?5:8 ?@8;04V2 =0 @V2=V A?@89=OBBO (A5=A>@V2) 
                                                           

 
1 0A?V@0=B :0D54@8 $&& !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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<>6=0 2V4=5AB8 DV78G=5 70E>?;5==O A5=A>@=8E 2C7;V2, 70E>?;5==O 2C7;0 
H;N7C, 28BV: V=D>@<0FVW A5=A>@0, 703@>78 FV;VA=>ABV 40=8E. !0 <5@5652><C 
@V2=V IoT 2V4GC20є ?@>1;5<8 157?5:8, ?>2’O70=V 7 =5A0=:FV>=>20=8< 
4>ABC?><, ?5@5E>?;5==O< 40=8E, :>=DV45=FV9=VABN, FV;VA=VABN, DoS-

0B0:0<. 
�> ?@>1;5< 157?5:8 ?@8:;04=>3> @V2=O <>6=0 2V4=5AB8 C@07;82>ABV 

?@>3@0<=>3> 70157?5G5==O (?><8;:8 @>7@>1=8:V2, ?><8;:8 O4@0 ?@>3@0<8, 
web-C@07;82>ABV). #@>B>:>; ?@8:;04=>3> @V2=O 4;O IoT =07820єBLAO 
«V=B5;5:BC0;L=0 A;C610 70157?5G5==O 157?5:8» (Intelligent Service Security 
Application Protocol). �V= ?>є4=Cє 2 A>1V :@>A-?;0BD>@<=V 72’O7:8 7 
H8D@C20==O<, ?V4?8A>< V 0CB5=B8DV:0FVєN 4;O ?V428I5==O 5D5:B82=>ABV 
@>7@>1:8 4>40B:V2 IoT H;OE>< AB2>@5==O A8AB5<8 70E8I5=>3> 72’O7:C <V6 
@V7=8<8 @5G0<8. �V;LH ?@0:B8G=89 ?V4EV4 [1, A. 92] ?@>?>=Cє <>45;L 
?5@540GV 7V AE5<0<8 H8D@C20==O ?V4?8AC, 2 O:V9 @>73;O40NBLAO 28<>38 
157?5:8 IoT (B>1B> 0=>=V<=VABL, =04V9=VABL V ABV9:VABL 4> 0B0:) 70 
4>?><>3>N ONS-70?8BV2 (Object Naming Service). "4=0:, 7 B>G:8 7>@C 
ABV9:>ABV 4> 0B0:, @57C;LB0B8 <>45;V ?5@540GV 40=8E є 4C65 A;01:8<8 C 
72’O7:C 7 28:>@8AB0==O< H8D@C20==O =0 107V «B>G:0-B>G:0» (0=3;. hop-by-
hop). 

!0 40=89 G0A @>1>B0 ?> 70157?5G5==N 157?5:8 A8AB5< IoT 2545BLAO 
@>1>G8<8 3@C?0<8 B0:8E @>7@>1=8:V2, O: Open Interconnect Consortium, I> 
@>7@>1;Oє D@59<2>@: IoTivity; AllSeen Alliance, I> ?@>AC20є ?@>B>:>; 
AllJoin; Thread Group, 2 O:V9 2545BLAO @>1>B0 =04 ?@>B>:>;>< Thread 
Networking Protocol; Industrial Internet Consortium, AB2>@5=89 7 <5B>N 
>1’є4=0==O >@30=V70FV9 V B5E=>;>3V9, =5>1EV4=8E 4;O ?@8A:>@5==O 
2?@>20465==O IoT [3, A. 215]. 

�A=Cє AE5<0 02B>@870FVW 4;O ?@8AB@>W2 7 >1<565=8<8 @5AC@A0<8, O:0 
?>є4=Cє 2 A>1V B5E=>;>3VW DV78G=> =5:;>=V@C5<8E DC=:FV9 (Physical 
Unclonable Functions, PUFS) 7 21C4>20=8< <>4C;5< V45=B8DV:0FVW 01>=5=B0 
(Subscriber Identity Module, eSIM). #5@H0 70157?5GCє =54>@>3V, 157?5G=V 
A5:@5B=V :;NGV V7 70E8AB>< 2V4 7;><C 4;O M2M (0=3;. MACHINE-to-
MACHINE) ?@8AB@>W2. �@C30 70157?5GCє <>1V;L=89 72’O7>:, I> 30@0=BCє 
<0AHB01>20=VABL, AC<VA=VABL V 2V4?>2V4=VABL ?@>B>:>;0< 157?5:8. 

�;O 70?>1V30==O =5A0=:FV>=>20=><C 4>ABC?C :>@8ABC20GV2 (B>1B> 
;N459 V ?@8AB@>W2) 4> A8AB5<8 ?>28==V 28:>@8AB>2C20B8AO <5E0=V7<8 
0CB5=B8DV:0FVW B0 02B>@870FVW, 30@0=B>20=0 157?5:0, :>=DV45=FV9=VABL V 
FV;VA=VABL ?5@A>=0;L=8E 40=8E. #>@O4 7 B@048FV9=8<8 @VH5==O<8 4;O 
70157?5G5==O 157?5:8 =5>1EV4=5 28:>@8AB0==O A?5FV0;L=8E <5E0=V7<V2, 
21C4>20=8E 2 A0<V ?@8AB@>W 7 <5B>N >?5@0B82=>W 4V03=>AB8:8, V7>;OFVW B0 
?@>DV;0:B8:8 ?>@CH5=L. 
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!0 40=89 G0A =5 AD>@<C;L>20=0 є48=0 :>=F5?FVO I>4> 28<>3 
157?5:8 B0 :>=DV45=FV9=>ABV 2 B0:><C @V7=>@V4=><C A5@54>28IV, O: 
V=B5@=5B @5G59 V7 70AB>AC20==O< @V7=8E B5E=>;>3V9 V AB0=40@BV2 72’O7:C. 
�V4?>2V4=V @VH5==O =5>1EV4=> @>7@>18B8 V @50;V7C20B8 V 2>=8 ?>28==V 1CB8 
=570;56=8<8 2V4 ?;0BD>@< V 4>72>;OB8 30@0=BC20B8 :>=B@>;L 4>ABC?C V 
:>=DV45=FV9=VABL :>@8ABC20GV2 V @5G59, =04V9=VABL A5@54 ?@8AB@>W2 V 
:>@8ABC20GV2 7 4>B@8<0==O< ?52=8E ?>;VB8: 157?5:8 V :>=DV45=FV9=>ABV. 

#9D9?V> CBE<?4AP 
1. �=>A>2 �. ".  >45;L ?5@5E>?;5==O B0 70E8AB V=D>@<0FVW 2 1574@>B>28E <5@560E 
/ �. ". �=>A>2 // %CG0A=89 70E8AB V=D>@<0FVW. 3 2017. 3 72. 3 %. 90394. 

2. #;0B>=5=:> �. �. %CG0A=V 703@>78 V=D>@<0FV9=>W 157?5:8 4;O 45@602=8E B0 
?@820B=8E CAB0=>2 ':@0W=8 / �. �. #;0B>=5=:> // %CG0A=89 70E8AB V=D>@<0FVW. 3 
2015. 3 74. 3 %. 86390. 3. $><0A528G �. #., #0AN: �. ". �AA;54>20=85 B@0D8:0 
15A?@>2>4=KE CAB@>9AB2 2 CA;>28OE @0728B8O 8=B5@=5B0 25I59 // %>2@5<5==K5 
8=D>@<0F8>==K5 B5E=>;>388 8 �&->1@07>20=85. 3 2016. 3 &. 12, 3 7 1. 3 %. 2143
221. 

'�� 621.372.8 
    �CF0: %.�.1, �>@>;L:>2 $...1 

#"�'�"�� � #���!%!�)  "����� )�������!�) 
%&$'�&'$ � #�$�"��+!� � !�"�!"$��!"%&3 � 

�0A:04=V 7'є4=0==O ?@O<>:CB=8E E28;52>4V2 @V7=>W :>=DV3C@0FVW 
H8@>:> 28:>@8AB>2CNBLAO ?@8 AB2>@5==V A:;04=8E 2C7;V2 B5E=V:8 !�+. 
�>:@5<0, ?@O<>:CB=V E28;52>48 7 =5@53C;O@=8<8 2C7L:8<8 ABV=:0<8, G5@57 
O:V 2V430;C6CNBLAO 2B>@8==V E28;52>48, є =52V4'є<=8<8 5;5<5=B0<8 
?>3;8=0NG8E DV;LB@V2 30@<>=V:, >?8A0=8E 2 [1]. 

#>1C4>20 <0B5<0B8G=>W <>45;V ?@O<>:CB=>3> E28;52>4C 7 
2B>@8==8<8 1VG=8<8 E28;52>40<8 ?> 2C7L:8E ABV=:0E є 4>AB0B=L> 
B@C4><VAB:8< 70240==O<. �>;>2=0 ?@8G8=0 ?>;O30є 2 9>3> :>=DV3C@0FV9=V9 
A:;04=>ABV, G5@57 I> 3@0=8G=V C<>28 4;O 5;5:B@><03=VB=>3> ?>;O ?>28==V 
28:>=C20B8AO =0 ?>25@E=OE 4>A8BL A:;04=>W D>@<8. &><C VA=Cє ?>B@510 2 
@>7@>1FV 2V4=>A=> ?@>AB8E <5B>48: @>7@0EC=:C B0:>3> @>4C E28;52V4=8E 
AB@C:BC@. 

� 40=V9 @>1>BV 4;O 28@VH5==O 2:070=>W ?@>1;5<8 70?@>?>=>20=0 
                                                           

 
1 AB0@H. 28:;040G :0D54@8 «�0E8AB V=D>@<0FVW», !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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70<V=0 4>A;V46C20=>W AB@C:BC@8 WW <>45;;N V7 70<V=>N @50;L=8E C<>2 =0 
A:;04=V9 <56V @>74V;C =0 «5:2V20;5=B=V» V<?540=A=V 3@0=8G=V C<>28 =0 
1V;LH ?@>ABV9 <56V, I> VAB>B=> A?@>ICє 7040GC. �0AB>AC20==O 
V<?540=A=>3> ?V4E>4C 4>72>;Oє «?>71CB8AO ?>4@>18FL» (=0?@8:;04, B>G=5 
7=0==O ?>;O ?>1;87C =5>4=>@V4=>ABV), 0;5 AB568B8 70 7030;L=8< 
«V=B53@0;L=8<» 5D5:B><, O:89 <VAB8BL 2 A>1V ?5@5206=C G0AB8=C 
V=D>@<0FVW ?@> DV78G=C AB>@>=C 7040GV. 

� O:>ABV <5B>4C 0=0;V7C ?@54AB02;5=>W AB@C:BC@8 27OB89 
V<?540=A=89 <5B>4 =0 >A=>2V 5:2V20;5=B=8E 3@0=8G=8E C<>2 -C:V=0 - 
�5>=B>28G0. �;O B>3> I>1 <>6=0 1C;> 70AB>AC20B8 =01;865=V 3@0=8G=V 
C<>28, ?5@V>48G=0 ?>A;V4>2=VABL 2B>@8==8E 1>:>28E E28;52>4V2 
70<V=NєBLAO 3;04:>N V<?540=A=>N ?>25@E=5N 7 >4=>@V4=8<, V7>B@>?=8< 
V<?540=A>< SZ [2, 3].  

!0 @8A. 1 ?@54AB02;5=V :>=AB@C:FVW ?@O<>:CB=>3> E28;52>4C 7 
?5@V>48G=>N ?>A;V4>2=VABN 2B>@8==8E E28;52>4V2 (:@C3;8E (0) B0 
?@O<>:CB=8E (1)) ?> 2C7L:V9 ABV=FV.  

 

$8AC=>: 1 3 !5@53C;O@=V E28;52>48 B0 WE <0B5<0B8G=0 <>45;L 

!0 <56C @>74V;C E28;52>4V2 ?040є E28;O �10. #5@5410G0єBLAO, I> A5@54>-
28I5 2A5@548=V E28;52>4V2 <0є ?0@0<5B@8: 1r rõ ýý ý . !0 @8A. 1 (6) ?@54-
AB02;5=0 <0B5<0B8G=0 <>45;L AB8:C @53C;O@=>3> V =5@53C;O@=>3> E28;5-
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2>4C 7 V<?540=A=>N 2C7L:>N ABV=:>N. ' 7030;L=><C 28?04:C ?>25@E=5289 
V<?540=A =5@53C;O@=>W 2C7L:>W ABV=:8 є :><?;5:A=>N 25;8G8=>N, I> 4>-
72>;Oє 2@0E>2C20B8 2B@0B8 2 E28;52>4V. 

#9D9?V> CBE<?4AP 
1.  0BB59 �.�., /=3 �., �6>=A �. .&. (8;LB@K %�+, A>3;0ACNI85 F5?8 8 F5?8 
A2O78: #5@. A 0=3./ #>4 @54. �.�. �;5:A5520, (.�. �CH=8@0.  .: %2O7L, 1971. &.1. 
439 A.; 1972. &.2. 493 A. 2. �>30G520 �. ., �>=40@52 �.#. $0AG5B ?>25@E=>AB=>3> 
8<?540=A0 2 2>;=>2>45 A =5@53C;O@=>9 AB5=:>9 // $04V>5;5:B@>=V:0. �=D>@<0B8:0. 
'?@02;V==O. 1999. 7 1. %. 19 3 21. 3. �CF0: %.�.  >45;8@>20=85 8<?540=A=K<8 
?>25@E=>ABO<8 ?5@8>48G5A:8E =5>4=>@>4=>AB59 2 ?@O<>C3>;L=KE 2>;=>2>40E // 
$048>B5E=8:0: �A5C:@. <56254. =0CG.-B5E=. A1. 2013. �K?. 175. %. 102 3 108. 

'�� 621.372.852 
�>30G>20 �.  .1 , %0<>9;8: %. %.2 

�!�)"���!!3 �$�&�+!"�" #�$�&�!' � #$3 "�'&!" ' 
)�����"�� � ��+!� � %&�!�� � ' ����3�� 

�"!("���0!�) ���#%�� 

' 4>?>2V4V @>73;O40єBLAO A?>AV1 >?8AC20==O 4>2V;L=8E 2838=V2 
E28;52>4C 70 >4=>G0A=>W 45D>@<0FVW 9>3> 1VG=>W ?>25@E=V. 

$>73;O=5<> =5@53C;O@=89 E28;52V4, I> є 2V4@V7:>< E28;52>4C 7 
<V=;828< ?>?5@5G=8< ?5@5B8=><, 2=CB@VH=O ?>25@E=O O:>3> є 
:>=D>:0;L=8< 5;V?B8G=8< F8;V=4@><. #>274>26=O 2VAL E28;52>4C 283=CB0 
2 ?;>I8=V E, 0 ABV=:8 є V450;L=> ?@>2V4=8<8. '2545<> A8AB5<C :>>@48=0B 
"5;V?B8G=89 F8;V=4@" V @>73;O=5<> WW B0:, I>1 25@B8:0;L=0 2VAL 71V3;0AO 7 
2VAAN, =02:>;> O:>W 7V3=CB> E28;52V4, 0 ?>G0B>: :>>@48=0B ;5602 2 >4=V9 
?;>I8=V 7 =86=L>N ABV=:>N E28;52>4C (482. <0;. 1). 

�@82>;V=V9=V :>>@48=0B8 u, v 72'O70=V 7 ?@O<>:CB=8<8 
A?V22V4=>H5==O<8: 

x=C0chu·cosv, y=C0shu·sinv, z = z,   (1) 

45 0 f u f >, 0 f v f 2·Ã, -> < z < >, C0 3 D>:CA=0 2V4AB0=L. 

                                                           

 
1 AB. 28:;. !' "�0?>@V7L:0 ?>;VB5E=V:0 
2 :. D.-<. =., 4>F. !' "�0?>@V7L:0 ?>;VB5E=V:0" 
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$8AC=>: 1 3 )28;52V4 (0) V 9>3> ?5@5B8= ?;>I8=>N z=0 

#0@0<5B@ u 287=0G0є ABC?V=L 5;V?B8G=>ABV F8;V=4@0, 0 25;8G8=8 
C0chu V C0shu 40NBL E0@0:B5@=V @>7<V@8 ?5@5B8=C (?V2>AV). 

%8AB5<C :>>@48=0B CB2>@NNBL ?>25@E=V: 

x
2
/[C0

2·ch2
u]+y

2
/[C0

2·ch2
u]=1;    

x
2
/[C0

2·cos2v]+y
2
/[C0

2·cos2v]=1; u,v,z=const  (2) 

#5@H5 7 F8E @V2=O=L >?8ACє @V2=O==O @>48=8 5;V?B8G=8E F8;V=4@V2 
7 <56D>:CA=K< 2V4AB0==N 2C0, 4@C35 - @>48=8 A?V2D>:CA=8E 
42>?>@>6=8==8E 3V?5@1>;VG=8E F8;V=4@V2. 

"A:V;L:8 25;8:0 V <0;0 ?V2>AV :>>@48=0B=8E 5;V?B8G=8E F8;V=4@V2 
@V2=V, 2V4?>2V4=>, a=C0chu 9 b=C0shu, B> 5:AF5=B@8A8B5B @>48=8 
5;V?B8G=8E F8;V=4@V2 287=0G0B8<5BLAO A?V22V4=>H5==O<: 

e=ch
-1

u=[1-(b/a)
2
]

0,5
. 

�<V=NNG8 5:AF5=B@8A8B5B e, <>6=0 2 7=0G=8E <560E 20@VN20B8 
D>@<C ?>?5@5G=>3> ?5@5B8=C. �0 FL>3> <>6=0 ;53:> 74V9A=8B8 3@0=8G=V 
?5@5E>48: 7 >4=>3> 1>:C - 4> @V2=><V@=> 283=CB>3> E28;52>4C (e→0), 7 
V=H>3> 1>:C - 4> ?;>A:>?0@0;5;L=>W A8AB5<8 (e→1, C0→>, 45 C0 - 25;8:0 
?V22VAL 5;V?A0). 

�0 2V4><8E @>7<V@V2 25;8:>W V <0;>W ?V2>A59 5;V?A0, <>6=0 
287=0G8B8: 

c0=[a
23b2

]
0,5

; u=Arth(b/a)=Arth(1/e),   (3) 

45 u - :>>@48=0B0 3@0=8FV 5;V?B8G=>3> F8;V=4@0. 
�8EV4=89 ?5@5B8= @>73;O=CB>3> E28;52>4C - AB0=40@B=89 (a×b). 

'74>26 4>268=8 E28;52>4C @>7<V@ H8@>:>W ABV=:8 70;8H0єBLAO 
=57<V==8<; @>7<V@ 2C7L:>W ABV=:8 7<V=NєBLAO 2 70;56=>ABV 2V4 25;8G8=8 
5:AF5=B@8A8B5BC. 

'2545<> ?>7=0G5==O: b1 - @>7<V@ <0;>W ?V2>AV 2=CB@VH=L>3> 
5;V?B8G=>3> F8;V=4@0; a1 - @>7<V@ 25;8:>W ?V2>AV 2=CB@VH=L>3> 5;V?B8G=>3> 
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F8;V=4@0; b2=b1+b - @>7<V@ <0;>W ?V2>AV 7>2=VH=L>3> 5;V?B8G=>3> F8;V=4@0; 
a2=a1+b' - @>7<V@ 25;8:>W ?V2>AV 7>2=VH=L>3> 5;V?B8G=>3> F8;V=4@0; b - 
@>7<V@ 2C7L:>W ABV=:8 E28;52>4C (2EV4=89 ?5@5B8=); b' - <V=V<0;L=89 
@>7<V@ 2C7L:>W ABV=:8 E28;52>4C 2 =0?@O<:C 25;8:8E ?V2>A59 
:>=D>:0;L=8E F8;V=4@V2; a - @>7<V@ H8@>:>W ABV=:8 E28;52>4C (2EV4=89 
?5@5B8=). 

�2060є<>, I> @>7<V@8 25;8:8E V <0;8E ?V2>A59 :>=D>:0;L=8E 
5;V?AV2 7=0G=> 1V;LHV 70 4>268=C E28;V (a1>>», a2>>», b1>>», b2>>»). 

�=0==O >4=VєW 7 ?V2>A59 5;V?A0 V 25;8G8=8 <V=V<0;L=>3> @>7<V@C 
2C7L:>W ABV=:8 E28;52>4C 40є <>6;82VABL CAB0=>28B8 0=0;VB8G=C 
70;56=VABL @>7<V@V2 :>=D>:0;L=8E 5;V?AV2. 

�8E>4OG8 7 28I528:;045=>3>, 7040NG8 2V4=>H5==O b1/b 9 b'/b, 
>B@8<0є<> D>@<C;C, I> 4>72>;Oє 287=0G8B8 V=HV @>7<V@8 :>=D>:0;L=8E 
5;V?AV2 (482. <0;. 1). 

�8:>@8AB>2CNG8 C<>2C @V2=>ABV D>:CA=8E 2V4AB0=59, <>6=0 
70?8A0B8: 

   a1
2
-b1

2
=a2

2
-b2

2
,    (5) 

a2=a1+b', b2=b1+b.    (6) 

#V4AB028<> (6) 4> 28@07C (5): 

a1/b1=(2³+β2+1)/(2³β),   (7) 

45 ³=b1/b, β=b'/b. 
�8@07 (7) 4>72>;Oє 2AB0=>28B8 70;56=VABL <V6 @>7<V@0<8 

:>=D>:0;L=8E 5;5<5=BV2 V 287=0G8B8 :>>@48=0B=V 3@0=8FV 5;V?AV2: 

u1=Arth(b1/a1), u2=Arth(b2/a2).   (8) 
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'�� 621.372.8.01 
 >;>G:> #.�.1, $><0=5=:> %.!.2 

 !"�"��!��0!/� %�+ %#��&&�$ !� "%!"�� 
 �&� �&�$���� 

� A8AB5<0E A2O78 @07=>3> =07=0G5=8O, 2 B>< G8A;5 %�+-480?07>=0, 
4;O >15A?5G5=8O =5A:>;L:8E :0=0;>2 ?@85<0 =0 >4=C 0=B5==C 
?@8<5=ONBAO G0AB>B=>-@0745;8B5;L=K5 CAB@>9AB20 (A?;8BB5@K). �;O 
4>AB0B>G=> 2KA>:>9 @072O7:8 <564C :0=0;0<8 ?>4>1=K5 CAB@>9AB20 G0AB> 
@50;87CNB =0 >A=>25 45;8B5;59 <>I=>AB8. "4=0:> MB> 2545B 
: 7=0G8B5;L=><C @>ABC ?>B5@L 2 ?>;>A5 ?@>?CA:0=8O. "B MB>3> =54>AB0B:0 
A2>1>4=K G0AB>B=>-@0745;8B5;L=K5 CAB@>9AB20, ?>AB@>5==K5 =0 
?>;>A>2KE D8;LB@0E. � 480?07>=5 A@02=8B5;L=> =87:8E G0AB>B (45AOB:8 
 �F) ACI5AB2C5B <=>3> AE5< B0:8E ?>;>A>2KE D8;LB@>2. "4=0:> 2 %�+-

480?07>=5 :>;8G5AB2> B0:8E AE5< ACI5AB25==> >3@0=8G5=>, ?@5645 2A53>, 
87-70 ?@>1;5< A D878G5A:>9 @50;87C5<>ABLN M;5<5=B>2. � A2O78 A MB8< 
@07@01>B:0 =>2KE AE5< A?;8BB5@>2 4;O 480?07>=0 %�+ ?@54AB02;O5BAO 
25AL<0 0:BC0;L=>9. 

� =0AB>OI59 @01>B5 ?@54;0305BAO 20@80=B <=>3>:0=0;L=>3> %�+ 
A?;8BB5@0, 2 :>B>@>< 2 :0G5AB25 ?>;>A>2KE D8;LB@>2 8A?>;L7CNBAO 
?;>A:85 A;>8 <5B0<0B5@80;0, :064K9 87 :>B>@KE =0AB@>5= =0 
>?@545;5==CN G0AB>BC. 

� >A=>25 D8;LB@CNI8E A2>9AB2 A;>O <5B0<0B5@80;0 ;568B MDD5:B 
>B:;>=5=8O ?040NI59 ?;>A:>9 2>;=K >?@545;5==>9 G0AB>BK 2 
=0?@02;5=88, >@B>3>=0;L=>< 8AE>4=><C [1]. !0 @8A. 1 ?>:070= ?@8<5@ 

 

$8AC=>: 1 3 %B@C:BC@0 A;>O <5B0<0B5@80;0 (A;520) 8 �! >B:;>=5==>9 

 2>;=K (A?@020) 
                                                           

 
1 �A?8@0=B :0D54@K 70I8BK 8=D>@<0F88, !' «�0?>@V7L:0 ?>;VB5E=V:0»  
2 �. D.-<. =., 4>F5=B :0D54@K 70I8BK 8=D>@<0F88, !' «�0?>@V7L:0 

?>;VB5E=V:0» 
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AB@C:BC@K A;>O <5B0<0B5@80;0, =0 :>B>@K9 ?> =0?@02;5=8N >A8 Y =01530-
5B ?;>A:0O M;5:B@><03=8B=0O 2>;=0 A ;8=59=>9 25@B8:0;L=>9 ?>;O@870F8-
59. �45AL 65 ?@82545=0 4803@0<<0 =0?@02;5==>AB8 (�!) >B:;>=5==>9 2>-
;=K. 

%;54C5B >B<5B8BL, GB> 2 >B:;>=5==>9 2>;=5 A>E@0=O5BAO ;8=59=0O 
?>;O@870F8O 8AE>4=>9 2>;=K, >4=0:> 2 7028A8<>AB8 >B =0?@02;5=8O 
@0A?@>AB@0=5=8O 25@B8:0;L=0O ?>;O@870F8O <>65B, =0?@8<5@, 87<5=8BLAO 
=0 3>@87>=B0;L=CN (@8A. 2). �5@B8:0;L=0O ?>;O@870F8O =0 @8A. 2 
A>>B25BAB2C5B =0?@02;5=8N @0A?@>AB@0=5=8O 2=87 ?> >A8 3Z, 0 
3>@87>=B0;L=0O ?>;O@870F8O A>>B25BAB2C5B =0?@02;5=8N: 078<CB 0>, C3>; 
<5AB0 60> >B=>A8B5;L=> >A8 3Z (:@0A=0O B>G:0 =0 >1J5<=>9 �!). -B> 
A2>9AB2> 87<5=5=8O ?>;O@870F88 2 >B:;>=5==>9 2>;=5 <>65B =09B8 
?@8<5=5=85 2 @07=KE ?@8;>65=8OE. 

%B@C:BC@=0O AE5<0 ?@54;0305<>3> %�+ A?;8BB5@0 2 2>;=>2>4=>< 
8A?>;=5=88 ?@82545=0 =0 @8A. 3. �45AL ?;>A:85 A;>8 <5B0<0B5@80;0 
?>A;54>20B5;L=> @07<5I5=K 2 2>;=>2>45 8 :064K9 A;>9 =0AB@>5= =0 
>?@545;5==CN G0AB>BC 87 7040==>3> 480?07>=0. 

$8AC=>: 2 3 �7<5=5=85 ?>;O@8-
70F88 2 >B:;>=5==>9 2>;=5 

$8AC=>: 3 3 %B@C:BC@=0O AE5<0 
A?;8BB5@0 

�A?>;L7C5<K5 G0AB>BK 4>;6=K 1KBL A2O70=K A>>B=>H5=85< 
f1<f2<f3<&<fn.  5E0=87< 2K45;5=8O G0AB>B @01>B05B A;54CNI8< >1@07><: 
A0<0O 2KA>:0O G0AB>B0 fn 157 >B@065=8O ?@>E>48B A:2>7L 2A5 ?@54K4CI85 
n-1 A;>52 8 2K45;O5BAO (>B:;>=O5BAO) 2 n-< A;>5, G0AB>B0 fn-1 ?@>E>48B 
A:2>7L 2A5 ?@54K4CI85 n-2 A;>52 8 >B:;>=O5BAO 2 (n-1)-< A;>5, 8 B0: 40;55 
?@>4>;605BAO 4> G0AB>BK f1. #0@0<5B@K A;>52 4>;6=K 1KBL ?>4>1@0=K 
B0:, GB>1K 2A5 ?@54K4CI85 : j3<C A;>N 1K;8 ?@>7@0G=K 4;O 2A5E G0AB>B 
>B j39 4> n39 2:;NG8B5;L=>. 
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'�� 621.396:51-74 (043.3) 

 >@>7 �. �.1, +>@=>1>@>4>2  . #.2 
#����-�!!3 #$"#'%�!"� ���&!"%&� $���"��!��' 

%&�!��$&' IEEE-802.11 

� <5B>N ?V428I5==O 70204>ABV9:>ABV, AB0=40@B>< IEEE 802.11 
?5@5410G5=> 420 <5B>48 ?5@54020==O @04V>A83=0;C 7 @>7H8@5==O< 
A?5:B@0: <5B>4 ?5@5AB@81C20==O 7 >4=VєW =>AV9=>W G0AB>B8 =0 V=HC (FHSS) 
9 <5B>4 ?@O<>W ?>A;V4>2=>ABV (DSSS). �;O ?5@54020==O 40=8E 
28:>@8AB>2CєBLAO 42>@V2=520 <>4C;OFVO: ?@O<5 @>7H8@5==O A?5:B@C 
2C7L:>A<C3>2>3> V=D>@<0FV9=>3> ?>2V4><;5==O 70 4>?><>38 11-

?>78FV9=>3> :>4C �0@:5@0 7 =0ABC?=8< <>4C;N20==O< =>AV9=>W V7 
28:>@8AB0==O< <5B>4V2 BPSK 01> QPSK, I> 4>72>;Oє 4>AO3=CB8 
H284:>ABV ?5@54020==O 40=8E 1  1/A 01> 2  1/A, 2V4?>2V4=>. 

�2060NG8 =0 VA=C20==O ;8H5 >4=VєW :><1V=0FVW 11-?>78FV9=>3> :>4C 
�0@:5@0, =5 206:> 4V9B8 28A=>2:C, I> =0 >4=V9 B5@8B>@VW <>6CBL 
>4=>G0A=> 28:>@8AB>2C20B8AO ;8H5 B@8 :0=0;8: 1, 6 9 11. !0O2=VABL 65 14 
@V7=8E 11-?>78FV9=8E :>4V2 4>72>;8BL >4=>G0A=> 9 157?5@5H:>4=> 
28:>@8AB>2C20B8 CAV 14 :0=0;V2. ' @>1>BV 70?@>?>=>20=>: 0) <5B>4 A8=B57C 
=>28E 11-?>78FV9=8E :>4>28E ?>A;V4>2=>AB59 V AB@C:BC@8 C73>465=>3> 
DV;LB@0 7 <5B>N 4>AO3=5==O @V2=O 1VG=8E ?5;NAB>: =0 28E>4V 
>?B8<0;L=>3> DV;LB@0 =5 3V@H5, =V6 2 11-?>78FV9=>3> :>4C �0@:5@0; 1) 
<5B>48:C D>@<C20==O 0=A0<1;N A83=0;V2; 2) A?>AV1 ?V428I5==O 
?@>?CA:=>W 740B=>ABV @04V>:0=0;C AB0=40@BC IEEE-802.11. 

/:I> AB@C:BC@=C AE5<C DV;LB@0, C73>465=>3> 7V AB@C:BC@>N 
D07><0=V?C;L>20=>3> 11-?>78FV9=8< ?A524>HC<>28< A83=0;><, ?>40B8 C 
283;O4V <0;. 1, B> 4;O 7=0E>465==O 7=0G5=L 203>28E :>5DVFVє=BV2 ki (482. 
<0;. 1), B@510 @>72’O70B8 A8AB5<C =5@V2=>AB59 I>4> =52V4><8E xi 9 ki: 

 

 0;N=>: 1 3 (V;LB@ AB8A=5==O 
ÿ
ÿ
ÿ
ÿ

þ

ÿÿ
ÿ
ÿ

ý

ü

ûýó

ýó

ýó

õ

õ

õ

ûý
û

ý

ý
û

1N2,...,1Ni,1kx

(1)                 NiN,kx

1,...,N1i,1kx

N

1Nij

jiNj

N

1j

jj

i

1j

jiNj
 

                                                           

 
1 AB. 28:;. !' "�0?>@V7L:0 ?>;VB5E=V:0" 
2 :. B. =., 4>F. !' "�0?>@V7L:0 ?>;VB5E=V:0" 
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45 xi <0NBL A5=A HC:0=8E 7=0G5=L :>4>2>W ?>A;V4>2=>ABV 4>268=8 
N=11, 0 ki <0NBL A5=A HC:0=8E 203>28E :>5DVFVє=BV2 (482. <0;. 1). 

!0 <0;. 2 =02545=> E0@0:B5@8AB8:8 28O2;5==O F2.2. :>@8A=>3> 
A83=0;C =0 B;V HC<V2 =0 28E>4V DV;LB@0 AB8A=5==O 70 V<>2V@=>ABV @V2=O 
E81=8E B@82>3 10-3. %CFV;L=>N ;V=VєN (B@5BO :@820 7;V20) =02545=> 
E0@0:B5@8AB8:C 28O2;5==O 4;O 11-?>78FV9=>3> :>40 �0@:5@0. �V2VH5 2V4 =5W 
?@>E>4OBL E0@0:B5@8AB8:8 =>28E :>4>28E ?>A;V4>2=>AB59 7 45I> 
1V;LH8<8 V<>2V@=>ABO<8 2V@=>3> 28O2;5==O: 283@0H W =5 ?5@528ICє 
0,5 4� C 2V4=>H5==V A83=0;/HC<. #@02VH5 2V4 =5W ?@>E>4OBL 
E0@0:B5@8AB8:8 =>28E :>4>28E ?>A;V4>2=>AB59 7 45I> <5=H8<8 F2.2.: 
?@>3@0H W =5 ?5@528ICє 3 4� C 2V4=>H5==V A83=0;/HC<. 

�8:>@8AB>2CNG8 <0;. 2, <>6=0 2V4V1@0B8 BV :>4>2V ?>A;V4>2=>ABV 7 
A8=B57>20=8E, O:V, E>G0 1, V 7=878;8 2V4=>H5==O A83=0;/HC< =0 2E>4V 
?@89<0G0 2 <560E 4>?CAB8<>3> @V2=O, 0;5 30@0=BC20;8 1 Wi-Fi 7’є4=0==O. 

 

 0;N=>: 2 3 )0@0:B5@8AB8:8 28O2;5==O :>@8A=>3> A83=0;C =0 B;V HC<V2 
70 V<>2V@=>ABV @V2=O E81=8E B@82>3 10-3 =>28E :>4>28E ?>A;V4>2=>AB59 

&0:0 :V;L:VABL 7D>@<>20=8E ?A524>HC<>28E ?>A;V4>2=>AB59 
4>72>;Oє 70?@>?>=C20B8 420 A?>A>18 ?V428I5==O ?@>?CA:=>W 740B=>ABV 
@04V>:0=0;C AB0=40@BC IEEE-802.11: 

1. �>6=0 :@0?:0 4>ABC?C ?@0FNє =0 1C4L-O:><C 2V;L=><C 7 
14 :0=0;V2, 28:>@8AB>2CNG8 >4=C 7 VI5 =5 28:>@8AB0=8E :>4>28E 
?>A;V4>2=>AB59 (7 AV<=04FOB8 2V4V1@0=8E), 70 =0O2=8< 0;3>@8B<>< 
:>=:C@5=B=>3> 4>ABC?C RTS/CTS. 
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2. �@0?:0 4>ABC?C, ?@0FNNG8 =0 >4=><C 7 B@L>E :0=0;V2, I> =5 
?5@5B8=0NBLAO (1, 6, 11), ?@87=0G0є :>6=><C =>2><C :;Vє=B>2V Wi-Fi-
<5@56V >4=C 7 VI5 =5 28:>@8AB0=8E :>4>28E ?>A;V4>2=>AB59 (7 AV<=04FOB8 
2V4V1@0=8E). ' FL><C 28?04:C 4>ABC? є >4=>G0A=8<, B>1B> =5 
:>=:C@5=B=8<. � =5>1EV4=VABL 2 0;3>@8B<V RTS/CTS 2V4?040є. 

'�� 621.39 
#>;VB0=AL:89 �.(.1, )>1759  . .2, �>2GC: �.�.3,  

)02@C=O:  .�.4, �=4@V9GC: �. .2 
��#$" �!2��!!3 ����&$" ��!�&!�) )���0 +�$�� 
%&$'�&'$' �� #�$����0!�) #$"���!���� �� � �!!� � 

�"!%&$'�&��!� � #�$� �&$� � 

%CG0A=89 AB0= B5;5:><C=V:0FV9 B0 70A>1V2 72’O7:C 28<030є =>28E 
?>3;O4V2 =0 @>728B>: ?@8AB@>W2 ?5@54020==O B0 ?@89<0==O V=D>@<0FV9=8E 
A83=0;V2. #>@O4 V7 F8< =5>1EV4=> 70157?5G8B8 <>6;82VABL DC=:FV>=C20==O 
2 7040=V9 A<C7V @>1>G8E G0AB>B, H8@8=C 4V03@0<8 A?@O<>20=>ABV, 
:>5DVFVє=B ?V4A8;5==O, 5D5:B82=VABL 5=5@3>70B@0B =0 682;5==O, ?@>AB>BC 
C 283>B>2;5==V B0 ?@>AB>BC :>=B@>;N ?0@0<5B@0<8 AB@C:BC@8 4;O 
70157?5G5==O DC=:FV>=0;L=>ABV ?@8AB@>N B>I>. #5@A?5:B82=8< C FL><C 
=0?@O<V є @>7@>1:0 0=B5= B0 ?@>2V4=8E :0=0;V2 72’O7:C =0 >A=>2V 
<5B0<0B5@V0;V2. �>=8 O2;ONBL A>1>N HBCG=> AD>@<>20=V 9 >A>1;828< 
G8=>< AB@C:BC@>20=V A5@54>28I0, I> 2>;>4VNBL 5;5:B@><03=VB=8<8 
2;0AB82>ABO<8, O:8E A:;04=> 4>AO3=CB8 B5E=>;>3VG=> 01> B0:8<8, O:V =5 
7CAB@VG0NBLAO 2 ?@8@>4V, V E0@0:B5@87CNBLAO =5728G09=8<8 
5;5:B@><03=VB=8<8 2;0AB82>ABO<8 [1]. �06;82>N 3@C?>N <5B0<0B5@V0;V2 є 
AB@C:BC@8 7 ?0@0;5;L=8E ?@>2V4=8:V2 (%##), O:V E0@0:B5@87CNBLAO 
2V4’є<=8< 7=0G5==O< 4V5;5:B@8G=>W ?@>2V4=>ABV [2]. 

 5B>N 4>A;V465=L є <>48DV:C20==O 0=B5= H;OE>< 28:>@8AB0==O 
AB@C:BC@ V7 ?0@0;5;L=8E ?@>2V4=8:V2, I> 4>72>;Oє 28?@><V=N20B8 � -

E28;V =0 G0AB>B0E, 2V4<V==8E 2V4 @>1>G8E G0AB>B =5<>48DV:>20=>W 0=B5=8, 

                                                           

 
1 �.B.=, ?@>D5A>@, +5@=V25FL:89 =0FV>=0;L=89 C=V25@A8B5B V<. .@VO (54L:>28G0 
2 %BC45=B, +5@=V25FL:89 =0FV>=0;L=89 C=V25@A8B5B V<. .@VO (54L:>28G0 
3 �.B.=, 0A8AB5=B, +5@=V25FL:89 =0FV>=0;L=89 C=V25@A8B5B V<. .@VO (54L:>28G0 
4 �02V4C20G A5:B>@C B5;5:><C=V:0FV9=8E 4>A;V465=L, +5@=V25FL:89 =0C:>2>-
4>A;V4=89 5:A?5@B=>-:@8<V=0;VAB8G=89 F5=B@  �% ':@0W=8 
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B0 70157?5GCє :>=B@>;L 7=0G5==O<8 @57>=0=A=8E G0AB>B B0 A<C3>N 
@>1>G8E G0AB>B. 

�;O 4>AO3=5==O FVєW <5B8 1C;0 AB2>@5=0 <0B@8FO <0B@8FO 17×7 
<5B0;528E ?@>2V4=8:V2 4>268=>N L=100<<.  >45;N20==O ?@>2>48;>AO C 
CST Studio Suite, 1C;> @>7@>1;5=> <>4C;L, I> A:;040єBLAO 7 E28;52V4=>3> 
?>@BC B0 %## (@8A. 1,0). ' ?@>F5AV <>45;N20==O 7<V=N20;>AL 7=0G5==O 
@04VCA0 ?@>2V4=8:V2 2V4   0,01 & 1 <<, I> 2V4?>2V40;> 7<V=V 7=0G5==O 
D0:B>@C 70?>2=5==O <5B0;><. �1V;LH5==O :>5DVFVє=BC 70?>2=5==O 
<5B0;>< ?@8725;> 4> 7@>AB0==O 7=0G5==O @57>=0=AC 2 4V0?07>=V ?@81;87=> 
40  �F. 

   

0)      1) 

$8AC=>: 1 3 CST-<>4C;L 4>A;V46C20=>W A8AB5<8 (0) B0 5:A?5@8<5=B0;L=0 
CAB0=>2:0 (1) 

�;O 5:A?5@8<5=B0;L=8E 4>A;V465=L 1C;> 283>B>2;5=> 420 %## 7 
4V0<5B@>< ?@>2V4=8:V2 B0 ?5@V>4>< WE @>7B0HC20==O 1 << B0 10 << V 1,5 << 
B0 6 << 2V4?>2V4=>. �:A?5@8<5=B ?V4B25@482 B5, I> 71V;LH5==O @04VCA0 
?@>2V4=8:V2 2545 4> 7AC2C @57>=0=AC O: V 2 <>45;N20==V [3]. #@>B5, 4>A8BL 
FV:028< 28O282AO B>9 D0:B, I> 7<V=0 2V4AB0=V <V6 ?@>2V4=8:0<8 >15@=5=> 
?@>?>@FV9=0 4> H8@8=8 A<C38 @>1>G8E G0AB>B. !0 @V2=V -10 4� A<C30 
G0AB>B @>7H8@NєBLAO 4> 80  �F (@8A. 11). 

"B65, >B@8<0=V @57C;LB0B8 ?>:070;8, I> 7<5=H5==O 25;8G8=8 
7=0G5==O ?5@V>4C @>7B0HC20==O ?@>2V4=8:V2 %## 2V4 10 4> 6 << 2545 4> 
@>7H8@5==O @>1>G>W A<C38 G0AB>B 4> 80  �F, 0 7<V=0 @04VCA0 ?@>2V4=8:V2 
2V4 0,01<< 4> 1 << ?@872>48BL 4> 7@>AB0==O 7=0G5==O @57>=0=A=>W 
G0AB>B8. *5 4>72>;Oє ?V418@0B8 ?0@0<5B@8 %## B0 :>=B@>;N20B8 A<C3>N 
@>1>G8E G0AB>B 0=B5=8 B0 7=0G5==O< @57>=0=AC. "B@8<0=V C @>1>BV 
@57C;LB0B8 <>6CBL 1CB8 28:>@8AB0=V 4;O @>7@>1;5==O 0=B5= 7 <>6;82VABN 
28?@><V=N20==O A8;L=> 70BCE0NG8E �  E28;L B0 740B=VABN :5@C20B8 
>A=>2=8<8 ?0@0<5B@0<8, I> 28AC20NBLAO 4> 0=B5==8E :>=AB@C:FV9. 
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#9D9?V> CBE<?4AP 
1. Sihvola A. Metamaterials in electromagnetic, Physical Review Letters.- Oct. 2000.- 

Vol. 85.- 718.- P. 3966-3069. 2. Mykola Khobzei, Dmytro Vovchuk, Magdalena 

Michalska <Overview of Applications of Wire Medium in Radio Engineering Means=, 
IAPGOS, 74/2018, Pp. 32-35 (December, 2018). 3. Dmytro Vovchuk and Mykola 

Khobzei <Investigation of Frequencies Characteristics of Modified Waveguide Aperture 
by Wire Media=, Progress In Electromagnetics Research Letters, Vol. 93, 59364, 2020. 

'�� 621.39 
#>;VB0=AL:89 �.(.1, �040= �.�.2, �>2GC: �.�.3,  

#0=L:> ..�.4, �5@525A=V:>20 Є.�.2 

 �&�"%&�!*�3 !� "%!"��  "�'�3 ESP 8266 

�><0H=O <5B5>AB0=FVO 3 F5, O: ?@028;>, 5;5:B@>==89 ?@8;04, 
?@87=0G5=89 4;O 28<V@N20==O 0B<>AD5@=8E ?>:07=8:V2 (B5<?5@0BC@0, 
2>;>3VABL, 0B<>AD5@=89 B8A: B>I>), 0 B0:>6 A:;040==O ?@>3=>7C ?>3>48 =0 
?V4AB02V F8E 40=8E. %;V4 2V4@V7=OB8 4><0H=N <5B5>AB0=FVN 2V4 
5;5:B@>==>3> B5@<>3V3@><5B@0. �>2=V ?@8;048 <>6CBL 1CB8 4C65 AE>68<8, 
0;5 B5@<>3V3@><5B@ ;8H5 282>48BL ?>:07=8:8 B5<?5@0BC@8 B0 2>;>3>ABV, C 
B>9 G0A O: C 4><0H=V9 <5B5>AB0=FVW 4>40NBLAO ?0@0<5B@8, V 2>=0 A:;040є 
?@>3=>7 ?>3>48 =0 =091;86GV 12/24 3>48=8. "A=>2=89 1;>: >A=0I5=89 
48A?;5є< 4;O 2V4>1@065==O ?>:07=8:V2 :>@8ABC20G52V. 

!09G0ABVH5 7CAB@VG0єBLAO ?><8;:0 2 =5?@028;L=V 40=V ?@> B8A: V 
B5<?5@0BC@C, O:V 2V4@V7=ONBLAO =0 :V;L:0 ?>@O4:V2 2V4 @50;L=>3> 7=0G5==O. 
#@8G8=>N FL>3> AB0є =5?@028;L=5 ?V4’є4=0==O. !0?@8:;04, C 1V1;V>B5FV 
707=0G5=>, I> ?>B@V1=> ?V4’є4=C20B8 ?> I2C, 0 40BG8: ?V4’є4=0=89 ?> SPI. 
&0:>6 ?@8 28:>@8AB0==V =5O:VA=8E 40BG8:V2 <>6=0 7VB:=CB8AO 7 
=5AB0=40@B=8<8 I2C 01> SPI 04@5A0<8. � FL><C 28?04:C @5:><5=4CєBLAO 
?@>A:0=C20B8 2AV ?@8є4=0=V ?@8AB@>W 70 4>?><>3>N >4=>3> 7 
=09?>H8@5=VH8E :>4V2 V 7'OAC20B8, 70 O:>N 04@5A>N 2V43C:CєBLAO 40BG8: 
B8A:C. -5 >4=VєN ?@>1;5<>N <>65 AB0B8 =52V4?>2V4=VABL @>1>G>W =0?@C38 
                                                           

 
1 �.B.=, ?@>D5A>@, +5@=V25FL:89 =0FV>=0;L=89 C=V25@A8B5B V<. .@VO (54L:>28G0 
2 %BC45=B, +5@=V25FL:89 =0FV>=0;L=89 C=V25@A8B5B V<. .@VO (54L:>28G0 
3 �.B.=, 0A8AB5=B, +5@=V25FL:89 =0FV>=0;L=89 C=V25@A8B5B V<. .@VO (54L:>28G0 
4 %C4>289 5:A?5@B  A5:B>@C :><?'NB5@=>-B5E=VG=8E 4>A;V465=L, +5@=V25FL:89 
=0C:>2>-4>A;V4=89 5:A?5@B=>-:@8<V=0;VAB8G=89 F5=B@  �% ':@0W=8 
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682;5==O 107>2>3> <>4C;O =0?@C7V 28:>@8AB>2C20=>3> :>=B@>;5@0. &0:, 
4;O @>1>B8 7 40BG8:>< =0 3,3 � =0< ?>B@V1=> AB2>@8B8 4V;L=8: =0?@C38 
01> 28:>@8AB>2C20B8 >48= 7 VA=CNG8E 3>B>28E <>4C;V2 C73>465==O @V2=V2. 

#@8;04 7V1@0=89 =0 107V <V:@>:>=B@>;5@0 ESP8266. �=D>@<0FV9=V 
28E>48 D5 B0 D6 7’є4=0=V 7 28E>40<8 40BG8:0 bme280 B0 OLED Display 
White 128X64 (I2C). �82;5=O <>6=0 ?>4020B8 O: 7 <>4C;O 682;5==O 
Breadboard Power Supply MB102 [1], B0: V ?>40B8 =0 ?@O<C 4> 
<V:@>:>=B@>;5@0. #;0B0 ESP8266 6828BLAO 2V4 5 �, 40BG8: bme280 B0 
OLED Display White 128X64 (I2C) 682;OBLAO 2V4 3,3 � [2].  0:A8<0;L=> 
4>?CAB8<C =0?@C3C, I> <>6=0 ?>4020B8 =0 <>4C;L 682;5==O Breadboard 
Power Supply MB102 - 9 �. �0BG8: 28<V@Nє 2AV 4>ABC?=V 9><C ?>:07=8:8 
(B5<?5@0BC@0, 2>;>3VABL, B8A:), V 2>=8 282>4OBLAO =0 5:@0=. #>:07=8:8 
>=>2;NNBLAO, >=>2;NєBLAO V=D>@<0FVO =0 5:@0=V. $53C;O@=5 2V4AB565==O 
?>:07=8:V2 <V:@>:;V<0BC 2 ?@8<VI5==V <>65 AB0B8 ?5@H8< :@>:>< 4> 9>3> 
>74>@>2;5==O H;OE>< 2AB0=>2;5==O 72>;>6C20GV2 ?>2VB@O, B5@<>AB0BV2 V 
02B><0B8G=8E ?@>2VB@N20GV2. 

 

$8AC=>: 1 3 �;5:B@8G=0 2 ?@8=F8?>20 AE5<0 <5B5>AB0=FV 

"B65, =0 >A=>2V ESP8266 <>6=0 7V1@0B8 <5B5>AB0=FVN 4;O 
4><0H=L>3> 28:>@8AB0==O.  >6=0 <>45@=V7C20B8 AE5<C, 4>402H8 C =5W 
307>0=0;V70B>@ V 40BG8: CO2, ?5@5B2>@82H8 B8< A0<8< ?@8AB@V9 C 
?>2=>FV==89 <>=VB>@ O:>ABV ?>2VB@O, B>G=>ABV O:>3> 1C45 1V;LH =V6 
4>AB0B=L> 4;O 4><0H=L>3> 70AB>AC20==O. "48= 20@V0=B @>728B:C V45W - 
=0;0HBC20B8 2V4A8;0==O 40=8E 7 40BG8:V2 ?> MQTT 2 ?@>B>:>;C, 7024O:8 
G><C ?@8AB@V9 <>6=0 V=B53@C20B8 2 1C4L-O:C ?;0BD>@<C @>7C<=>3> 
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1C48=:C V 28:>@8AB>2C20B8 FV 40=V 4;O C?@02;V==O V=H8<8 @>7C<=8<8 
45209A0<8. 

#9D9?V> CBE<?4AP 
1.   >4C;L ?8B0=8O MB102 + 830 Solderless <0:5B=0O ?;0B0 [5;5:B@>==89 @5AC@A]. 
3 $568< 4>ABC?C: http://greenchip.com.ua/23-0-741-0.html .2. "17>@ OLED-48A?;5O 
0.96,128E64 =0 SSD1306 [5;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 
http://robotchip.ru/obzor-oled-displey-na-ssd1306/ 

'�� 621.3 
#>;O:>2  .�.1, %0;59GC: �.2 

�%#"�0�"��!�� ����$"�"#&�$"� ��3 �"!&$"�3 
%"%&"3!�3 � #�$� �&$"� "�.��&"� 

1���&$"1!�$��&��� 

� =0AB>OI55 2@5<O 15A?8;>B=K5 ;5B0B5;L=K5 0??0@0BK (�#��) 
:204@>:>?B5@K H8@>:> ?@8<5=ONBAO 2> <=>38E >1;0ABOE 45OB5;L=>AB8 3 
>B 2>5==>3> 45;0 4> B5;5:><<C=8:0F89 8 A5;LA:>3> E>7O9AB20. *5;L 
@01>BK 3 ?>2KA8BL :0G5AB2> M:A?;C0B0F8>==>3> :>=B@>;O A>AB>O=8O 8 
?0@0<5B@>2 >1J5:B>2 M;5:B@>M=5@35B8:8. 

%?5F8D8G=>ABL MB8E >1J5:B>2 70:;NG05BAO 2 8E 1>;LH>9 
?@>BO65==>AB8 (=0?@8<5@, ;8=88 M;5:B@>?5@540G), B@C4=>4>ABC?=>AB8 
B>G5: :>=B@>;O 87-70 1>;LH8E 35><5B@8G5A:8E @07<5@>2, =0;8G8O 2@54=KE 
4;O G5;>25:0 A2>9AB2 (=0?@8<5@, 2KA>:>5 =0?@O65=85, @0480F8O), 2KA>:0O 
4803=>AB8G5A:0O 8=D>@<0B82=>ABL 87>1@065=89, BO65;K5 ?>A;54AB28O 
020@89. 

-B8 8 4@C385 A2>9AB20 >1J5:B>2 M;5:B@>M=5@35B8:8 M:>=><8G5A:8 
>?@024K20NB >@30=870F8N M:A?;C0B0F8>==>3> <>=8B>@8=30 
(=5?@5@K2=>3> :>=B@>;O) A>AB>O=8O 8 ?0@0<5B@>2 MB8E >1J5:B>2 A 
8A?>;L7>20=85< �#��. �>7<>6=K< ?@8<5=5=85< :204@>:>?B5@>2 <>65B 
1KBL ?0B@C;8@>20=85 ;8=89 M;5:B@>?5@540G @0A?>;>65==KE 2 
B@C4=>4>ABC?=>9 <5AB=>AB8 8;8 ?>425@30NI8EAO 0B0:0< 20=40;>2. �> 
2@5<O ?>;5B0 :204@>:>?B5@ ?5@5405B 87>1@065=85 >1J5:B0 2 
8=D@0:@0A=>< 8;8 2848<>< 480?07>=0E, >15A?5G8205B <>18;L=>9 A2O7LN 
@5<>=B=K5 1@8304K. �@C38< >1J5:B>< ?@8<5=5=8O �#�� O2;ONBAO 
                                                           

 
1 :.B.=., ?@>D. !' «�0?>@>6A:0O ?>;8B5E=8:0». 
2 <038AB@ !' «�0?>@>6A:0O ?>;8B5E=8:0». 
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<038AB@0;L=K5 ?>4AB0=F88 A 1>;LH8< :>;8G5AB2>< M;5:B@8G5A:8E 
0??0@0B>2 8 4@C3>3> >1>@C4>20=8O @07<5I5==>3> =0 1>;LH>9 ?;>I048 8 
G0AB> =54>ABC?=>3> 4;O :>=B@>;O ?0@0<5B@>2 2> 2:;NG5==>< A>AB>O=88. 

�;O @5H5=8O ?>AB02;5==>9 7040G8 =5>1E>48<> 040?B8@>20BL :0: 
:204@>:>?B5@K, B0: 8 >1J5:BK M;5:B@>M=5@35B8:8. !0?@8<5@, 4;O 
C25;8G5=8O 40;L=>AB8 ?0B@C;8@>20=8O >?>@K ;8=89 M;5:B@>?5@540G 
F5;5A>>1@07=> >1>@C4>20BL ?C=:B0<8 ?>470@O4:8 0::C<C;OB>@>2 
:204@>:>?B5@0 2 A>AB025: ?@5>1@07>20B5;O ?5@540205<>9 ?> MB>9 ;8=88 
M=5@388 2 70@O4=K9 B>: 0::C<C;OB>@0; ?>A04>G=>9 ?;>I04:8 A A8AB5<>9 
=02545=8O :204@>:>?B5@0; <>45<>< 4;O ?5@540G8 ?>;CG5==>9 
:204@>:>?B5@>< 8=D>@<0F88 ?> ;8=88 M;5:B@>?5@540G. !0;8G85 
=5:>B>@>3> :>;8G5AB2> B5@@8B>@80;L=> @0A?@545;5==KE ?C=:B>2 ?>A04:8, 
?>470@O4:8 8 1078@>20=8O :204@>:>?B5@>2 ?>72>;8B A>:@0B8BL 2@5<O 
@50F88 =0 020@89=CN 8;8 =5HB0B=CN A8BC0F8N 2 M=5@3>A8AB5<5. 

� F5;>< @0A?@545;5==CN A8AB5<C 1078@>20=8O :204@>:>?B5@>2 
<>6=> @0AA<0B@820BL ?>4A8AB5<C 1>;55 >1I59 A8AB5<K «C<=0O 
M=5@3>A8AB5<0», 0 A0< :204@>:>?B5@ - :0: 20@80=B @>1>B>B5E=8G5A:>3> 
CAB@>9AB20 ?5@5<5I0NI53>AO ?> 2>74CEC. 

�845>87>1@065=85, ?>;CG5==>5 A ?><>ILN :204@>:>?B5@0, 
?>72>;8B >F5=8BL :><?;5:B=>ABL, >BACBAB285 <5E0=8G5A:8E ?>2@5645=89, 
<5AB> 8 E0@0:B5@ 45D5:B0, A>AB>O=85 M;5<5=B>2 A8AB5<K (=0?@8<5@, 
@07J548=8B5;59) 0 B0:65 A>AB>O=85 >:@C60NI59 A@54K. %:0=8@>20=85 
B5<?5@0BC@K >1J5:B0 =5>1E>48<> 4;O 2KO2;5=8O ?>B5=F80;L=> >?0A=KE, 
=03@5BKE 4> >?0A=>9 B5<?5@0BC@K <5AB. �A;8 ?@8 ?>A04:5 =0 >?>@C, :@><5 
?>470@O4:8 0::C<C;OB>@>2 :204@>:>?B5@0, 2K?>;=O5BAO 87<5@5=85 
?0@0<5B@0 >1J5:B0 8;8 >:@C60NI59 A@54K, B> ?>A04>G=CN AB0=F8N 
=5>1E>48<> >A=0AB8BL ABK:>2>G=K< C7;>< 8;8 <>4C;5< 15A?@>2>4=>9 
A5B8. 

%>>B25BAB2CNI85 87<5=5=8O 4>;6=K 1KBL 2=5A5=K 2 A>AB02 
1>@B>2>3> >1>@C4>20=8O 8 ?@>3@0<<=>3> >15A?5G5=8O :204@>:>?B5@0, 
:>B>@K9 ?@8<5=O5BAO 2 F5;OE :>=B@>;O >1J5:B>2 M;5:B@>M=5@35B8:8. -B> 8 
C65 C?><O=CBK5 ABK:>2>G=K5 C7;K, 87<5@8B5;8 B5<?5@0BC@, B>:>2, 
=0?@O65=89, C@>2=59 =0?@O65==>ABL M;5:B@><03=8B=>3> ?>;O 8 @0480F88. 
#@>3@0<<=>5 >15A?5G5=85 4>;6=> 2708<>459AB2>20BL A A8AB5<0<8 
87<5@5=89, ?>;CG5=8O 8 >B?@02:8 87>1@065=89 8 40==KE <>=8B>@8=30, 
4>;6=> CG8BK20BL 4>?>;=8B5;L=K5 >3@0=8G5=8O 2 <0=52@8@>20=88 
:204@>:>?B5@0 A2O70==K5 A :>=AB@C:B82=>-DC=:F8>=0;L=K<8 
>A>15==>ABO<8 :>=B@>;8@C5<KE >1J5:B>2. � 1>;55 >B40;5==>9 
?5@A?5:B825 ?@54AB02;O5BAO 2>7<>6=K< 8A?>;L7>20=85 :204@>:>?B5@>2 
4;O 02B><0B8G5A:>9 70<5=K >B:0702H8E M;5<5=B>2 @0A?@545;5==>9 
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A8AB5<K C?@02;5=8O M=5@35B8G5A:>9 A8AB5<K. 
&0:8< >1@07><, >?@545;5=K 284K ?@8<5=5=89 :204@>:>?B5@>2 2 

M;5:B@>M=5@35B8:5, A2O70==K5 A MB8< B@51>20=8O : AB@C:BC@5, 1>@B>2><C 
>1>@C4>20=8N 8 ?@>3@0<<=><C >15A?5G5=8N :204@>:>?B5@>2, 
«:204@>:>?B5@=>9» :>=B@>;5?@83>4=>AB8 >1J5:B>2 2 MB>9 >1;0AB8. 
$0AA<>B@5==K9 ?>4E>4 <>65B 1KBL ?>;575= 4;O 02B><0B870F88 ?@>F5AA>2 
<>=8B>@8=30 A>AB>O=8O 8 ?0@0<5B@>2 4@C38E @0A?@545;5==KE 
B5E=>;>38G5A:8E 8 B@0=A?>@B=KE A8AB5<, =0?@8<5@ 307>?@>2>4>2. 
�0;L=59H85 @01>BK ?> MB>9 B5<0B8:5 ?@54?>;030NB 2K1>@ 1>@B>2>3> 
>1>@C4>20=8O A ?@85<;5<>9 <0AA>9 8 @07@01>B:C 0;3>@8B<>2 :>=B@>;O. 

'�� 621.396 
(54>@>2 �. �. 1, �VI5=:> �.  . 2 

#����-�!!3 3�"%&� ����!!3 $���"�"��*��!"�" 
�"!&$"�2 ,�3)"  "�’Є�!�!!3 �!("$ �*�� ��� 
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7 k1 k2 k3 k4 k5 k6 k7 k8 k9 k10 k11 k12 k13 kAB
 L, 4� 

1 + 3 + 3 + + 3 3 + + + + + 18,71 0,14 

2 3 + 3 + + 3 3 + + + + + + 12,37 0,28 

3 3 + 3 + 3 + + 3 3 + + + + 12,23 0,26 

4 3 3 + + 3 3 + 3 + + + + + 12,02 1,23 

5 3 + + 3 3 + + + + 3 + 3 + 11,95 1,21 
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2 -1,18 1,43 -1,42 1,51 0,86 -1,52 -1,29 0,92 1,19 0,85 0,73 0,65 1,10 
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4 -1,04 -0,14 0,79 1,58 -0,62 -1,83 1,89 -1,97 1,88 0,41 0,90 0,73 0,45 

5 -1,01 0,14 0,86 -1,45 -0,66 1,88 1,73 1,79 1,93 -0,32 0,87 -0,72 0,43 
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ANALYTICAL REVIEW OF NEAR RANGE REAL-TIME LOCATING 

SYSTEM IN ROBOTICS DEVELOPMENT 

Today, in a difficult time of global pandemic, the usage of robots to 
minimize the amount of people communication has become more important 
than ever. One of the most important tasks in this area is the determination the 
location of objects in real time. The package of hardware-software tools that 
resolves this task is called Real Time Location System (RTLS). The main 
criteria for the classification of these systems are coverage area and location 
accuracy. In this article near-range RTLS is presented with the accuracy of 0.5 
m.  

The near-range RTLS is classified as a positioning system with an 
accuracy of up to 1m, operating in locations up to 2500 m². Hardware 
implementation of these systems can be realized by using triangulation signals 
based on such data transmission technologies as 802.15.1 (Bluetooth), 802.11 
(Wi-Fi), 802.15.3 (UWB), 802.15.4 (ZigBee) and others. The most important 
characteristics when choosing a basic technology is interference resistance 
under conditions of large concentration of digital devices.  

Common technologies such as Wi-Fi, or Bluetooth have advantages in a 
large amount of ready-to-use solutions, but are absolutely not adapted to work 
in places of large concentrations of other devices in view of the interference 
they create for each other. And technologies such as GPS do not provide the 
necessary accuracy. In this case, there are two technologies that work at 
different from all the usual 2.4GHz and 5 GHz - ZigBee and UWB. ZigBee 
allows you to use 900 MHz frequencies in conjunction with 2.4 GHz to 
transmit short meta data. UWB utilizes information over an ultra-wide 
bandwidth (figure 1). Other important advantages of UWB are low power 
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consumption and impulse data transmission. This provides the necessary 
autonomy for the operation of these positioning systems. The UWB-based 
RTLS passes the stage of testing within the project "Show Guide" by Infocom 
LTD. But, this technology also has a significant disadvantage: as the data 
transmission distance increases, the bandwidth decreases rapidly. In this regard, 
the use of this technology to cover large areas is not reasonable due to a 
significant increase in hardware costs to provide the necessary coverage. 

 

 

Figure 1 3 Power Spectral Density comparison 

At the moment, there are several areas for further development: 
1) Use of the technology in conjunction with optical positioning 

technologies such as lidars and depth cameras. 
2) Using mesh networks for this technology, which will provide a 

dynamic network deployment scalable by the number of devices. 
As a result of the conducted analysis, advantages and weaknesses of 

location technologies were identified, and directions for further development 
were proposed. 
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FORMATION OF PROBABILISTIC RESULTS IN DIGITAL 

QUANTUM COMPUTERS 

Quantum computers (QC) are probabilistic and analog devices. The 
main component of QC is called qubit (QB). QB’s behavior is described by the 

wave function õ


ý

ý
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i jüù , 2
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
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ü . Changes in the 

state of a QB are illustrated by the movement of the radius-vector r in a unit 
circle (Fig. 1). The state of a QB is determined by the angle ñ . Its value can be 
changed, thus calculations can be performed with ñ  angle. The final position 
of the radius-vector determines the result of the calculation. But it is impossible 
to accurately measure the final value of the ñ  angle. When measured, it goes 
either to position 0  or to position 0  with probabilities p0 and p1, 

respectively (Fig. 1). The sequence of actions on a 
qubit, which determines changes in its state, is 
described by an analog circuit, which consists of so-

called quantum gates. 
The DiVincenzo criteria [2] are conditions 

necessary for constructing a QC. Not a single word 
about the physical nature of a QC is included in this 
criterion. So QC can be digital as well (DQC). Digital 
qubit (Fig. 1) is a device with multiple inputs and one 

probabilistic output can be built either as a finite state machine or as a RISC-

like pipeline of digital quantum gates. If a quantum computer includes N qubits, 
then the result of its operation will be a state 1N10 ... ý ùùù . Quantum 
volume QV is a metric that measures the performance of a QC's capabilities and 
error rates: QV = N*p(t), p(t) is probability that QC will work in time t (p(t) = 

e
-»t

  = e
-t/T, » is FIT, T is MTBF of QC). Quantum volume of DQC is practically 

equal N and is much more then one of true analog QC. 
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To generate a probabilistic result, a DQC includes at least one pseudo-

random number generator (PRNG) and at least one functional converter (FC) 
[1]. The aim of the work is to analyze the influence of the type of functional 
conversion on the probability of issuing correct results from a DQC. To 
determine the digital qubit output either probability ññ

2
sinp ý  determined 

by direct conversion can be compared with a random code x or final value of 
the angle ñ  can be compared with determined by inverse conversion 

)x(fx ýñ  random angle xñ . The second option is better because it allows 
you to create a homogeneous DQC with only one PRNG and one FC [4]. The 
paper investigates such variants of the inverse conversion as basic 

xarcsinx ýñ , linear xx ýñ  and constant 4/x ðñ ý . The studies were 
carried out with a N-qubit DQC implemented on the FPGA (N = 32, 64, 128, 
256, 512 and 1024). The probability PN of getting the correct result was 
checked by performing 4000 quantum Fourier transforms on the same input 
states spectrum of N qubits [3]. For the study, the spectra were selected, which 

consist of 2m periods (m = 0, 
1, 2, &, N - 1 and ->). Table 
1 shows the results for N = 
256 and N=1024, m = N - 1. 

Thus, a digital qubit 
can work without PRNG and 
FC, but using them may 

increase the probability of DQC correct results from 40 % up to 58 % . 
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Table 1 3 The probabilities (P256; P1024) 

Version basic  linear  constant  

Probability, % 58; 50 57; 

50 

40; 50 
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NATURAL GAS AND CARBON MONOXIDE LEAK DETECTION 

DEVICE 

Despite the fact that we use natural gas every day we all know the risks 
that come with it: The leak of dangerous gases and reserving it. Because the 
leakage may lead to an explosion and poisoning civilians, when the loss is not 
only material, but people die. Unfortunately, this is not rare, gas is transparent, 
not visible for unarmed eye and mostly it has no smell, that is why people 
cannot detect the danger on time. Because of this, people invented gas sensors, 
so they can protect themselves from deadly gases. Nowadays, scientists all over 
the world are trying to invent new technology that detects gas leakage. That’s 
why we aimed to set up the device, which will execute similar function. 

Gas detectors, in which sensors, working on different physical 
principles, are used as sensitive elements measure and indicate the 
concentration of certain gases in an air. When the sensors response surpasses a 
dangerous gas level, audible or visible indicators, such as alarms, lights or a 
combination of signals warn the users. While many of the older, standard gas 
detector units were originally fabricated to detect one gas, modern 
multifunctional or multi-gas devices are capable of detecting several gases at 
once.  

Gas detectors are categorized by type of gas they detect: combustible or 
toxic. Catalytic and infrared sensors detect combustible gases and 
electrochemical and metal oxide semiconductor technologies detect as 
combustible as toxic gases. 

Comparison conducted in other countries have shown pros and cons of 
the devices. There is an opportunity and need for not only qualitative, but 
constructional changes in device. The purpose of creating the gas leak detector 
and operating system of self-closing valve is to solve above mentioned problem 
and keep people safe.  

A combined gas leakage detector can be built on one or two sensors. 
<Figaro Engineering Inc= (Japan) produces a semiconductor sensor TGS 3870 
for the detection and identification of two gases 3 Natural (Methane CH4) and 
Carbon Monoxide (CO).Several companies produce detectors using two 
sensors, one of which is designed to detect Methane and the other for Carbon 
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Monoxide. 
Based on this, the combined detectors are conditionally divided into one 

and two sensor devices. 
We have studied the characteristics, properties and functioning physical 

principles of different types of sensors. Our attention was drawn to 
semiconductor sensors. 

After the tests of experimental copy of the system, parameters have been 
established. The system, besides the sound and visual signals, will obey the 
main purpose: to block the gas supply network in the apartment. I.e. the 
controllable valve will be locked by the signal, which is generated by the 
microprocessor. 

The proposed mechanism is different from existing systems by several 
signs that ensure high sensitivity and accuracy of the device.  In addition, cost 
of the device will be significantly reduced.  

UDC 681.3.07 
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 1
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 2
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 3
 

ANALYTICAL MODELING OF WIRELESS NETWORKS WITH 

INFRASTRUCTURE TOPOLOGY 

The IEEE 802.11 Wireless Local Area Networks (WLANs) are 
increasingly being used for applications with stringent performance 
requirements due to their ease of deployment and low costs. An important 
component of these WLANs functioning is the implementation of the 
contention resolution process known as the distributed coordination function 
(DCF). Even though the maximum physical layer rates are increasing with the 
introduction of new generation WLANs such as 802.11ac and 802.11ax, the 
effective throughput remains low, especially with a significant number of 
simultaneously operating stations.  

An actual problem is the development of an analytical model, which 
makes it possible to explicitly calculate the probabilistic characteristics such 
WLANs operation depending on the number n of competing stations with 
different width of the initial contention window.  
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The performance analysis of IEEE 802.11 DCF networks based on 
bidimensional Markov chain model with ideal channel conditions showed [1,2] 
that the probability τ of data frame transmission by the station in a randomly 
chosen slot time is 

 ])2(1[)1)(21(

)21(2
m

ppWWp

p

ûû


ýô
, (1) 

where p is the probability that a transmitted frame encounters a collision; 

W=CWmin is the minimum contention window; CWmax =2
m

W, where m is the 

number of windows doublings allowed. 

The probability p is the probability that, in a time slot, at least one of the 
n-1 remaining stations transmit. At steady state  

 
1)1(1 ý n

p ô . (2) 

Based on the average backoff window, the probability that a station 
attempts to transmit in an arbitrary slot is given by 1/Wavg [3], where Wavg is the 
average contention window. The probability that during the transmission of an 
arbitrary station there is no other active stations is Q=(1-1/Wavg)n-1. Thus, the 
collision probability is given by p=1-Q. 

An increase in the number of competing stations n leads to growth of 
collision probability and, accordingly, reduces the probability of transmission in 
a given time slot. For this reason, by analogy with [3], we propose that the 
probability of data frame transmission to the access point (AP) of the WLAN is  
determined by the following expression:  
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where W0=CWmin , L(n/N) is the correction function, n is the number of 

competing stations, N is the maximum number of stations using one AP, q is 

the parameter selected when debugging the model. 

Herewith, in accordance with (2) the collision probability can be 
represented as 
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The probability of collision pc expressed in this way for given values N 
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and W0 depends only on the number n of competing stations. Formulas (3) and 
(4) for L(n/N) =1 have been analyzed in [4], where it was shown that the value 
q=3 is optimal. 

We used polynomials of the first, second and third orders as the 
correcting functions L(n/N). The optimization of the proposed model (3)-(4) 
was carried out by approaching its behavior with increasing n to the Bianchi 
model (1)-(2). Numerical modeling showed that the first order polynomial has 
the best correcting properties, for this, the maximum identity in the models 
behavior was achieved with a relative root-mean-square error γ=5,5% for N=20 
and 30, and γ=5,6% for N=40. 

This opens the possibility of using the proposed model for direct 
analytical analysis and immediate calculations of the probabilistic 
characteristics and throughput of this class of networks with an increase in 
traffic intensity. 
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<0;>3> B0 A5@54=L>3> 1V7=5AC є =55D5:B82=8<. &><C 1V;LH @0FV>=0;L=> 
28:>@8AB>2C20B8 ?>A;C38 E<0@=8E ?@>20945@V2 B8?C Infrastructure-as-a-
Service (IaaS). �A5, I> =5>1EV4=> - >@5=4C20B8 2V@BC0;L=C <0H8=C, O:0 ?> 
A2>W< <>6;82>ABO< =5 ?>ABC?0єBLAO B0 =02VBL ?5@525@HCє 728G09=89 
A5@25@. %0<5 ?V4EV4 7 70?CA:>< 25;8:>W :V;L:>ABV 2V@BC0;L=8E <0H8= =0 
>4=><C ?>BC6=><C A5@25@V 70@07 є =091V;LH 0:BC0;L=8< [1].  

$>7@V7=ONBL ?@>3@0<=C B0 0?0@0B=C 2V@BC0;V70FVW, 0 C 0?0@0B=V9 - 
?0@02V@BC0;V70FVN B0 ?>2=C. #>2=0 >:@V< "% B0 ?@>3@0< ?V4B@8<Cє 
5<C;OFVN 0?0@0B=8E 70A>1V2. #0@02V@B0C;V70FVO 3 70?CA: "% 157 5<C;OFVW 
0?0@0B=8E 70A>1V2 B0 :>>@48=C20==O 7 0?0@0B=8<8 70A>10<8 G5@57 EC:8 4> 
3>;>2=>W A8AB5<8 E>AB0. �;O 0?0@0B=>W - =5>1EV4=> <0B8 A?5FV0;L=89 
?@>F5A>@, O:89 ?V4B@8<Cє B5E=>;>3VW Intel VT 01> AMD-V. � ?@>3@0<=0 
>7=0G0є, I> 4;O >?5@0FV9=>W A8AB5<8 ("%) 2V@BC0;L=>W <0H8=8 =5 
AB2>@NєBLAO =>25 O4@> "%, B>1B> <>4C;V DV78G=>3> O4@0 
28:>@8AB>2CNBLAO 2 2V@BC0;L=><C. �2B>@0<8, 4;O 4>A;V465==O 2AVE 
>A>1;82>AB59 2V@BC0;V70FVW, ?@>?>=CєBLAO A?@>5:BC20B8 A5@25@ 
2V@BC0;V70FVW [2]. 

 5B>N 4>A;V465==O є ?@>2545==O 0=0;V7C A8AB5< 2V@BC0;V70FVW B0 
281V@ <5B>4V2 ?@>5:BC20==O V :>=DV3C@C20==O 2V4>:@5<;5=>3> A5@25@0 
Proxmox Virtual Environment (PVE). "1’є:B>< - є ?@>F5A 281>@C <5B>4V2 
@50;V70FVW A5@25@0 PVE 4;O 4>A;V465==O 2V@BC0;V70FVW. #@54<5B>< 3 
<>45;V, <5B>48, V=AB@C<5=B0;L=V B0 ?@>3@0<=V 70A>18 70157?5G5==O 
4>A;V465==O 2V@BC0;V70FVW. �V=F52>N <5B>N є @50;V70FVO 70A>1C 4;O 
?@>2545==O 4>A;V465=L 0?0@0B=>W 2V@BC0;V70FVW - 28:>@8AB0==O B5E=>;>3V9 
Intel Hyper-V 01> AMD-V 2 ?@>F5A>@V. �;O FL>3> 2 4>AB0B=V9 :V;L:>ABV 
?@8410=0 >?5@0B82=0 ?0<'OBL, =0:>?8GC20GV B0 A5@25@=0 "% 7 ?V4B@8<:>N 
2V@BC0;V70FVW; 70157?5G5=0 =0O2=VABL 5;5<5=BV2 020@V9=>3> 682;5==O B0 
?@>2545=> 0=0;V7 ?>4V1=8E A8AB5<.  

#@8 ?@>2545==V 0=0;V7C B0 704;O ?>@V2=O==O, >1@0=> A8AB5<8: 
RedHat OpenStack, Proxmox VE B0 Kubernetes. RedHat OpenStack є 

                                                           

 
1 <03VAB@, �!&-519< !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 :.B.=., 4>F5=B :0D54@8 �%  !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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157:>HB>2=>N 2V4:@8B>N AB0=40@B=>N E<0@=>N >1G8A;N20;L=>N 
?;0BD>@<>N, ?>AB02;OєBLAO O: V=D@0AB@C:BC@0 V ?>A;C30 (IaaS) C 
7030;L=>4>ABC?=8E V ?@820B=8E E<0@0E, 45 =040NBLAO :>@8ABC20G0< 
2V@BC0;L=V A5@25@8 B0 V=HV @5AC@A8 [2]. � O:>ABV ?@8:;04C <>4C;V2 
@>73;O=CB> 3 >1>2’O7:>2V <>4C;V Nova, Keystone B0 Neutron. ":@V< 
<>4C;L=>W V=D@0AB@C:BC@8 <0є<> 107>2C :V;L:VABL 0?0@0B=8E @5AC@AV2, I> 
?@0FNє 70 ?@8=F8?>< Master-Worker-Storage.  

Kubernetes є @>7?>4V;5=>N A8AB5<>N, O:0 ?@87=0G5=0 4;O AB2>@5==O 
:;0AB5@C C E<0@=8E ?@>20945@0E Azure, AWS, GCP G8 =0 >A=>2V bare-metal 
A5@25@V2. �>=0 28:>@8AB>2Cє 01AB@0:FVN :>=B59=5@V2 4;O 70157?5G5==O 
3=CG:>3> 28:>@8AB0==O @5AC@AV2 V <0є @>7?>4V;5=C 0@EVB5:BC@C. �>;>2=V 
5;5<5=B8 :;0AB5@C: <09AB5@ 2C7>;, 2C7>; 28:>=0==O, etcd 2C7>;. %8AB5<0 є 
4>AB0B=L> 2V4<>2>ABV9:>N B0 C=V25@A0;L=>N 0;5 <0є @O4 =54>;V:V2. 

!0 40=89 G0A Proxmox є 2V;L=8< ?@>3@0<=8< 70157?5G5==O<, O:5 
28:>@8AB>2CєBLAO ?@8 28@VH5==V 70240=L 7 2V@BC0;V70FVW =0 107V 
QEMU\KVM (48AB@81CB82 =0 107V Debian 7 <>48DV:>20=8< O4@>< Ubuntu 
LTS) [3]. �V= 4>72>;Oє @>73>@B0B8 B0 :5@C20B8 2V@BC0;L=8<8 <0H8=0<8 V 
:>=B59=5@0<8, 2:;NG0є V=AB@C<5=B8 251-:>=A>;V B0 :><0=4=>3> @O4:0 V 
=040є API REST 4;O AB>@>==VE V=AB@C<5=BV2. #@8 FL><C ?V4B@8<CNBLAO 
420 B8?8 2V@BC0;V70FVW: ?5@H89 - =0 >A=>2V :>=B59=5@V2 7 LXC V 4@C389 3 7 
?V4B@8<:>N ?>2=>W 2V@BC0;V70FVW 7 KVM.  

Proxmox ?V4B@8<Cє :>=DV3C@0FVN 28A>:>W 4>ABC?=>ABV (High 
Availability) B0 A8AB5<C :2>@C< [4]. �>;>2=89 5;5<5=B 0@EVB5:BC@8 3 2C7>;, 
O:89 28:>=Cє DC=:FVN :5@C20==O B0 28:>@8AB0==O 2V@BC0;L=8E <0H8=, <0є 
?V4B@8<:C H01;>=C20==O, <5=546<5=BC ?0<’OBV 2V@BC0;L=8E <0H8= B0 
Cloud-init. �0==0 A8AB5<0 <0965 =5<0є =54>;V:V2 AB>A>2=> :5@C20==O 01> 
>A>1;828E ?>B@51 C V=D@0AB@C:BC@V. �07>20 01AB@0:FVO 3 2V@BC0;L=0 
<0H8=0, O:0 <0є 284V;5=5 O4@> B0 A2>W 2;0A=V <>4C;V O4@0. &>1B> KVM 
?>2=VABN V7>;L>20=0 2V4 A8AB5<=>3> O4@0 "% (=0 2V4<V=C 2V4 :>=B59=5@V2).  

#VA;O ?>@V2=O==O 28I5 707=0G5=8E B5E=>;>3V9, >1@0=> Proxmox 70 
1V;LH 157?5G=89 ?V4EV4 ?@8 2V@BC0;V70FVW, ?@>ABV <5B>48 ?V4B@8<:8 B0 9>3> 
>1A;C3>2C20==O.  

#9D9?V> CBE<?4AP 
1. Mohanty H., Bhuyan P., Chenthati D. Big data: A primer. Springer, 2015, vol.11, 183 

p. 2. �>ABN: �. "@30=870F8O >1;0G=KE 8 GRID-2KG8A;5=89. Litres, 2019, 121 c. 
3. Cheng S. M. Cheng. Proxmox High Availability. Packt Publishing Ltd, 2014, 258 p. 

4. Ahmed W. Mastering Proxmox: Build virtualized environments using the Proxmox 

VE hypervisor. Packt Publishing Ltd, 2017, 457 p. 
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'�� 331.108.2 
�59=530 �...1, %>:>;>2AL:89 �.�.2, �6@030F?0=O= !.�.3 

 �&"��  "&���*�� &� '#$����!!3 �" �!�"2 
$"�$"��� IT-%&�$&�#' 

!8=V IT-AD5@0 є >4=VєN 7 =0948=0<VG=VH8E C 2AL><C A2VBV. � 
>AB0==V @>:8 =5 <>6=0 1C;> =5 ?><VB8B8 A?;5A: V=B5@5AC 4> C:@0W=AL:8E 
AB0@B0?V2. %B0@B0? 3 F5 :><?0=VO, C O:>W є 1V7=5A-V45O, O:0 ?>B@51Cє 
@>728B:C. �28G09=>, ;8H5 :><0=48 ?@>3@0<VABV2 =54>AB0B=L> 4;O B>3>, I>1 
?@89B8 4> CA?VEC =0 @8=:C IT, 1> 70@07 25;8:0 :>=:C@5=FVO C FV9 AD5@V, 
B><C :><0=4V ?>B@V1=0 ;N48=0, O:0 1C45 4>?><030B8 4@C6=> 9B8 2?5@54 
70@048 A?V;L=>W <5B8.  5=5465@, O:89 709<0єBLAO F8<, @>7C<Vє, I> 
;N4L<8 =5 B@510 :5@C20B8. �N459 ?>B@V1=> =0?@02;OB8.  5B0 <5=5465@0 3 
7@>18B8 <0:A8<0;L=> ?@>4C:B82=8<8 A?5F8DVG=V =028G:8 V 7=0==O 
:>6=>3> >:@5<>3> ?@0FV2=8:0. �;O 4>AO3=5==O <5B8 <5=5465@ 
28:>@8AB>2Cє ACG0A=V <5B>48 4;O 5D5:B82=>3> C?@02;V==O :><0=4>N, 
=0?@8:;04, =5?0@0<5B@8G=89 <5B>4 Data Envelopment Analysis (DEA) 01> 
<5B>4 AB>E0AB8G=>W 3@0=8FV, Stochastic Frontier Approach (SFA). &0:8< 
G8=><, @>7@>1:0 :><?;5:AC ?V4B@8<:8 ?@89=OBBO @VH5=L 2 C?@02;V==V 
IT-AB0@B0?>< є 0:BC0;L=>N ?@>1;5<>N. �0?@>=>20=89 :><?;5:A 
A:;040єBLAO 7 <5B>4V2 <>B820FVW B0 C?@02;V==O :><0=4>N. 

�;O >?B8<V70FVW C?@02;V==O :><0=4>N <>6=0 28:>@8AB0B8 <>45;L, 
O:0 740B=0 4>1@5 DC=:FV>=C20B8 =0 @0==VE AB04VOE @>728B:C :><?0=VW, O:0 
�@C=BCєBLAO =0 :>=F5?FVW <;V45@AB2>, A:>=F5=B@>20=5 =0 4VW=. *O <>45;L 
?5@5410G0є VA=C20==O B@L>E @V7=8E A5:FV9 7 >4=VєN A?V;L=>N G0AB8=>N: 
C?@02;V==O ?>B@510<8 :><0=48, C?@02;V==O ?>B@510<8 >:@5<8E >AV1, 
28:>=0==O 70240=L. %?V;L=>N G0AB8=>N F8E A5:FV9 є 5D5:B82=89 
<5=546<5=B.  5=5465@, O:89 @>7C<Vє 206;82VABL ?>B@51 >:@5<8E >AV1, 
<0є 25;8:C ?5@5203C. �8:>@8AB>2C20B8 <5B>48 4;O <>B820FVW FV;>W :><0=48 
3 4>1@5, 0 V=482V4C0;L=89 ?V4EV4 4> :>6=>3> 7 ?@0FV2=8:V2, 7 O:8E 
A:;040єBLAO :><0=40,  3 I5 :@0I5.  

"A=>2=8< <5B>4>< <>B820FVW 22060єBLAO 3@>H>289, 0;5 AB8<C; 
=040NBL V V=HV D0:B>@8: :>;5:B82=V @>72038 =0 28EV4=8E, =0O2=VABL 
:><D>@B=>3> @>1>G>3> <VAFO, ACG0A=>3> :><?'NB5@0. 

#@8 C?@02;V==V :><0=4>N @>7@>1:8 G0AB> 28:>@8AB>2CNBL <5B>4 

                                                           

 
1 AB0@H89 28:;040G :0D54@8 �!&  !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 ABC4. 3@. �!&-137 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
3 ABC4. 3@. �!&-117 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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DEA 4;O 0=0;V7C 5D5:B82=>ABV.  5B>4 ?>B@51Cє @>74V;5==O ?>:07=8:V2 =0 
2EV4=V B0 28EV4=V. #@8 0=0;V7V >1>;>=:8 40=8E >A=>2>?>;>6=8< ?>=OBBO< 
є 5D5:B82=VABL, O:0 287=0G0єBLAO O: G0AB:0 2V4 4V;5==O 72065=>W AC<8 2AVE 
28EV4=8E ?0@0<5B@V2 =0 72065=C AC<C 2AVE 2EV4=8E D0:B>@V2. *59 <5B>4 
4>1@5 ?>є4=CєBLAO 7 28I5=02545=>N <>45;;N C?@02;V==O, 1> A0<5 7024O:8 
>FV=FV 5D5:B82=>ABV >:@5<>3> ?@>3@0<VAB0 <>6=0 287=0G8B8, G8 є >1@0=89 
V=482V4C0;L=89 ?V4EV4 4> A?V2@>1VB=8:0 :>@5:B=8< [1]. 

"B65, <>6=0 28:>@8AB0B8 <5B>4 DEA 4;O >FV=:8 5D5:B82=>ABV 
:>6=>3> ?@>3@0<VAB0:  = �∑         ∑             ,   (1) 

45 S B0 R 3 :V;L:VABL 28EV4=8E B0 2EV4=8E ?0@0<5B@V2 2V4?>2V4=>; 
Wj B0 Vi  3  203>289 :>5DVFVє=B 4;O 28EV4=8E B0 2EV4=8E ?0@0<5B@V2 

2V4?>2V4=>; 
Yj B0 Xi  3 28EV4=V B0 2EV4=V ?0@0<5B@8 2V4?>2V4=>. 
"1<565==O: ∑         ∑          1      (2)    0  = 1      ,     (3)    0 ÿ = 1      .   (4) 

#0@0<5B@0<8 4;O >FV=:8 5D5:B82=>ABV <>6CBL 1CB8 @V25=L =028G>:  
D0EV2FO, 9>3> :><C=V:0B82=V 74V1=>ABV B0 V=H5. �8:>@8AB>2CNG8 

@>73;O=CB89 <5B>4, ;53:> 7@>7C<VB8, G8 є A?V2@>1VB=8: 5D5:B82=8<: O:I> 
2EV4=V ?0@0<5B@8 =5 <>6CBL 1CB8 7<5=H5=V 157 ?V428I5==O 2EV4=8E 
?0@0<5B@V2 B0 O:I> 28EV4=V ?0@0<5B@8 =5 <>6CBL 1CB8 ?V428I5=V 157 
7<5=H5==O 2EV4=8E ?0@0<5B@V2. 

"B65, ?@>2545=89 0=0;V7 4>?><V3 287=0G8B8 <>45;L C?@02;V==O 
:><0=4>N AB0@B0?C, <5B>48 <>B820FVW ?5@A>=0;C B0 <>6;82VABL 
70AB>AC20==O <5B>4C DEA 4;O 287=0G5==O @V2=O 5D5:B82=>ABV ?@>3@0<VAB0.   

#9D9?V> CBE<?4AP 
1. Peter Zbranek Data Envelopment Analysis as a tool for evaluation of employees’ 
performance [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 
https://core.ac.uk/download/pdf/206487913.pdf 
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'�� 004.04 
�5;5=L>20 �./.1, �>;C1 &.�.2 , #0@><>20 &.".3 

, �>30B8@L>20 &.".4 

��%&"%'��!!3 FPGA #$� $"�"&� � BIG DATA 

%CG0A=89 A2VB E0@0:B5@=89 ;028=>?>4V1=8< 7@>AB0==O< 
V=D>@<0FV9=8E ?>B>:V2, C 72’O7:C 7 G8< 4540;V V=B5=A82=VH5 @>72820NBLAO 
B5E=>;>3VW Big Data. !5 <5=H H284:8<8 B5<?0<8 @>72820NBLAO 9 0?0@0B=V 
@5AC@A8, 24>A:>=0;NNBLAO B5E=>;>3VW 283>B>2;5==O =>28E ?@8AB@>W2, 
=5>1EV4=8E 4;O >1@>1:8 25;8:8E ?>B>:V2 40=8E. �2060NG8 =0 ACG0A=V 
B5=45=FVW, 2A5 1V;LH>W 0:BC0;L=>ABV =01C20є ?@>1;5<0 ?V428I5==O 
5D5:B82=>ABV B0 ?@8A:>@5==O ?@>F5AV2 >1@>1:8 V=D>@<0FVW ?@8 @>1>BV 7 
Big Data. "4=8< V7 A?>A>1V2 @VH5==O FVєW ?@>1;5<8 є ?0:5B=0 >1@>1:0 [1], 
70AB>AC20==O O:>W 4>72>;Oє ?@8A:>@8B8 2 45:V;L:0 @07V2 28@VH5==O 
@V7=><0=VB=8E 7040G, ?>2’O70=8E V7 >1@>1:>N 1030BL>E D09;V2, B0:8E O: 
>B@8<0==O 72VBV2, 1V7=5A-0=0;VB8:0, B>I>. #@8 ?0:5B=V9 >1@>1FV A?5@HC 
28:>=CєBLAO A>@BC20==O V=D>@<0FVW 70 >1@0=8< :@8B5@Vє< 3 B5<>N, 
>1AO3><, B8?>< 40=8E, 465@5;>< ?>E>465==O V B.?. #>BV< 2V4V1@0=C 
V=D>@<0FVN @>7<VICNBL 2 V=D>@<0FV9=C AB@C:BC@C 3 :>=B59=5@ (?0:5B), 
=04 O:8< =040;V <>6=0 28:>=C20B8 ?52=V 4VW. #@8 FL><C >1@0=V 4VW 
70AB>A>2CNBLAO 4> 2AVE D09;V2 :>=B59=5@0 >4=>G0A=>. 

%;V4 707=0G8B8, I> ?@8 ?0:5B=V9 >1@>1FV =04 40=8<8 <>6CBL 
28:>=C20B8AO @V7=><0=VB=V 4VW, 0;5 6 70 ACB=VABN WE <>6=0 ?>4V;8B8 =0 42V 
3@C?8: >1@>1:0 40=8E B0 DV;LB@0FVO. *V >?5@0FVW 2 ?0:5B=><C @568<V 
<>6CBL 28:>=C20B8AO =04 40=8<8 ?>A;V4>2=> 01> ?0@0;5;L=>, 0;5 6 
>4=0:>2> 4;O 2AVE D09;V2 ?0:5B0. 

"A>1;8289 V=B5@5A 4;O ?@8A:>@5==O ?0:5B=>W >1@>1:8 V=D>@<0FVW 2 
Big Data ?@54AB02;Oє >@30=V70FVO ?0@0;5;L=>W 0?0@0B=>W >1@>1:8. �;O 
FL>3> <>6=0 28:>@8AB>2C20B8 :;0AB5@8 A5@25@V2, 0 B0:>6 ACG0A=V 
28A>:>5D5:B82=V 70A>18 GPU, 1030B>O45@=V CPU, 3V1@84=V @VH5==O CPU B0 
FPGA [2]. "AB0==V< G0A>< @>7@>1;ONBLAO :><1V=>20=V @VH5==O, =0 >A=>2V 
:>B@8E AB2>@NNBLAO 28A>:>H284:VA=V 1078 40=8E. �=0;V7 ?C1;V:0FV9 
A2V4G8BL ?@> ?V428I5==O 0:B82=>ABV 2 =0?@O<:C 24>A:>=0;5==O >1G8A;5=L 
=0 PIM-A8AB5<0E B8?C «Processor-in-memory», 0 B0:>6 1V;LH H8@>:>3> 
28:>@8AB0==O FPGA 7 CPU =0 >4=><C :@8AB0;V, ?@8G><C 70 CPU 

                                                           

 
1 4>F5=B :0D. �%  !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 0A8AB5=B :0D. �%  !' «�0?>@V7L:0 ?>;VB5E=V:0» 
3 AB0@H89 28:;040G :0D. �%  !' «�0?>@V7L:0 ?>;VB5E=V:0» 
4 10:;02@ :0D. �%  !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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70:@V?;5=V ?@V>@8B5B=V :5@CNGV DC=:FVW [2]. �0 B0:8< ?@8=F8?>< 
@>7@>1;ONBLAO =>2V <V:@>AE5<8 B>?>28E A2VB>28E :>@?>@0FV9, 7>:@5<0 
Altera/Intel. 

!0 >A=>2V <V:@>AE5< FPGA DV@<8 Altera/Intel 02B>@0<8 @>7@>1;5=89 
?@>3@0<=>-0?0@0B=89 :><?;5:A, ?@87=0G5==O< O:>3> є ?@8A:>@5==O 
?@>F5AC :;0A8DV:0FVW B5:A>28E 4>:C<5=BV2 [3]. #@8 FL><C :;8A8DV:0FVO 
28:>=CєBLAO CB>G=5=8< A?>A>1>< 3 =5 BV;L:8 70 B5<>N, 0 9 70 @C1@8:0<8 2 
<560E FVєW B5<8. (V;LB@0FVO 2EV4=8E 40=8E B0:>6 є >4=8< 7 5B0?V2 
70?@>?>=>20=>3> :><?;5:AC. #@8A:>@5==O 2 ?@>3@0<=>-0?0@0B=><C 
:><?;5:AV 70157?5GCєBLAO 70 @0EC=>: ?0@0;5;L=>3> 28:>=0==O ?52=8E 
5B0?V2 =0 ?;0BD>@<V FPGA. #>4V1=8< G8=>< <>6=0 70AB>A>2C20B8 FPGA 
O: 70AV1 ?0@0;5;L=>W >1@>1:8 ?@8 @>1>BV 7 Big Data 4;O 28@VH5==O 1C4L-
O:>W V7 ?0:5B=8E 7040G 3 A>@BC20==O 70 :@8B5@VO<8, DV;LB@0FVW, B>I>. 
�>A;V465===O 2 @>1>BV [3] ?>:070;8, I> 7024O:8 28:>@8AB0==N 
AB@C:BC@=8E >A>1;82>AB59 FPGA 4>AO30єBLAO ACBBє25 ?@8A:>@5==O 
707=0G5=>3> ?@>F5AC, 0 B0:>6 70157?5GCєBLAO <>6;82VABL 9>3> 
<0AHB01C20==O, B>1B> :V;L:VABL ?0@0;5;L=> >1@>1;N20=8E ?0:5BV2 <>65 
7@>AB0B8 70 =5>1EV4=VABN.  

�> ?5@5203 28:>@8AB0==O FPGA <>6=0 2V4=5AB8 <5=H5 
5=5@3>A?>6820==O, =V6 GPU, 0 B0:>6 <>6;82VABL ?5@5?@>3@0<C20==O. 
!>2VB=V B5E=>;>3VW 283>B>2;5==O #��% ?@>4>26CNBL @>72820B8AO B0 
4>72>;ONBL AB2>@N20B8 GV?8 =0425;8:>3> ABC?5=N V=B53@0FVW, ?V428IC20B8 
G0AB>BC DC=:FV>=C20==O, I> 40є <>6;82VABL 5D5:B82=> 28:>@8AB>2C20B8 
FPGA 4;O H284:VA=>W >1@>1:8 28;8:8E >1AO3V2 V=D>@<0FVW. 

#9D9?V> CBE<?4AP 
1. �0@80=BK 0@E8B5:BC@K 4;O >1@01>B:8 1>;LH8E 40==OE. $568< 4>ABC?0: 
https://docs.microsoft.com/ru-ru/azure/architecture/data-guide/big-data/ 2. ..%. /:>2-
;52. $0728B85 M;5<5=B=>9 107K 8 A>>B25BAB2CNI8E 0@E8B5:BC@=>-AB@C:BC@=KE 
@5H5=89 4;O A8AB5< 2KA>:>?@>872>48B5;L=KE 2KG8A;5=89/ ..%./:>2;52, 
-.�.�><CE052// '%8 , 2013, 3 7 5 3 %. 38-45. 3. #V4A8AB5<0 0?0@0B=>3> ?@8A:>-
@5==O :;0A8DV:0FVW B5:ABV2 2 1078AV FPGA / &.�. �>;C1, �./. �5;5=L>20, %.%. �@CH-
:>,  .�. #02;VH8= // �G5=V 70?8A:8 &02@V9AL:>3> =0FV>=0;L=>3> C=V25@A8B5BC V<5-
=V �.�. �5@=04AL:>3>. %5@VO: &5E=VG=V =0C:8, �8W2: �5;L25B8:0, 2020 3 &>< 31 (70) 

7 2 3 %. 73-79.  

https://docs.microsoft.com/ru-ru/azure/architecture/data-guide/big-data/
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'�� 004.4 
�0@<5;N: �.".1, �C45@<5B>2 $.�.2, #>;LAL:0 ".�.3 

#��)�� �" $������*�� ���#��� ��&�!&�(���*�� &� 
��&"$���*�� �"$�%&'��+� ���-%�$��%' IOS-�"��&�' 

�57?5:0 270є<>4VW :>@8ABC20G0 7 251-A5@2VA>< є 206;82>N 
A:;04>2>N 4;O 1C4L-O:>W 251-A8AB5<8, >4=0: 2 70;56=>ABV 2V4 B>3>, O:V 40=V 
A8AB5<0 70?8BCє, >1@>1;Oє, 715@V30є B0 =040є, 28<>38 4> @V2=O 
70157?5G5==O 157?5:8 <>6CBL @V7=8B8AO. 

�>2>@OG8 ?@> 02B5=B8DV:0FVN B0 02B>@870FVN, A;V4 @>7@V7=OB8, I>  
?5@H5 3 F5 ?V4B25@465==O >A>18AB>ABV 70@5єAB@>20=>3> :>@8ABC20G0 
(B>1B> ?5@52V@:0 >1;V:>28E 40=8E 3 =0O2=>ABV 2 107V 2V4?>2V4=>W ?0@8 
;>3V=C 9 ?0@>;N), 0 4@C35 3 =040==O ?@02 :>@8ABC20G52V =0 270є<>4VN V7 
A8AB5<>N 265 ?VA;O 9>3> CA?VH=>W 02B5=B8DV:0FVW [1]. 

&0:8< G8=><, 7040G0 70157?5G5==O 157?5:8 02B5=B8DV:0FVW B0 
02B>@870FVW :>@8ABC20G0 G5@57 iOS-4>40B>: 4;O 251-A5@2VAC 7 =040==O 
?>A;C3 0=0;V7C O:>ABV <5@5652>3> B@0DV:C 9 4>B@8<0==O SLA (Service Level 

Agreement) є 0:BC0;L=>N. 
"A=>2>N 28:>@8AB>2C20=>3> 107>2>3> ?V4E>4C 02B5=B8DV:0FVW 70 

?@>B>:>;>< HTTP є ?0:C20==O 22545=8E ;>3V=C 9 ?0@>;N 2 @O4>: Base64 V 
2V4A8;0==O 9>3> =0 A5@25@ 4;O ?5@52V@:8, 7 4>40==O< 2 703>;>2:8 
=0ABC?=8E REST-70?8BV2 40=>3> Base64-@O4:C. &0:89 A?>AV1 HTTP-Basic 

Authentication 70AB0@V2 9 =5 є =04V9=8< =02VBL C 2C7L:8E @0<:0E 4>72>;V2 =0 
4>ABC? 4> 40=8E :>@8ABC20G0 4;O 4>40B:C. �>:@5<0, <>6=0 28>:@5<8B8 
28A>:C AE8;L=VABL 4> 703@>78 man-in-the-middle attack. 

� V=H>3> 1>:C JSON Web Token (JWT, ;4CDBCBAB64A<= EF4A84DF 
RFC-7519) Authentication 22060єBLAO >4=8< 7 157?5G=8E A?>A>1V2 ?5@540GV 
V=D>@<0FVW <V6 42><0 CG0A=8:0<8, O:0 <>65 1CB8 ?5@52V@5=0, 1> <0є 
F8D@>289 ?V4?8A. JWT-B>:5=8 <>6CBL 1CB8 ?V4?8A0=V 70 4>?><>3>N 
A5:@5B=>3> A;>20 01> ?0@>N 7 ?C1;VG=>3> B0 ?@820B=>3> :;NGV2. �;O 
AB2>@5==O B>:5=C =5>1EV4=> 287=0G8B8 703>;>2>: (header) V7 7030;L=>N 
V=D>@<0FVєN, :>@8A=V 40=V (payload), B0:V O: ID :>@8ABC20G0, 9>3> @>;L B0 
V=H5, V ?V4?8A8 (signature) [2]. 

"A>1;82VABL 70AB>AC20==O JWT ?>;O30є 2 B><C, I> ?@8 ?5@HV9 
02B>@870FVW :>@8ABC20G >B@8<Cє 735=5@>20=C A5@25@>< ?0@C B>:5=V2 (40=89 

                                                           

 
1 03VAB@0=B :0D54@8 �%  !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2�0=4.B5E=.=0C:, 4>F5=B, 702V4C20G :0D54@8 �%  !' «�0?>@V7L:0 ?>;VB5E=V:0» 
3%B0@H89 28:;040G :0D54@8 �%  !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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?V4EV4 >1@0=89 4;O 70157?5G5==O :@0I>W 157?5:8) 3 access token V refresh 

token 3 ?5@H89 A;C3Cє 4;O ?V4?8AC 70?8BV2, 0 4@C389 4;O >=>2;5==O 
B>:5=V2 ?> 70:V=G5==N B5@<V=C 4VW access token 157 =5>1EV4=>ABV 
?>2B>@=>3> 2V4?@02;5==O =0 A5@25@ ;>3V=C 9 ?0@>;N, ?@8G><C refresh token 
є >4=>@07>28<. %E5<0 70AB>AC20==O 42>E B>:5=V2 >1<56Cє G0A, 70 O:89 
7;>2<8A=8: <>65 >B@8<0B8 4>ABC? 4> A5@2VAC. �A5 F5 70157?5GCє 
?>;V?H5=C ?5@52V@:C 4>AB>2V@=>ABV :>@8ABC20G0 251-A5@2VAC, =5 
CA:;04=NNG8 4;O =L>3> A0< ?@>F5A 02B>@870FVW. 

�;O 2?@>20465==O 28I5>?8A0=>3> ?V4E>4C VA=CNBL 3>B>2V @VH5==O, 
A5@54 O:8E OAuth V OpenID. "4=0:, 2>=8 =5 704>2>;L=ONBL B8<, I> 4;O 
270є<>4VW ?> ?@>B>:>;C OAuth ?>B@V1=0 =0O2=VABL ?>ABV9=> ?@0FNNG>3> 
A5@25@0 02B>@870FVW =0 45O:><C 2C7;V ?@>3@0<=>W A8AB5<8, :@V< B>3>, 4;O 
VA=CNG>3> 251-A5@2VAC =5 ?5@5410G0єBLAO 2EV4 G5@57 AB>@>==V 251-@5AC@A8; 
OpenID B0:>6 <0є VAB>B=89 =54>;V:, B><C I> =5 4>72>;Oє ?@87=0G0B8 ?52=V 
?@020 :>@8ABC20G52V V :>=B@>;N20B8 WE [3]. 

#V4EV4 7 70AB>AC20==O< JWT 4>72>;Oє  ?>71CB8AO 715@V30==O ;>3V=C V 
?0@>;N =0 ?@8AB@>W, WE=L>3> 2V4?@02;5==O =0 A5@25@ 7 :>6=8< 70?8B><, 
C=8:=CB8 715@V30==O AB0=C :>@8ABC20G0 =0 A5@25@V, 0 B0:>6 V7>;N20B8 
?@>F5A 02B>@870FVW 2 :>@?>@0B82=V9 A8AB5<V, B>1B> =5 28:>@8AB>2C20B8 
?@8=F8? є48=>3> 2E>4C 2 A8AB5<C G5@57 :>@8ABC20FL:V 0::0C=B8 7 V=H8E 
251-A8AB5<. 

"B65, @VH5==O I>4> 7<V=8 ?@028; 02B5=B8DV:0FVW B0 02B>@870FVW 7 
28:>@8AB0==O< ?5@5203 <>28 Swift 5 V AB0=40@BC JWT, 1V1;V>B5: 
JWTDecoder V JSONJoy 4;O 45:>4C20==O JSON-2V4?>2V459, 0 B0:>6 
Keychain 4;O 715@V30==O B>:5=V2 4>72>;Oє @50;V7C20B8 3=CG:89 <5E0=V7< 
I>4> V45=B8DV:0FVW :>@8ABC20G0 2 251-A8AB5<V B0 =040==O ?@02, O:V 
2V4?>2V40NBL 9>3> @>;V. 

#9D9?V> CBE<?4AP 
1. �20=>2 �.�., �C1>20 �.%., +5@:0A>2 �... �CB5=B8D8:0F8O 8 02B>@870F8O // 
#@>1;5<K A>2@5<5==>9 =0C:8 8 >1@07>20=8O, 7 2 (84), 2017. URL: 
https://cyberleninka.ru/article/n/autentifikatsiya-i-avtorizatsiya. 2. "DVFV9=0 AB>@V=:0 
4>:C<5=B0FVW JSON Web Token (JWT). URL: https://tools.ietf.org/html/rfc7519. 
3. #02;8:>2  .�.  5B>4 02B>@870F88 :;85=BA:8E ?@8;>65=89 2 35B5@>35==>9 
@0A?@545;5==>9 ?@>3@0<<=>9 A8AB5<5, ?>AB@>5==>9 =0 >A=>25 ?@>B>:>;0 HDP // 
�5AB=. &><. 3>A. C=-B0. '?@02;5=85, 2KG8A;8B5;L=0O B5E=8:0 8 8=D>@<0B8:0. 2017. 
741. URL: https://cyberleninka.ru/article/n/metod-avtorizatsii-klientskih-prilozheniy-v-

geterogennoy-raspredelennoy-programmnoy-sisteme-postroennoy-na-osnove-protokola-

hdp 
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'�� 621.383:52:621.396 
�>@=V9GC: �.�.1, -5:>B8EV= ".�.2, �C;V3V= �.". 3 

�"%�����!!3 PON �� �"#" "�"2 %�#$ 

�8:>=0=5 4>A;V465==O I>4> <0:A8<0;L=>W 4>?CAB8<>W :V;L:>ABV 
01>=5=BAL:8E B5@<V=0;V2 (ONT) C 710;0=A>20=8E ?0A82=8E >?B8G=8E 
<5@560E (PON) 7 @V7=>N B>?>;>3VєN. $>7@0EC=:8 28:>=0=V 70 4>?><>3>N 
A8AB5<8 02B><0B87>20=>3> ?@>5:BC20==O (%�#$) «PONproject» [1]. 
+8A5;L=V 7=0G5==O ?0@0<5B@V2 ?0A82=>3> V 0:B82=>3> >1;04=0==O 
4>A;V46C20=8E PON =02545=V 2 B01;. 1. �>A;V465==O ?@>2>48;>AL H;OE>< 
?@>3@0<=>3> 4>4020==O =>28E ONT 70 C<>28, I> AC<0@=V 2B@0B8 
?>BC6=>ABV C ?0A82=8E :><?>=5=B0E <5@56V =5 ?5@528ICNBL 1N465BC 
?>BC6=>ABV (�#) 0:B82=>3> >1;04=0==O (4;O :;0AC � V % 2V= AB0=>28BL 21 
4� V 34 4� 2V4?>2V4=>). 

 

&01;8FO 1 3 �030;L=V ?0@0<5B@8 <5@56  
#0A82=5 >1;04=0==O �:B82=5 >1;04=0==O 

�>2-
68=0 
"� 

�>5DVFV-
є=B 7030-
A0==O "� 

�030A0=-
=O C 
7'є4=C-
20GV 
"�-"� 

�030A0==O 2 
>?B8G=><C 
@>730;C6C-
20GV ("$) 

$V25=L ?>BC6=>ABV: 

AB0=FV9-
=>3> ## 

OLT 

01>=5=BAL:>3> 
#@# ONT 

L, 

:< 
ñ,  

4�/:< 

4, 

4� 

EL, 

4� 

DP, 

4�< 

SPL, 

4�< 

HPL, 

4�< 

15,0 0,40 0,3 0,4 0 321 334 

#>7=0G5==O 2 ?@>3@0<V «PONproject»: "� 3 >?B8G=5 2>;>:=>, DP 3 Default 

Power OLT 3 @V25=L ?>BC6=>ABV ?5@54020;L=>3> ?@8AB@>N (##); SPL 3 Soft 

Power Limit ONT 3 @V25=L GCB;82>ABV AB0=40@B=>3> ?@89<0;L=>3> ?@8AB@>N 
(#@#), HPL 3 Hard Power Limit ONT 3 @V25=L GCB;82>ABV ?>;V?H5=>3> #@#. 

 

!0 @8A. =02545=> 2V:=> %�#$ 4;O 28?04:C <>45;N20==O <5@56V 7 
B>?>;>3VєN «H8=0». �;O C<>2 B01;. 1 B0 0:B82=>3> >1;04=0==O :;0AC � 
(�# = 21 4�) <5@560 ?V4B@8<Cє <0:A8<C< 7 HB. ONT (@V25=L ?>BC6=>ABV 
=0 2E>40E #@# AB0=>28BL 320,43 4�< 4;O 710;0=A>20=>W <5@56V). 

                                                           

 
1 �.B.=., 4>F5=B :0D54@8 &5;5:><C=V:0FV9=8E A8AB5< "!�� V<. ".%. #>?>20. 
2 �.B.=., 4>F5=B :0D54@8 $04V>B5E=V:8 B0 B5;5:><C=V:0FV9 !' «�0?>@V7L:0 ?>;VB5E-
=V:0». 
3  03VAB@ :0D54@8 &5;5:><C=V:0FV9=8E A8AB5< "!�� V<. ".%. #>?>20. 
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�;O <5@56 7 B>?>;>3VєN «7V@:0» B0 «45@52>» 4>A;V465==O 
28:>=C20;>AL 0=0;>3VG=> 4;O 42>E :@09=VE 7=0G5=L �# 21 B0 34 4�. 
$57C;LB0B8 28:>=0=8E @>7@0EC=:V2 =02545=V 2 B01;. 2. 

 

$8AC=>: 3 �V:=> %�#$ «PONproject» 4;O <5@56V 7 B>?>;>3VєN «H8=0» 

 

&01;8FO 2 3  0:A8<0;L=0 :V;L:VABL ONT 2 710;0=A>20=8E PON 

�:B82=5 >1;04=0==O 
(1N465B ?>BC6=>ABV) 

 0:A8<0;L=0 :V;L:VABL ONT (HB.) 4;O B>?>;>3VW: 
«7V@:0» «45@52>» «H8=0» 

�;0A � (21 4�) 19 15  7  

�;0A % (31 4�) 34  29 -
(
* 

(*#@>3@0<=5 >1<565==O 
 

�8A=>2:8. &>?>;>3VO <5@56V «7V@:0» ?V4B@8<Cє =091V;LHC, 0 «H8=0» 3 
=09<5=HC :V;L:VABL 01>=5=BAL:8E B5@<V=0;V2, O: V >GV:C20;>AL. !0 ?@0:B8-
FV 45@52>?>4V1=0 B>?>;>3VO є 1V;LH 4>FV;L=>N 70 B5E=V:>-5:>=><VG=8<8 
?>:07=8:0<8. &0:0 B>?>;>3VO 4>72>;Oє @>7<VIC20B8 "$ 73V4=> 7 @>7B0HC-
20==O< 01>=5=BAL:8E, AB2>@N20B8 «B>G:8 7@>AB0==O» <5@56V, 7<5=H8B8 
28B@0B =0 ?@>:;040==O >?B8G=>3> :015;N V 5:A?;C0B0FVN. $57C;LB0B8 B01;. 
2 1C;8 >B@8<0=V 4;O 7=0G=>W (L = 15 :<) 4>268=8 "� <V6 OLT V ONT. #@8 
7<5=H5=V L :V;L:VABL ?V4B@8<C20=8E <5@565N ONT 2V4?>2V4=> 7@>AB0B8-
<5. 

#9D9?V> CBE<?4AP 
1. '10;4C;052 $.$. %�#$ «PONproject». 
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'�� 528 
�@025FL &. .1, #>;5FL ".#.2  

LAND NAVIGATION TRAINING, 3� ��%�� !��+�!!3 
���%0�"�"%�'��"�*�� � ���%0�"�"� &"#"�$�(�� 

�=V<>20=5 B0 V=B5@0:B82=5 ?@>3@0<=5 70157?5G5==O LAND 
NAVIGATION TRAINING (LNT) 4>?><030є 2V9AL:>2>A;C61>2FO< 
=02G0B8AO B0 ?V428IC20B8 A2>W =028G:8 >@Vє=BC20==O =0 <VAF52>ABV. *O 
=02G0;L=0 ?@>3@0<0 2:;NG0є 2 A515 0=V<>20=V 3D-<>45;V <VAF52>ABV, 
0=V<>20=C 3@0DV:C, =02G0;L=89 B5:AB, <0;N=:8, V=B5@0:B82=V 2?@028, 40 
B5AB>28E 70240=L >@Vє=BC20==O =0 <VAF52>ABV B0 ?@8:;048 <0965 7 CAVE 
284V2 <VAF52>ABV. LNT ?@87=0G5=5 4;O =02G0==O :C@A0=BV2, 0 B0:>6 <>65 
28:>@8AB>2C20B8AO 4;O ?V428I5==O V :>=B@>;N ?@0:B8G=8E =028:V2 
>DVF5@V2, A5@60=BV2, A>;40B . *O ?@>3@0<0 4>72>;Oє H284:> >A2V68B8 
=028:8 >A>1>2>3> A:;04C ?V4@>74V;V2 2 A?@><>6=>ABOE >@Vє=BC20==O =0 
@V7=8E 2840E <VAF52>ABV. 

�0B53>@VW =02G0==O ?@>3@0<8 2:;NG0NBL: 1) �0@0<:>20 V=D>@<0FVO 
:0@B8; 2) '<>2=V 7=0:8 >1’є:BV2  <VAF52>ABV; 3) �87=0G5==O 
<VAF5?>;>65==O ?> :0@BV; 4) "@Vє=BC20==O :0@B8; 5) �87=0G5==O 
?@O<>:CB=8E :>>@48=0B; 6) �87=0G5==O 01A>;NB=8E 28A>B; 7) �87=0G5==O 
078<CBV2; 8) �87=0G5==O A2>3> <VAF5?>;>65==O ?@O<8<8 V >15@=5=8<8 
70AVG:0<8 (Intersection & Resection); 9) �0240==O >@Vє=BC20==O =0 
<VAF52>ABV.  

&5AB >@Vє=BC20==O =0 <VAF52>ABV 2:;NG0є 40 ?8B0=L, I> AB>ACNBLAO 
2?@02 ?> 2AL><C :C@AC =02G0==O. #VA;O 70:V=G5==O B5ABC20==O A;CE0GV 
<>6CBL @>74@C:C20B8 A2>W @57C;LB0B8, I> 2:;NG0NBL WE 2V4A>B:8 2V4 
:>6=>W :0B53>@VW, WE 7030;L=89 2V4A>B>:, =072C B0 40BC. �8?@>1C20==O B0 
4@C:>20=V @57C;LB0B8 ;53:> <>6CBL 1CB8 28:>@8AB0=V V=AB@C:B>@0<8 4;O 
>FV=:8 @>7C<V==O WE=L>3> =02G0;L=>3> :C@AC. 

�<VAB 70240=L B5ABV2 ?@>3@0<8 LNT 7030;>< 2V4?>2V40є 7<VABC 
?@>3@0<8 B>?>3@0DVG=>W ?V43>B>2:8 �% ':@0W=8, 0 B0:>6 7<VABC ?@>3@0<8 
=02G0;L=>W 48AF8?;V=8 �V9AL:>20 B>?>3@0DVO. "A=>2=V 2V4<V==>ABV 
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A?@>AB8B8 ?@>F5A ?@>5:BC20==O %# B0 A:>@>B8B8 9>3> B@820;VABL, 
70;CG0B8 4> @>7@>1:8 <5=H :20;VDV:>20=V :04@8, I> ?>78B82=> 
2V4>1@078BLAO =0 20@B>ABV ?@>5:BC20==O.  

#9D9?V> CBE<?4AP 
1. Chameleon 3 the System-Level Design Solution. [Online]. Available: http://intron-

innovations.com/?p=sld_chame. 2.  5;L=8: �. ".,  5;L=8: �. �. #5@A>=0;L=V AC?5-
@:><?'NB5@8: 0@EVB5:BC@0, ?@>5:BC20==O, 70AB>AC20==O: <>=>3@0DVO. 3 �L2V2: �8-
402=8FB2> �L2V2AL:>W ?>;VB5E=V:8, 2013. 3 516 A. 3. Anatoliy Melnyk, Viktor Melnyk, 

Lyubomyr Tsyhylyk. Chameleon© C2HDL Design Tool In Self-Configurable 

Ultrascale Computer Systems Based On Partially Reconfigurable FPGAs // Proceedings 

of the Second International Workshop on Sustainable Ultrascale Computing Systems 

(NESUS 2015). Krakow, September 10-11, 2015. 3P.135-142. https://e-

archivo.uc3m.es/handle/10016/22006. 

http://intron-innovations.com/?p=sld_chame
http://intron-innovations.com/?p=sld_chame
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'�� 004.7 
 5;L=8: �.".1,  >@>7>2 ..�.2, �020=L> �.�.3, �C?0;> #.�.4 

 "���0!� �"��&�� ��3 *��"�"�"�"�" �������!"�" 
 "!�&"$�!�' ����$3 � ('!�*�� ����!0 #�*�Є!&�� 

�2060NG8 =0 3>AB@C ?>B@51C, ?>2’O70=C 7 H284:8< ?>H8@5==O< 
:>@>=02V@CA=>W V=D5:FVW COVID-19, =0<8 @>7@>1;5=V <>1V;L=V 4>40B:8, O:V 
4>72>;ONBL ;V:0@O< >4=>G0A=> 48AB0=FV9=> :>=B@>;N20B8 ;535=V 1030BL>E 
?0FVє=BV2 C 2V44V;5==OE ;V:0@=V: B8E, EB> 7=0E>48BLAO ?V4 A?>AB5@565==O< 
B0 B8E, EB> 7=0E>48BLAO C 206:><C AB0=V, =5 :>=B0:BCNG8 7 =8<8 
157?>A5@54=L>, B0 V=B53@C20B8 V=B5;5:BC0;L=V DC=:FVW, I>1 ?>?5@548B8 
;V:0@O ?@> =5157?5G=> =87L:89 @V25=L >:A835=0FVW, 0 B0:>6 B8E, EB> 
7=0E>48BLAO =0 ;V:C20==V 2 4><0H=VE C<>20E V 2 :>3> <>65 1CB8 @5F8482 
E2>@>18. 

�> A:;04C 70A>1V2 <>=VB>@8=3C 2E>4OBL: <5@560 1574@>B>28E 
?C;LA>:A8<5B@V2 B0 ?>2'O70=8E 7 =8<8 A<0@BD>=V2 ?0FVє=BV2 7 
@>7<VI5=8<8 =0 =8E <>1V;L=8<8 4>40B:0<8 MAP, O:V 718@0NBL 40=V @V2=O 
:8A=N 2 :@>2V 24 3>48=8 =0 4>1C 2 @568<V @50;L=>3> G0AC 2V4 ?0FVє=BV2, O:V 
?5@51C20NBL ?V4 A?>AB5@565==O<, B0 B8E, EB> 7=0E>48BLAO C 206:><C AB0=V, 
30@0=BCNG8 70E8AB >A>18AB8E 40=8E B0 <>1V;L=V 4>40B:8 ;V:0@V2 MAD 4;O 
<>=VB>@8=3C =8<8 DC=:FV9 ;535=L C ?0FVє=BV2, B0 4;O ?>?5@5465==O 
;V:0@V2 ?@> =5157?5G=> =87L:89 @V25=L >:A835=0FVW. 

�;O 28<V@N20==O @V2=O =0A8G5=>ABV :@>2V ?0FVє=BV2 :8A=5< 1C2 
281@0=89 ?C;LA>:A8<5B@ Garmin. #0FVє=B8 >A=0I5=V ?5@A>=0;L=8<8 
?C;LA>:A8<5B@0<8 Garmin ?>28==V 2AB0=>28B8 4>40B>: Garmin Connect 7 
Google Play  0@:5B =0 A2>W A<0@BD>=8. "B@8<0=V 2V4 A<0@BD>=V2 ?0FVє=BV2 
40=V 718@0NBLAO 02B><0B8G=> 157 CG0ABV ?0FVє=BV2 G5@57 <5@56C �=B5@=5B. 
#@8 FL><C 1@0A;5B8 Garmin 28<V@NNBL >:A835=0FVN 02B><0B8G=> 2=>GV B0 
2@CG=C 245=L, 70 CG0ABV ?0FVє=B0 01> 9>3> AC?@>2>46CNG>3>. %<0@B 
3>48==8:8 Garmin <>6CBL 28<V@N20B8 >:A835=0FVN ?>2=VABN 
02B><0B8G=>. �0=V 7 4>40B:V2 ?5@540NBLAO =0 A5@25@ 02B><0B8G=> 2 @078 =0 
4>1C 01> 2@CG=C ?@8 :>6=><C ?5@53;O4V ?0FVє=B>< 4>40B:C Garmin 
Connect.  

                                                           

 
1 4.B.=., ?@>D., 702V4C20G :0D54@8 �" , !0FV>=0;L=89 C=V25@A8B5B «�L2V2AL:0 
?>;VB5E=V:0»; 
2 :.B.=., 4>F5=B :0D54@8 �" , !0FV>=0;L=89 C=V25@A8B5B «�L2V2AL:0 ?>;VB5E=V:0»; 
3 0A?V@0=B :0D54@8 �" , !0FV>=0;L=89 C=V25@A8B5B «�L2V2AL:0 ?>;VB5E=V:0»; 
4 ABC45=B :0D54@8 �" , !0FV>=0;L=89 C=V25@A8B5B «�L2V2AL:0 ?>;VB5E=V:0». 
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#0FVє=B <>65 10G8B8 A2>W 40=V 2 4>40B:C Garmin Connect =0 A2>є<C 
A<0@BD>=V. �>40B>: MAP ?@87=0G5=89 28:;NG=> 4;O =040==O 4>72>;V2 =0 
4>ABC? 4> ?5@A>=0;L=8E 40=8E. 

�V:0@ 70 4>?><>3>N 4>40B:C MAD 2V440;5=> 10G8BL 1V6CGV 40=V B0 
VAB>@VN ?>:07V2 A2>WE ?0FVє=BV2, 0 B0:>6 ?>2V4><;5==O ?@> :@8B8G=89 AB0= 
?0FVє=B0. � ;V:0@=V ?@87=0G0єBLAO <5=5465@, O:89 @>7?>4V;Oє ?0FVє=BV2 
<V6 ;V:0@O<8 V :>=B@>;Nє 0:B82=VABL ;V:0@V2 G5@57 4>40B>: MAD. 

�> >A=>2=8E <>6;82>AB59, O:V =040NBL AB2>@5=V <>1V;L=V 4>40B:8, 
=0;560BL B0:V: 70:@V?;5==O ?0FVє=BV2 70 ;V:0@O<8, 02B><0B8G=89 71V@ 40=8E 
?@> AB0= ;535=L ?0FVє=BV2 157 WE CG0ABV; 48AB0=FV9=89 :>=B@>;L ;V:0@O<8 
@V2=O :8A=N 2 :@>2V ?0FVє=BV2; 48AB0=FV9=89 :>=B@>;L ;V:0@O<8 G0AB>B8 
?C;LAC ?0FVє=BV2; <>6;82VABL 4>4020==O DC=:FV9 :>=B@>;N V=H8E 
?0@0<5B@V2; =0:>?8G5==O @57C;LB0BV2 :>=B@>;N B0 0@EV2C20==O VAB>@VW 
?>:07V2 :>6=>3> ?0FVє=B0; ?@>2545==O <>=VB>@8=3C 24 3>48=8 =0 4>1C B0 
157 :>=B0:BC <V6 ?0FVє=B>< B0 ;V:0@5<; =0O2=VABL DC=:FVW ?>?5@5465==O 
;V:0@O ?@> =5157?5G=> =87L:89 @V25=L :8A=N 2 :@>2V ?0FVє=B0; 
70157?5G5==O <>6;82>ABV ?@>2545==O A0<>:>=B@>;N ?0FVє=B0<8 
DC=:FV>=C20==O ;535=L. 

#5@52038  28:>@8AB0==O AB2>@5=8E 70A>1V2: 
- #>ABV9=5 :;V=VG=5 A?>AB5@565==O 70 ?0FVє=B0<8 ?V428ICє H0=A8 

=0 B5, I> WE AB0= =5 1C45 4>2545=> 4> :@8B8G=>3>. 
- �8:>@8AB0==O 2V440;5=>3> <>=VB>@8=3C ?0FVє=BV2 7<5=HCє 

?>B@51C C DV78G=><C :>=B0:BV B0 4>72>;Oє ;V:0@O< 48AB0=FV9=> AB568B8 70 
AB0=>< ?0FVє=BV2 24 3>48=8 =0 45=L, 7 4=V2 =0 B8645=L 2 ;V:0@=V 01> 4><0. 

- �<5=HCєBLAO :V;L:VABL E2>@8E 2 ;V:0@=OE B0 ?5@520=B065=VABL 
?5@A>=0;C. 

- �0 4>?><>3>N AB2>@5=8E 70A>1V2 ;V:0@ 1V;LH5 =5 >1<56CєBLAO 
287=0G5==O< 4V03=>7C =0 >A=>2V =5>1@>1;5=8E, =5309=8E 40=8E, 
>B@8<0=8E 7 ?>OA=5=L ?0FVє=B0. 

- %B2>@5=V 70A>18 40NBL <>6;82VABL ?0FVє=BC 2V4AB56C20B8 AB0= 
A2>3> BV;0. 

- %B2>@5=V 70A>18 70157?5GCNBL >@30=V7>20=5 715@V30==O >B@8<0=8E 
40=8E ?@> AB0= ?0FVє=B0 70 G0A A?>AB5@565==O. *5 =040є 4>40B:>2C 
?5@5203C 2 >@30=V70FVW 9>3> ;V:C20==O. 

 

$>1>B0 28:>=0=0 2 <560E ?@>5:BC <Applications mobiles pour la 
surveillance 24h /24 de la fonction pulmonaire chez les patients atteints de 
COVID-19=, O:89 =040=> DC=40FVєN L’Agence universitaire de la 
Francophonie AUF. 
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'�� 004.4 
#>;LAL:0 ".�.1, �C45@<5B>2 $.�.2, -5@10: !.�.1 

����&"�$�&�$���0!�  �&"�� #$��!3&&3 $�,�!0 ��3 
$�!�'��!!3 ���%�$��%�� �� QBS-)�$��&�$�%&��� � 

�=D>@<0B870FVO ACA?V;LAB20 =018@0є >15@B8 V :V;L:VABL A5@2VAV2 I> 
28:>@8AB>2Cє ;N4AB2> G5@57 <5@5652V 70A>18 ?>ABV9=> 7@>AB0є. �> =8E 
<>6=0 2V4=5AB8 251A5@2VA8, E<0@=V A5@2VA8, A5@2VA8 V=B5@=5BC @5G59 B>I>. 
�7030;V A?>6820GV >18@0NBL A5@2VA8 70 WE DC=:FV>=0;L=8<8 
E0@0:B5@8AB8:0<8. �;5 =0 AL>3>4=V ?>AB0є 7040G0 281>@C A5@54 A5@2VAV2 7 
>4=0:>28< DC=:FV>=0;>< A5@2VAC O: 7 =09:@0I8<8 E0@0:B5@8AB8:0<8 
O:>ABV, B0: V 7 B0:8<8, I> 704>2>;L=ONBL A?>6820GV2. #@8 FL><C 7040G0 
281>@C <>65 CA:;04=N20B8AL B8<, I> 45O:V E0@0:B5@8AB8:8 O:>ABV 4;O 
A?>6820G0 A5@2VAC є =091V;LH 206;828<8, 0 45O:8<8 <>6=0 7=5EBC20B8. 

#@>F5A 281>@C 251A5@2VAV2 7 >4=0:>28< DC=:FV>=0;><, 0;5 7 
@V7=8<8 E0@0:B5@8AB8:0<8 O:>ABV (QoS, quality of services), O: 0;LB5@=0B82, 
A:;040єBLAO 7 =0ABC?=8E :@>:V2: 287=0G5==O =5>1EV4=8E QoS-E0@0:B5@8AB8:, 
287=0G5==O :V;L:VA=>3> 7=0G5==O E0@0:B5@8AB8:8, =>@<0;V70FVW B0 
@0=6C20==O [1]. �=0;V7 AB0B59 C 107V Scopus [2] A2V4G8BL ?@> 0:BC0;L=VABL 
28:>@8AB0==O 1030B>:@8B5@V0;L=8E <5B>4V2 ?@89=OBBO @VH5=L (MCDM, 
Multiple-criteria decision-making) 4;O @0=6C20==O 251A5@2VAV2. 

!091V;LH 2V4><V B0 28:>@8AB>2C20=V C 4>A;V465==OE MCDM: 
Analytic Hierarchy Process (AHP); Technique for Order of Preference by 
Similarity to Ideal Solution (TOPSIS); ELimination Et Choix Traduisant la 
REalitè (ELECTRE); Fuzzy Set Theory; Vise Kriterijumska Optimizacja I 
Kompromisno Resenje (VIKOR); Preference Ranking Organization Method for 
Enrichment Evaluations (PROMOTHEE); Simple Additive Weighting (SAW);  
Simple Multi-Attribute Rating Technique (SMART); Logic Scoring of 
Preferences (LSP).  

�2VA=> @V7=V MCDM <0NBL ?5@52038 9 =54>;V:8 V <5B>N ?>40;LH>3> 
4>A;V465==O є 281V@ =091V;LH ?@840B=>3> <5B>4C @0=6C20==O 251A5@2VAV2. 

#9D9?V> CBE<?4AP 
1. #>;LA:0O ".�., �C45@<5B>2 $.�. , ,:0@C?8;> �.�.  "1=0@C65=85 8 2K1>@ web-
A5@28A>2 // -;5:B@>B5E=8G5A:85 8 :><?LNB5@=K5 A8AB5<K. 3 2015. 3 7 19. 3 %. 
169-173. URL: http://nbuv.gov.ua/UJRN/etks_2015_19_39. 2. �070 40=8E Scopus. 

URL: https://www.scopus.com/ 

                                                           

 
1%B0@H89 28:;040G :0D54@8 �%  !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2�0=4.B5E=.=0C:, 4>F5=B, 702V4C20G :0D54@8 �%  !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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'�� 004.9 
#>;O:>2  .�.1, #>;O:>2 �. .2 

 "���� %"%&"3!�� �"!�+!"�" ��&" �&� ��3 ��" 
%� �!&�+�%�"�  "���� 

�;0AA8G5A:89 :>=5G=K9 02B><0B (��) A>45@68B B@8 <=>65AB20 
(2E>4>2 X, 2KE>4>2 Y, A>AB>O=89 S) 8 425 DC=:F88, :>B>@K5 >?@545;ONB 
>B=>H5=8O <564C =8<8 (DC=:F8O 2KE>4>2 ¼: S→Y 8;8 ¼: S×X→Y 8 
DC=:F8O ?5@5E>4>2 »: S×X→S). �<5AB5 A B5<, 2 MB>9 <>45;8 >BACBAB2C5B 
DC=:F8O, :>B>@0O A2O7K205B 2E>4K 8 2KE>4K 02B><0B0 G5@57 >1J5:B 
C?@02;5=8O A8AB5<K, GB> 70B@C4=O5B 2KO2;5=85 8 8A?>;L7>20=85 
A>>B25BAB2CNI8E ?@8G8==> A;54AB25==KE >B=>H5=89 2 A5<0=B8G5A:>9 
<>45;8 ��. �A;8 225AB8 B0:CN DC=:F8N, B> 2 3@0D5 �� <>6=> 2K45;8BL 
:>=BC@K C?@02;5=8O 8 45OB5;L=>AB8, :>B>@K5 A2O70=K G5@57 A>AB>O=8O 
��. *5;L @01>BK: @0AH8@8BL 107C 7=0=89 4;O C?@02;5=8O A8AB5<>9. 
�040G0 @01>BK: >?8A0BL ?@8G8==>-A;54AB25==K5 >B=>H5=8O 2 A8AB5<5, 
:>B>@K5 @50;87CNBAO 2 A8AB5<5 A ?><>ILN A>AB>O=89 ��. 

#@54;>65=> 4;O >?8A0=8O A2O759 A>AB>O=8O A >AB0;L=>9 G0ABLN 
02B><0B0 8A?>;L7>20BL A;54CNI85 M;5<5=BK: 2E>4K (ECI - event control 
inputs) 8 2KE>4K (ECO - event control outputs) A>1KB89 :>=BC@>2 
C?@02;5=8O, 2KE>4K 45OB5;L=>AB59 (AO - activity outputs) 8 2E>4K @50:F89 
(RI - reaction inputs) =0 MB8 459AB28O 2 :>=BC@0E 45OB5;L=>AB8.  564C 
MB8<8 M;5<5=B0<8 2=5H=53> 8=B5@D59A0 A>AB>O=8O, 2 @0<:0E ;0?;0A>2>9 
?@8G8==>AB8 8 =0?@02;5=8O ?@8G8==>AB8 >B 2E>40 : 2KE>4C A>AB>O=8O, 
2>7<>6=K A;54CNI85 284K ?@8G8==>-A;54AB25==KE >B=>H5=89: ECI <= 
AO, (45OB5;L=>ABL O2;O5BAO A;54AB285< B@0=70:F88 A>AB>O=8O) RI <= ECO 
(B@0=70:F8O O2;O5BAO A;54AB285< @50:F88). �;O 22>40 ?@8G8==>-

A;54AB25==>3> >B=>H5=8O ECI1 <= ECO2 (B@0=70:F8O2 5ABL A;54AB285 
B@0=70:F881 8;8 8AE>4=>5 A>1KB85 B@0=70:F88 A;54AB285 2E>4=>3> 
A>1KB8O B@0=70:F88) 2 A>AB>O=88 A 8A?>;L7C5< 2=5H=NN 4C3C 3@0D0. -B0 
4C30 2KE>48B 87 2KE>40 �� A>AB>O=8O A 8 70<K:05BAO =0 2E>4 RI 2 MB>< 65 
A>AB>O=88 8 2=CB@5==NN A2O7L RI <= ECO. �=0;>38G=>, A ?><>ILN 
2=5H=59 4C38 <564C 2KE>4>< ECO 8 2E>4>< ECI <>6=> A>740BL 
>B=>H5=85 RI <= AO (45OB5;L=>ABL O2;O5BAO A;54AB285< @50:F88). 

#@54;>65=> :;0AA8D8:0F8O A>AB>O=89 �� 2 7028A8<>AB8 >B ;>38:8 
>1@01>B:8 2E>4OI8E A>1KB89: :><<CB0F8>==K5, :><18=0F8>==K5 8 
02B><0B=K5. � «:;0AA8G5A:><» :>=5G=>< 02B><0B5 2KE>4 (45OB5;L=>ABL) 
                                                           

 
1 �.B.=., ?@>D. !' «�0?>@>6A:0O ?>;8B5E=8:0». 
2 %BC45=B !' «�852A:89 ?>;8B5E=8G5A:89 8=AB8BCB». 
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=5 7028A8B >B B>3>, :0:8< >1@07>< 2K?>;=5=0 0:B820F8O A>AB>O=8O. &> 
5ABL, 5A;8 C A>AB>O=8O 1>;LH5 >4=>3> 2E>4=>3> A>1KB8O, B> MB> 
:><18=0F8>==>5 A>AB>O=85 A >1@01>B:>9 2E>4OI8E A>1KB89 ?> ;>38:5 
��� ?> >B=>H5=8N : 2KE>4C A>AB>O=8O. � 02B><0B=>5 A>AB>O=85 
?@54AB02;O5B C?@02;ONI59 ?>402B><0B 1>;55 =87:>3> C@>2=O. -B>B 
02B><0B 2K?>;=O5BAO, 5A;8 A>AB>O=85, 2 :>B>@>5 >= ?><5I5=, 0:B82=> 2 
40==K9 <><5=B 2@5<5=8. %>AB>O=85 Si 02B><0B0 >?8H5< :>@B565<: 

Si = <ECI, RI, ECO, AO, ¼s, ts>, 

345 ¼s, ts - DC=:F88 45OB5;L=>AB8 8 B@0=70:F89 A>AB>O=8O, A>>B25BAB25==>. 
(C=:F8O ¼s >?8AK205B >B>1@065=85 <=>65AB20 2E>4>2 ECI =0 <=>65AB2> 
2KE>4>2 AO ¼s: ECI × AO, 0 DC=:F8O ts - >B>1@065=85 <=>65AB20 2E>4>2 
RI =0 <=>65AB2> 2KE>4>2 ECO ts: RI × ECO. �84 DC=:F89 ¼s, ts 7028A8B >B 
2840 A>AB>O=8O. �;O :><<CB0F8>==>3> A>AB>O=8O 4>AB0B>G=> ?5@5G8A;8BL 
>B=>H5=8O ECIi <= AOj 8 RIi <= ECOj, 345 i, j - =><5@0 M;5<5=B>2 2 A>>B-
25BAB2CNI8E <=>65AB20E. �;O >?8A0=8O :><18=0F8>==>3> A>AB>O=8O =C-
6=> 7040BL DC=:F88 2KE>4>2 >B 2E>4>2. � 02B><0B=>< A>AB>O=88 DC=:-
F88 ¼s, ts >?8AK20NB 420 02B><0B0 - 45OB5;L=>AB8 8 B@0=70:F89, :064K9 87 
:>B>@KE >?8AK205BAO :>@B565< 0=0;>38G=K< :>@B56C «:;0AA8G5A:>3>» 
02B><0B0. #@8<5@ >?8A0=8O ?@8G8==>-A;54AB25==KE >B=>H5=89 2 A8AB5<5 
C?@02;5=8O =03@52>< A 8A?>;L7>20=85< ?@54;>65==KE <>45;59 A>AB>O-
=89 �� ?@82545= =0 @8AC=:5 ("� 3 >?5@0F8>==K5 02B><0BK D>@<8@>20-
B5;8 A>1KB89 �1 8 �2 CA;>289 ?5@5E>4>2 87 A>AB>O=8O !��$�� (S1) 2 
A>AB>O=85 ")�����!�� (S2); �& 3 40BG8: B5<?5@0BC@K.  

 

$8AC=>: 3 �@0D �� A :>=BC@0<8 45OB5;L=>AB8 8 C?@02;5=8O 

#@54;>65==K5 <>45;8 ?@54?>;0305BAO 8A?>;L7>20BL ?@8 <>45;8-
@>20=88 ?@>F5AA>2 A0<>@0728B8O A8AB5<. 
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'�� 004.9 
#>;O:>2  .�.1 

#$"�$�  !"-�!("$ �*�"!!/� %#"%"� 
%� "$����&�3 ��&"!" !"� %�%&� / 

#>4 A0<>@0728B85< 1C45< ?>=8<0BL ?@>F5AA A0<>AB>OB5;L=>3> 
?@8>1@5B5=8O A8AB5<>9 =>2KE :0G5AB2, :>B>@K5 =5 ?@54CA<>B@5=K ?@8 55 
A>740=88. &0:>5 ?>2545=85 A8AB5<K B5E=8G5A:>3> =07=0G5=8O <>65B 1KBL 
<>B828@>20=> ?@>1;5<0<8 A 4>AB865=85< F5;59 DC=:F8>=8@>20=8O 2 
87<5=82H8EAO 2=5H=8E CA;>28OE 8;8 B5E=8G5A:>< A>AB>O=88 M;5<5=B>2 
A8AB5<K. *5;L @01>BK 3 ?>:070BL 2>7<>6=>ABL A0<>@0728B8O A8AB5<K A 
C?@02;ONI8< CAB@>9AB2><, :>B>@>5 <>45;8@C5BAO :>=5G=K< 02B><0B><. 

"3@0=8G8<AO B0:8< A?>A>1>< @0728B8O, ?@8 :>B>@>< A@54AB20<8 
A8AB5<K =5 A>740NBAO =>2K5 :>=B@>;;5@K, 40BG8:8, 8A?>;=8B5;L=K5 
<5E0=87<K 8 ?@>G55. � ?@>872>4OBAO B>;L:> ?@>3@0<<=K5 87<5=5=8O 
AB@C:BC@K C?@02;ONI53> 02B><0B0 8 2K45;ONBAO =>2K5 7=0=8O ?> C65 
ACI5AB2CNI59 2 A8AB5<5 8=D>@<0F88. &0:>9 A?>A>1 @0728B8O 1C45< 
=07K20BL ?@>3@0<<=>-8=D>@<0F8>==K<. � MB>< A;CG05, DC=:F88 
C?@02;ONI53> 02B><0B0 2K?>;=O5B C=825@A0;L=0O ?@>3@0<<0, 0 
A?5F8D8:0 :>=:@5B=>3> 02B><0B0 >?8AK205BAO <0AA820<8 40==KE. &0:8< 
>1@07><, 87<5=5=85 AB@C:BC@K C?@02;ONI53> 02B><0B0 A2>48BAO : 
87<5=5=8O< 2 53> <0AA820E 40==KE 3 <0AA820E ?5@5E>4>2 8 2KE>4>2. 

"A=>2=K<8 >?5@0F8O<8 87<5=5=8O AB@C:BC@K B0:>3> 
C?@02;ONI53> 02B><0B0 O2;ONBAO: 

• �>102;5=85 / C40;5=85 (i, j) -3> ?5@5E>40 (ADDIN / DELIN Ψ [i, j]) 
2 <0AA825 ?5@5E>4>2 Ψ; 

• �>102;5=85 i - 3> 2KE>40 (ADDOUT / DELOUT Δ [i]) 2 <0AA825 
2KE>4>2 Δ; 

• �>102;5=85 / C40;5=85 A>AB>O=8O (ADDS [n + 1] / DELS [n - 1]) 2 
<0AA820E Ψ 8 Δ, :>B>@>5 A2>48BAO : C25;8G5=8N / C<5=LH5=8N @07<5@0 
MB8E <0AA82>2. 

"B<5B8< A;54CNI85 ?@54?>AK;:8 @0728B8O A8AB5<K, :>B>@K5 
>1;53G0NB A0<>@0728B85 A8AB5<K 8 4>;6=K 1KBL 70;>65=K =0 MB0?5 55 
?@>5:B8@>20=8O: 

• $0AH8@5==0O =><5=:;0BC@0, 70?0A ?> 480?07>=C 8 B>G=>AB8 
A5=A>@>2 8 8A?>;=8B5;L=KE <5E0=87<>2; 

• �0?0A ?> ?0<OB8 8 2KG8A;8B5;L=>9 <>I=>AB8 ?>4A8AB5<K 

                                                           

 
1 �.B.=., ?@>D. !' «�0?>@>6A:0O ?>;8B5E=8:0». 
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>1@01>B:8 40==KE; 
• �0?0A ?> A:>@>AB8 22>40 40==KE 2 A8AB5<C, ?> <5B>40< ?>;CG5=8O 

2B>@8G=>9 8=D>@<0F88, <>45;O< ?@>3=>78@>20=8O =01;N405<KE 8 
=01;N45=89 ?0@0<5B@>2 >1J5:B0<8 C?@02;5=8O 8 2=5H=59 A@54K. 

• +B>1K @072820BLAO, =5>1E>48<> @0AAC640BL, => 2 @0AAC645=8OE 
<K >?5@8@C5< 7=0=8O<8. #>MB><C, AB@C:BC@K C?@02;5=8O 4>;6=K 1KBL 
2K@065=K 2 D>@<5 7=0=89, 0 =5 B>;L:> <0B5<0B8G5A:8E 7028A8<>AB59. 

�0G5AB2> C?@02;5=8O >?@545;O5BAO 4>ABC?=>9 A8AB5<5 107>9 
7=0=89. � C?@02;ONI8E 02B><0B0E MB0 1070 8A?>;L7C5BAO >3@0=8G5==>. 
�064>5 A>AB>O=85 02B><0B0 2KABC?05B 2 :0G5AB25 D8;LB@0 2>7<>6=KE 
A>1KB89. !0 3@0D5 02B><0B0 MB8 A>1KB8O ?@54AB02;5=K 4C30<8, :>B>@K5 
2KE>4OB 87 0:B82=>3> A>AB>O=8O, 0 >AB0;L=K5 A>1KB8O =0 40==>< MB0?5 
@01>BK 02B><0B0 83=>@8@CNBAO. -B> >?@0240=> ?@8 AB018;L=>9 AB@C:BC@5 
C?@02;ONI53> 02B><0B0, => 2 CA;>28OE @0728B8O, F5;5A>>1@07=> 
D8:A8@>20BL 8 0=0;878@>20BL 2A5 4>ABC?=K5 A>1KB8O. 

!0G0;L=>9 B>G:>9 4;O A0<>@0728B8O <>65B A;C68BL =5 B8?8G=K9, 
=5>6840==K9, 0=>@<0;L=K9 @57C;LB0B 2 D>@<5 7=0=8O, ?>;CG5==>3> A 
?><>ILN >?5@0F8>==KE 02B><0B>2 A8AB5<K 2 ?@>F5AA5 ?5@5@01>B:8 
8=D>@<0F88 >1 >1J5:B5 C?@02;5=8O 8;8 > A>AB>O=88 CAB@>9AB20 
C?@02;5=8O. #@545;K =>@< @57C;LB0B0 CAB0=02;820NBAO ?@8 
?@>5:B8@>20=88 8;8 >?@545;ONBAO ?CB5< ?@>3=>78@CNI53> 
<>45;8@>20=8O. % <><5=B0 >1=0@C65=8O B0:>3> @57C;LB0B0 70?CA:05BAO 
?@>F5AA 53> ?>2B>@=>9 ?@>25@:8, 0=0;870 ?>;57=>AB8 4;O A8AB5<K 8 
:>@@5:F88 AB@C:BC@K C?@02;ONI53> 02B><0B0. 

�A;8 ?@8G8=K =5B8?8G=>3> @57C;LB0B0 =5 >1=0@C65=K ?@8 
?@>25@:5, B> A8AB5<0 ?5@5E>48B : :>@@5:F88 AB@C:BC@K C?@02;ONI53> 
02B><0B0 - A>740=8N =>2KE 8;8 :>@@5:F88 ACI5AB2CNI8E :>=BC@>2 
45OB5;L=>AB8 8 / 8;8 C?@02;5=8O (87<5=5=8O A>AB>O=89), 0 B0:65 7040=8N 
459AB289 2 MB8E A>AB>O=8OE. )0@0:B5@ MB8E 459AB289 >B ?>;57=>AB8 
=5>6840==>3> @57C;LB0B0. %;54C5B CG5ABL B0:65 A;CG09, :>340 
=5>6840==K9 @57C;LB0B =5 7028A8B >B C?@02;ONI53> CAB@>9AB20, 0 
>?@545;O5BAO 87<5=5=85< >1J5:B0 C?@02;5=8O 8;8 2=5H=59 A@54K. � 
7=0G8B, 2 CAB@>9AB25 C?@02;5=8O, :@><5 A@54AB2 :>@@5:B8@>2:8 AB@C:BC@K, 
4>;6=K 1KBL A@54AB20 :>@@5:B8@>2:8 <>45;59 >1J5:B0 C?@02;5=8O 8 
2=5H=59 A@54K. &0:8< >1@07><, A0<>@0728B85 A8AB5<K <>65B 
?@>8AE>48BL =5 B>;L:> ?CB5< A>25@H5=AB2>20=8O AB@C:BC@K CAB@>9AB20 
C?@02;5=8O, => 8 ?CB5< @0AH8@5=8O / AC65=8O A8AB5<K 70 AG5B 2=5H=59 
A@54K. #@54;>65==K9 A?>A>1 ?@>3@0<<=>-8=D>@<0F8>==>3> 
A0<>@0728B8O ?@54?>;0305BAO 8A?>;L7>20BL ?@8 ?>AB@>5=88 :>3=8B82=KE 
A8AB5< C?@02;5=8O. 
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'�� 004.09 
#@0=38H28;8 �.�.1, �0H28;8 !.�.2, )CB0H28;8 ..�.3 

�"#$"%/ %"���!�3 �!!"��*�"!!"� %�%&� / 
���"#�%!"�" #"&$����!�3 �/&"�"�" ���� 

�=0;87 G@572KG09=KE ?@>8AH5AB289, :>B>@K5 ?@>87>H;8 2 
?>A;54=55 2@5<O 2> <=>38E AB@0=0E, ?>:070;, GB> >A=>2=K5 8E ?@8G8=K 3 
=54>AB0B>G=0O B5E=8G5A:0O >A=0I5==>ABL 4><>2>3> 307>2>3> 
>1>@C4>20=8O ?@81>@0<8 4;O <>=8B>@8=30 8 :>=B@>;O CA;>289 
>:@C60NI59 A@54K, 0 B0:65 =87:89 B5E=8G5A:89 C@>25=L A0<>3> 307>2>3> 
>1>@C4>20=8O (CAB0@52H85 307>2K5 ?;8BK 8 2>4>=03@520B5;L=K5 :>;>=:8, 
=58A?@02=>ABL 25=B8;OF8>==KE :0=0;>2 8 4@.). 

�;O @5H5=8O 2>7=8:H8E ?@>1;5< 8 >15A?5G5=8O 157>?0A=>AB8 
=0A5;5=8O =5>1E>48<0 CAB0=>2:0 2 :20@B8@0E, 4><0E 8 :>@?CA0E ?@81>@>2 
>1=0@C65=8O 8 D8:A0F88 CB5G:8 3070. � =0AB>OI55 2@5<O 2> <=>38E 
AB@0=0E �2@>?K, 0 B0:65 2 %,�, �8B09 8 ':@08=5 ?@>872>4OB 
A83=0;870B>@K 8 45B5:B>@K 4;O >1=0@C65=8O @07=KE >?0A=KE 307>2. 
�725AB=K @O4 A83=0;870B>@>2 A;54CNI8E D8@< 8 :><?0=88: ";8<?8O, 
%58B@>=, &5<8>, �@8AB0;, �07>B@>= 8 <=>38E 4@., :>B>@K5 >B;8G0NBAO 
4@C3 >B 4@C30 =07=0G5=85<, AB@C:BC@>9 8 2K?>;=O5<KE DC=:F88. 

#@81>@K <>3CB =5 B>;L:> >1=0@C68BL 8 70D8:A8@>20BL CB5G:C 3070 
2 :20@B8@5, => 8 2K@01>B0BL :><0=4C 70:@KB8O M;5:B@><03=8B=>3> :;0?0=0 
4;O ?@5:@0I5=8O ?>ABC?;5=8O 3070. #@81>@K <>3CB >B;8G0BLAO B0:65 ?> 
A?>A>1C M;5:B@8G5A:>3> ?8B0=8O: G0ABL ?@81>@>2 ?8B0NBAO B>;L:> >B A5B8, 
8;8 B>;L:> >B 0::C<C;OB>@=>9 10B0@58. $54:> 2AB@5G0NBAO CAB@>9AB20 A 
:><18=8@>20==K< ?8B0=85<. 

"4=0:> =5>1E>48<> >B<5B8BL, GB> CAB0=>2:0 2 >B45;L=KE :20@B8@0E 
C:070==KE A83=0;870B>@>2 =5 @5H0NB ?@>1;5<C >15A?5G5=8O 
157>?0A=>AB8 4;O 2A53> <=>3>:20@B8@=>3> 8 <=>3>MB06=>3> :>@?CA0, B.:. 
8E A;54C5B CAB0=02;820BL 2> 2A5E 157 8A:;NG5=8O :20@B8@0E B0:8E 
:>@?CA>2.  

�AE>4O 87 MB>3> =5>1E>48<> A>740=85 A8AB5<K <>=8B>@8=30 
?>B@51;5=8O 3070 4;O 2A53> <=>3>:20@B8@=>3> :>@?CA0. 

� �@C78=A:>< &5E=8G5A:>< '=825@A8B5B5 254CBAO @01>BK ?> 

                                                           

 
1 4.4.4., ?@>D5AA>@, �:045<8: �! �@C788 
2 48@5:B>@ F5=B@0 �2B><0B870F89 �@C78=A:>3> &5E=8G5A:>3> '=825@A8B5B0 
3 �;. :>=AB@C:B>@ F5=B@0 �2B><0B870F89 �@C78=A:>3> &5E=8G5A:>3> '=825@A8B5-
B0; 
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A>740=8N A8AB5<K :>=B@>;O 8 <>=8B>@8=30 CB5G:8 3070 2 68;KE 
?><5I5=8OE 2 B.G. 8 4;O <=>3>:20@B8@=KE 8 <=>3>MB06=KE 2KA>B=KE 
:>@?CA>2. 

� @07@010BK205<>9 A8AB5<5 2 :0G5AB25 ?5@28G=>3> ?@5>1@07>20B5;O 
8A?>;L7C5BAO ?>;C?@>2>4=8:>2K9 A5=A>@ 3070 :><?0=88 «(830@>» 
(/?>=8O).  

� =0AB>OI55 2@5<O 873>B>2;5=K >?KB=K5 >1@07FK 
<8:@>?@>F5AA>@=>9 A8AB5<K 4;O >1=0@C65=8O 8 45B5:B8@>20=8O 
>4=>2@5<5==> 42CE 307>2: <5B0=0 8 <>=>>:A840 C3;5@>40 >4=8< 
?>;C?@>2>4=8:>2K< A5=A>@><. 

� A8AB5<5 ?@54CA<>B@5=0 A0<>4803=>AB8:0 8 A83=0;870F8O  
=58A?@02=>AB8 2 F5?OE =03@520 40BG8:0 8 C?@02;5=8O :;0?0=><. 

"B ACI5AB2CNI8E 0=0;>38G=KE ?@81>@>2 8 A8AB5< ?@54;0305<0O 
A8AB5<0 >B;8G05BAO =5A:>;L:8<8 ?@87=0:0<8, GB> >15A?5G8205B 2KA>:CN  
GC2AB28B5;L=>ABL 8 B>G=>ABL @01>BK A8AB5<K. #>;CG5=K ?0B5=BK �@C788 
=0 87>1@5B5=85. �K;8 ?@>2545=K ;01>@0B>@=K5 8A?KB0=8O >?KB=KE 
>1@07F>2. 

#;0=8@C5BAO ?@>2545=85 8A?KB0=89 2 A?5F80;878@>20==>9 
>@30=870F88 4;O CAB0=>2;5=8O A>>B25BAB28O =0H59 A8AB5<K �2@>?59A:8< 
AB0=40@B0<. 

'�� 004.75 
$C4L:>2AL:89 ".$. 1, �8@8G5: �.�.2 

���#�+!� $"�"&� %�$��%�� ' $"�#"����!�� %�%&� � 

!0 40=89 <><5=B VA=Cє 1030B> @V7=8E 0;3>@8B<V2 H8D@C20==O. �AV 
2>=8 28:>@8AB>2CNBLAO C @V7=8E AF5=0@VOE V ?@0FNNBL B0< :@0I5 70 
V=H8E. !091V;LH @>7?>2AN465=8<8 є B0:V 0;3>@8B<8: AES, 3DES, ECDH, 
RSA. AES 2V4=>A8BLAO 4> A8<5B@8G=8E, є >4=8< 7 =09157?5G=VH8E V 
?@0FNє 7 :;NG0<8 @V7=>W 4>268=8 [1]. RSA - @>7?>2AN465=89 V ABV9:89 
0A8<5B@8G=89 0;3>@8B<. +8< 1V;LH89 @>7<V@ :;NG0 3 B8< 1V;LH =04V9=89 
70H8D@>20=89 @57C;LB0B, 0;5 =0 H8D@C20==O B0 45H8D@C20==O B@510 
1V;LH5 G0AC [2]. ECDH 3 0;3>@8B< 35=5@0FVW A?V;L=>3> :;NG0 =0 >A=>2V 
?0@8 2;0A=8E :;NGV2: 70:@8B>3> V 2V4:@8B>3> :;NG0 B0 2V4:@8B>3> :;NG0 
                                                           

 
1 0A?V@0=B, �>=!&', !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 :.B.=., 4>F5=B :0D54@8 �%  !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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V=H>W AB>@>=8. %5:@5B=89 :;NG 28:>@8AB>2CєBLAO 4;O H8D@C20==O 
?>40;LH>3> >1<V=C V 4;O D>@<C20==O =>2>3> :;NG0, O:89 70AB>A>2Cє 
0;3>@8B<8 A8<5B@8G=>3> H8D@C20==O [1]. 

' A2>W9 @>1>BV A8AB5<8-0=0;>38, 28:>@8AB>2CNBL 2;0A=V 0;3>@8B<8 
H8D@C20==O, <0@H@CB870FVW, 70?CA:C 4>40B:V2 B0 @>1>B8 A8AB5< 2 FV;><C. 
� >4=>3> 1>:C F5 4>72>;Oє 7=0G=> >?B8<V7C20B8 @>1>BC F8E G0AB8= 
2V4?>2V4=> 4> 28<>3 A8AB5<8 2 FV;><C B0 4>72>;Oє 28:>=C20B8 >?5@0FVW 
H284H5 V 157?5G=VH5. � V=H>3>, 2;0A=V @>7@>1:8 є =5157?5G=8<8, >A:V;L:8 
WE @>1>B0 =54>AB0B=L> ?5@52V@5=0 2G5=8<8. &><C :><?0=VW ?@0FNNBL 7 265 
VA=CNG8<8, ?5@52V@5=8<8 B0 157?5G=8<8 A8AB5<0<8 V 0;3>@8B<0<8 C O:V, 
4;O 71V;LH5==O =04V9=>ABV, @>7@>1=8:8 4>40NBL =>2V <5B>48. 

 5B>N 4>A;V465==O є ?@>2545==O 0=0;V7C 0;3>@8B<V2 H8D@C20==O 
B0 28:>@8AB0==O WE ?@8 @50;V70FVW 157?5G=>W @>1>B8 A5@2VAV2 C @>7?>4V;5=V9 
A8AB5<V. "1’є:B>< - є ?@>F5A 281>@C B0 70AB>AC20==O <5B>4V2 ?@8 
@50;V70FVW 157?5G=>W @>1>B8 A5@2VAV2. #@54<5B>< 3 <>45;V, <5B>48 B0 
?@>3@0<=5 70157?5G5==O DC=:FV>=C20==O A5@2VAV2 C @>7?>4V;5=V9 A8AB5<V. 

$50;V70FVO ?@>3@0<=>3> 70157?5G5==O 4;O ?V4B@8<:8 @>7?>4V;5=>W 
270є<>4VW <5@56=8E ?@8AB@>W2 B0 70AB>AC=:V2 A?8@0єBLAO =0 ?>AB02;5=V 
FV;V V 7040GV. �V=F520 A8AB5<0 =040є <>6;82VABL >1<V=C, 715@V30==O B0 
28:>=0==O 157?5G=8E >1G8A;5=L =04 40=8<8, O:V 7=0E>4OBLAO 2 <5@56V, 01> 
>B@8<CNBLAO 7 V=H8E 465@5;. "4=8< 7 206;828E ?@>F5AV2 є 157?5G=0 
?5@540G0 V=D>@<0FVW <V6 A8AB5<>N B0 ?@8AB@>є<. !0 @8AC=:C 1 7>1@065=0 
?>A;V4>2=VABL 4V9 ?@8 ?5@540GV 2V4 ?@8AB@>N C A8AB5<C. �;O ?5@540GV 
40=8E 704VO=> 45:V;L:0 <>4C;V2. � >4=>3> 1>:C F5 @>18BL ?@>F5A ?5@540GV 
1V;LH A:;04=8<, 0 7 V=H>3> 3 3=CG:8<. #@>F5A >B@8<0==O є 72>@>B=V< B0 
70<VABL Gateway B@510 70AB>AC20B8 <>4C;L 2EV4=8E ?>2V4><;5=L [3].  

 

 $8AC=>: 1 3 #@>F5A ?5@540GV V=D>@<0FVW 7 ?@8AB@>N C A8AB5<C 
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,8D@C20==O H0@0<8 4>72>;Oє ?5@54020B8 ?C1;VG=C V=D>@<0FVN 
B0:, I>1 >B@8<0B8 WW <>6=0 1C;> ;8H5 B>4V, :>;8 ?0:5B ?@>945 7040=89 
:;Vє=B>< <0@H@CB. �>65= B@0=78B=89 2C7>; <0є :;NG H8D@C20==O V 
@>7H8D@>2Cє 25AL >1AO3 40=8E A2>W< :;NG5<. !0?@8:;04, ?V4 G0A ?5@540GV 
V=D>@<0FVW G5@57 B@8 ?@><V6=V 2C7;8, 40=V H8D@CNBLAO G>B8@L><0 
=570;56=8<8 :;NG0<8. ->1 WE @>7H8D@C20B8 ?@8 ?5@5E>?;5=V ?0:5BC, 
=02VBL C B0:V9 =525;8:V9 <5@56V, =5>1EV4=> <0B8 B@8 :;NGV B0 70AB>AC20B8 
WE C ?@028;L=V9 ?>A;V4>2=>ABV. �;5 =02VBL 28:>@8AB02H8 G>B8@8 :;NGV, 
7;>2<8A=8: 2A5 >4=> =5 1C45 =52?52=5=8< G8 ?@028;L=V 40=V 2V= >B@8<02. 

%?8@0NG8AL =0 ?@>2545=V 4>A;V465==O, 28<>38 #�, <5B>48 V 
707=0G5=V B5E=>;>3VW, @50;V7>20=> <>45;L B0 =02545=> 0;3>@8B< @>1>B8 
A8AB5<8 B0 WW =5>1EV4=8E ?@>F5AV2.  

#9D9?V> CBE<?4AP 
1. Dannen, C. Introducing Ethereum and Solidity: Foundations of Cryptocurrency and 

Blockchain Programming for Beginners / C. Dannen. 3 Berkeley: Apress, 2017. 3 181 c. 

DOI 10.1007/978-1-4842-2535-6. 2. Kirichek, G. Implementation the Protection 

Method of Data Transmission in Network / G. Kirichek, D.Kyrychek, S. Hrushko, A. 

Timenko, //2019 IEEE International Conference on Advanced Trends in Information 

Theory (ATIT), Kyiv, Ukraine, December, 2019.  3 IEEE, 2019. 3 %. 129-132. 

3. Kirichek, G. Decentralized System for Run Services / G. Kirichek, V. Tymoshenko, 

O. Rudkovskyi, S.Hrushko // CMIS-2019, Zaporizhzhia, Ukraine, April, 2019. 3 CEUR 

Workshop Proceedings, 2019. 3 7. 2353. 3 %. 860-872.  

'�� 004.052.42 
,:0@C?8;> �.�.1, �C45@<5B>2 $.�.2, #>;LAL:0 ".�.3 

�"%�����!!3 #$"%&"$"�"� %����!"%&� ���"$�& �� � 
"%!"��  �&"�' ��$�(���*�� TLC 

$57C;LB0B8 ?>?5@54=VE 4>A;V465=L ?>:070;8, I> ?@8:;04=5 
70AB>AC20==O <5B>4V2 ?5@52V@:8 =0 <>45;V, 7>:@5<0 <5B>4C TLC (TLA 
Checker), AC?@>2>46CєBLAO ACBBє28<8 28<>30<8 4> 0?0@0B=>3> 
70157?5G5==O >1G8A;N20;L=>W ?;0BD>@<8, =0 O:V9 2V4?>2V4=89 <5B>4 
70AB>A>2CєBLAO [1]. �C;> ?@>45<>=AB@>20=>, I> 4>ABC?=89 >1AO3 

                                                           

 
1 :.B.=., 4>F5=B, 4>F5=B :0D54@8 :><?’NB5@=8E A8AB5< V <5@56, !'�V# ':@0W=8 
2 :.B.=., 4>F5=B, 702V4C20G :0D54@8 �% , !' «�0?>@V7L:0 ?>;VB5E=V:0» 
3 AB0@H89 28:;040G :0D54@8 �% , !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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>?5@0B82=>W ?0<’OBV <>65 AB0B8 >1<56CNG8< G8==8:>< 02B><0B87>20=>3> 
70AB>AC20==O <5B>4C TLC [2]. !0720=89 <5B>4 70AB>A>2CєBLAO 4> 
D>@<0;L=8E A?5F8DV:0FV9 E0@0:B5@8AB8: 4>A;V46C20=>W A8AB5<8, ?>40=8E 
=0 >A=>2V D>@<0;V7<C TLA+ B5<?>@0;L=>W ;>3V:8 4V9 TLA (Temporal Logic 
of Actions) [3]. 

 5B>4 TLC ?5@5410G0є 42V 0;LB5@=0B82=V @50;V70FVW 3 =0 >A=>2V 
0;3>@8B<V2 >1E>4C 2 H8@8=C (BFS, Breadth-first Search) V 2 3;818=C (DFS, 
Depth-first Search) B5>@VW 3@0DV2. �07=0G5=89 <5B>4 4>A;V465=> 7 ?>78FVW 
?@>AB>@>2>W A:;04=>ABV 2V4?>2V4=8E @50;V70FV9 (B01;. 1). 

&01;8FO 1 3 #>:07=8:8 ?@>AB>@>2>W A:;04=>ABV 
7 

7/? 

n  S  ú
BFSS  

ú
DFSS  

ú
BFSS

S

 

ú
DFSS

S
 

ú

ú

BFS

DFS

S

S
 

1 2 5 21 41 0,238 0,122 1,952 

2 4 9 73 289 0,123 0,031 3,959 

3 8 17 273 2177 0,062 0,008 7,974 

4 16 33 1057 16897 0,031 0,002 15,986 

5 32 65 4161 133121 0,016 31049,0   31,993 

6 64 129 16513 1056769 0,008 31012,0   63,996 

7 128 257 65793 8421377 0,004 41031,0   127,998 

8 256 513 262657 67239937 0,002 5108,0   255,999 

' B01;. 1 n  3 G8A;> 7<V==8E AB0=V2 A8AB5<8 ?5@5E>4V2, 7040=>W 

D>@<0;L=>W A?5F8DV:0FVW; S  3 G8A;> AB0=V2 A8AB5<8 ?5@5E>4V2; ú
BFSS  V 

ú
DFSS  3 :V;L:>ABV A8=B57>20=8E AB0=V2 A8AB5<8 ?5@5E>4V2 ?@8 

70AB>AC20==V 2V4?>2V4=>W @50;V70FVW <5B>4C; ú
BFSSS /  V ú

DFSSS /  3 

2V4=>A=V G0AB:8 28O2;5=8E AB0=V2 A8AB5<8 ?5@5E>4V2 2V4 G8A;0 
A8=B57>20=8E, 2V4?>2V4=>, 4;O BFS- V DFS-@50;V70FVW <5B>4C TLC; 

úú
BFSDFS SS /  3 ?>:07=8:, I> 45<>=AB@Cє ?5@5203C BFS-@50;V70FVW <5B>4C 

=04 DFS-0;LB5@=0B82>N 7 ?>78FVW ?@>AB>@>2>W A:;04=>ABV. 

�7 B01;. 1 284=>, I> 7=0G5==O úú
BFSDFS SS /  ?@>?>@FV9=5 

7=0G5==N n . �V;LH5 B>3>, <0є <VAF5 =0ABC?=5 A?V22V4=>H5==O: 
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nSS BFSDFS ûúú / . 

#@8 FL><C 20@B> 707=0G8B8, I> 4;O 256ýn  ?@8 02B><0B87>20=V9 
D>@<0;L=V9 25@8DV:0FVW D>@<0;L=>W A?5F8DV:0FVW <5B>4>< TLC =0 >A=>2V 
BFS- V DFS->1E>4V2 1C;> 70;CG5=>, 2V4?>2V4=>, 1V;LH5 4 V 5 �� >?5@0B82=>W 
?0<’OBV. 

&0:8< G8=><, =0 >A=>2V 74>1CB8E @57C;LB0BV2 <>6=0 :>=AB0BC20B8, 
I> BFS-@50;V70FVO <5B>4C TLC є 5D5:B82=VH>N 70 0;LB5@=0B82=C DFS-

@50;V70FVN 7 ?>78FVW ?@>AB>@>2>W A:;04=>ABV 28@VHC20=>W ?@8 FL><C 7040GV 
D>@<0;L=>W 25@8DV:0FVW. 

#9D9?V> CBE<?4AP 
1. Shkarupylo V.V. An in-depth look at TLC model checker. &8645=L =0C:8-2016: 71. 
B57 4>?. =0C:>2>-?@0:B. :>=D., 18-22 :2VB=O 2016 @. �0?>@V66O: �!&', 2016. C. 523-

524. 2. Shkarupylo V. V., Tomičić I., Kasian K. M. The investigation of TLC model 
checker properties. Journal of Information and Organizational Sciences. 2016. Vol. 40, 

No. 1. P. 145-152. 3. Lamport L. Specifying systems: The TLA+ language and tools for 

hardware and software engineers. Boston : Addison-Wesley, 2002. 382 @. 

'�� 004.052.42 
,:0@C?8;> �.�.1, %:@C?AL:89 %...2 

�" ��!"��!�� #��)�� �" ��%&"%'��!!3  �&"�' 
#�$���$�� !�  "���� TLC 

' =0H G0A D>@<0;L=V <5B>48, 0 A0<5 3 <5B>48 ?5@52V@:8 =0 <>45;V, 
H8@>:> 70AB>A>2CNBLAO C @V7=><0=VB=8E ?@8:;04=8E >1;0ABOE, 7>:@5<0 
?@8 ?@>5:BC20==V A8AB5< :@8B8G=>3> ?@87=0G5==O (%�#). *5 B0:V A8AB5<8, 
=5?5@5410G5=V AF5=0@VW @>1>B8 O:8E ?>B5=FV9=> <>6CBL ?@8725AB8 4> 
:@8B8G=8E =0A;V4:V2 7=0G=>3> 2?;82C =0 A>FV0;L=>-5:>=><VG=C AD5@C 
4VO;L=>ABV ACA?V;LAB20. #>:07>28< ?@8:;04>< CA?VH=>3> 70AB>AC20==O 
=0720=8E <5B>4V2 є, 7>:@5<0, A8AB5<0 :5@C20==O ?@>F5A0<8, I> <0NBL 
<VAF5 C 0B><=V9 5=5@35B8FV (V=;O=4VW [1]. 

�45O 70AB>A>2C20=>3> ?V4E>4C 3 28O2;OB8 ?><8;:8 ?@>5:B=8E 
@VH5=L %�# V A:;04>28E ?V4A8AB5< 265 =0 5B0?V ?@>5:BC20==O, 0 =5 =0 
5B0?V B5ABC20==O ?@>F5AC @>7@>1;5==O A8AB5<8. �0A>10<8 4;O FL>3> є 
                                                           

 
1 :.B.=., 4>F5=B, 4>F5=B :0D54@8 :><?’NB5@=8E A8AB5< V <5@56, !'�V# ':@0W=8 
2 :.B.=., 4>F5=B, 4>F5=B :0D54@8 :><?’NB5@=8E A8AB5< B0 <5@56, !' «�#» 
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<5B>48 ?5@52V@:8 =0 <>45;V. #@>F5A ?@>5:BC20==O, C A2>N G5@3C, є, O: 
?@028;>, VB5@0FV9=8<. #@8 FL><C >A>1;82>W 0:BC0;L=>ABV =01C20є 
A:>@>G5==O G0A>28E 28B@0B =0 70AB>AC20==O =0720=8E <5B>4V2. �8@VH5==N 
FVєW 7040GV V ?@8A2OG5=> 40=C @>1>BC. 

�;O ?@>2545==O 5:A?5@8<5=B0;L=8E 4>A;V465=L 70;CG5=> 
B5<?>@0;L=C ;>3V:C TLA (Temporal Logic of Actions) V 2V4?>2V4=89 <5B>4 
?5@52V@:8 =0 <>45;V TLC (TLA Checker) [2]. 

�>A;V465==O ?@>2545=> =0 ?@>3@0<=>-0?0@0B=V9 ?;0BD>@<V 
=0ABC?=>W :>=DV3C@0FVW: ?@>F5A>@ 3 AMD K10, 3,0 ��F; 2 �� >?5@0B82=>W 
?0<’OBV AB0=40@BC DDR3; >?5@0FV9=0 A8AB5<0 3 MS Windows 7; 
A5@54>28I5 28:>=0==O 3 Java Runtime Environment (JRE) v. 1.7. 

#@8 ?@>2545==V 4>A;V465=L 70AB>A>2C20;8AO @50;V70FVW <5B>4C TLC 
25@AVW 2.14. "45@60=V @57C;LB0B8 ?>40=> C B01;. 1, 45 n  3 G8A;> 7<V==8E 
AB0=V2 D>@<0;L=>W A?5F8DV:0FVW ((%), 4> O:>W 70AB>A>2C202AO <5B>4 TLC, 

BFSt  3 G0A>2V 28B@0B8 =0 TLC-25@8DV:0FVN H;OE>< >1E>4C AB0=V2 A8AB5<8 
?5@5E>4V2, 7040=>W (%, C H8@8=C (BFS, Breadth-first Search), DFSt  3 C 

3;818=C (DFS, Depth-first Search) [3]. � B01;. 1 284=>, I> 4;O 42ón  
5D5:B82=VH8< 7 ?>78FVW AC?CB=VE G0A>28E 28B@0B є 70AB>AC20==O DFS-

@50;V70FVW <5B>4C TLC, B>4V O: 4;O 52ón  3 BFS-@50;V70FVW <5B>4C. 
 

&01;8FO 1 3 %?V22V4=>H5==O G0A>28E 28B@0B =0 70AB>AC20==O 
0;LB5@=0B82=8E @50;V70FV9 <5B>4C TLC 

7 

7/? 

n  
BFSt , A DFSt , A DFSBFS tt  

1 12  0,934 0,420 2,224 

2 22  0,952 0,450 2,115 

3 32  1,029 0,540 1,906 

4 42  1,154 0,770 1,499 

5 52  1,412 3,170 0,446 

6 62  2,970 35,750 0,083 

7 72  19,210 - - 

8 82  - - - 

 

":@5<>W C2038, 73V4=> B01;. 1, 70A;C3>2Cє ?@>AB>@>20 A:;04=VABL 
7040G (�, 28@VHC20=8E ?@8 70AB>AC20==V BFS- V DFS-@50;V70FV9 <5B>4C. 
!0?@8:;04, C 28?04:C DFS-@50;V70FVW <5B>4C, 4;O 72ón  <0є <VAF5 =5AB0G0 
>?5@0B82=>W ?0<’OBV 3 >1AO3 C 256  �, 4>ABC?=89 JRE, 28G5@?0=>. 
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�=0;>3VG=0 A8BC0FVO A?@0254;820 V 4;O BFS-@50;V70FVW <5B>4C, 0;5 265 4;O 
82ón . 
"B65, @57C;LB0B8 ?@>2545=8E 5:A?5@8<5=B0;L=8E 4>A;V465=L 

?>:070;8, I> ?@V>@8B5B=VABL ?@8:;04=>3> 70AB>AC20==O BVєW G8 V=H>W 
@50;V70FVW <5B>4C TLC 70;568BL, 7>:@5<0, 2V4 G8A;0 n  7<V==8E AB0=V2, I> 
DV3C@CNBL C (%, 4> O:>W 70AB>A>2CєBLAO <5B>4 TLC, 0 B0:>6 2V4 
4>ABC?=>3> >1AO3C >?5@0B82=>W ?0<’OBV >1G8A;N20;L=>W A8AB5<8. 

#9D9?V> CBE<?4AP 
1. Pakonen A., Tahvonen T., Hartikainen M., Pihlanko M. Practical applications of 

model checking in the Finnish nuclear industry. Nuclear Plant Instrumentation, Control 

and Human Machine Interface Technologies : Proc. 10th International Topical Meeting 

(San Francisco, CA, USA, 11-15 June 2017). P. 1342-1352. 2. Lamport L. Specifying 

systems: The TLA+ language and tools for hardware and software engineers. Boston : 

Addison-Wesley, 2002. 382 @. 3. Shkarupylo V. V., Tomičić I., Kasian K. M. The 
investigation of TLC model checker properties. Journal of Information and 

Organizational Sciences. 2016. Vol. 40, No. 1. P. 145-152. 
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3 %��*�3 «�" #’2&�$!� !�'�� &� #$"�$� !� 
�!��!�$�3» 

UDC 519.876.2:336 

Neskorodieva T.V. 
1, Fedorov �.�. 2 

SPECTRAL CLUSTERING METHOD FOR AUDIT TASK OF 

COMPLIANCE OF PAYMENT AND SUPPLY OF RAW MATERIALS 

Introduction. The analytical procedures used in the audit [1] are 
currently based on data mining techniques [2]. The work solves the problem of 
increasing the efficiency and effectiveness of analytical audit procedures by 
clustering based on spectral decomposition.  

Object of study. Audit process for compliance with payment sequences 
and raw materials supply. 

Subject of study. Spectral clustering method for auditing sequences of 
payment and supply of raw materials. 

The aim of the work is to increase the effectiveness of the audit by 
automating the analysis of data from sets of parallel-sequential operations of 
payment and supply of raw materials based on the spectral clustering method.  

To achieve this goal, it is necessary to solve the following tasks: 
1. Generate feature vectors for objects of sequences of payment and 

supply of raw materials. 
2. Create a method for spectral clustering of sequences of payment and 

supply of raw materials. 
3. Select characteristics for assessing the quality of spectral clustering. 
4. Conduct a numerical study of the proposed spectral clustering 

method. 
Formulation of the problem. The problem of increasing the efficiency 

of audit based on the method of spectral clustering of sequences of payment 
and supply of raw materials is presented as the problem of finding such a 
partition of the set of clustering objects },...,{ 1 naaA ý , represented by a set of 
feature vectors },...,{ 1 nX xxý , per cluster 

cAA ,...,1  through a variety of 
                                                           

 
1 Ph.D, head of department computer science and information technology, Do-

netsk National University named Vasyl Stus, Vinnitsa 
2 Dr. of Tech. Sc., prof. of department robotics and specialized computer sys-

tems, Cherkasy State Technological University, Cherkasy 
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indicator functions )}(),...,({
1

óóý
cAA

, and with a set of cluster centroids 

},...,{ 1 cM mmý , at which 
M

n

i

c

k

kiiA aF
k ,

1 1

2
min)(


ý ý

 óýõõ mx . 

Results and discussion. The results of comparison of the quantitative 
characteristics of the proposed method with the NJW (Ng, Jordan, Weiss) 
method described are presented in Table 1. In terms of accuracy, precision, 
completeness, balanced F-measure, the proposed method is more effective than 
the NJW method (table 1). 

 

Table 1 Comparison of the proposed method with the existing NJW method 

7 
p/p 

Method characteristics 
Spectral clustering methods 

This method NJW 

1 Accuracy 0.97 0.82 

2 Precision 0.97 0.73 

3 Completeness 0.97 0.82 

4 Balanced F-measure 0.96 0.76 

 

Scientific novelty. The proposed spectral clustering method improves 
the quality of clustering due to: 

- automatic determination of the number of clusters based on the 
explained and sample variance rule; 

- automatic scaling parameter based on local scaling; 
- resistance to noise and random outliers by replacing the k-means 

method with a modified PAM method, i.e. replacing centroid clustering with 
medoid clustering. 

Practical value. The proposed method makes it possible to expand the 
scope of clustering methods based on spectral decomposition, which is 
confirmed by its adaptation for the audit task, and contributes to increasing the 
efficiency of intelligent computer systems for general and special purposes. 

 

References 

1. Neskorodieva T.V. Rules and components of the methodology for generalized 

multiple display of information in the analytical accounting subsystem of the DSS of the 

upper level audit. Bulletin NTU «HPI». Series: System analysis, management and 
information technology. 3 Kharkiv: NTU «HPI», 2017. 3 7 55 (1276). p. 31338. 

2. Subbotin S. Diagnostic Rule Mining Based on Artificial Immune System for a Case 

of Uneven Distribution of Classes in Sample / S. Subbotin, A. Oliinyk, V. Levashenko, 

E. Zaitseva // Communications. 3 2016. 3 Vol. 3. 3 P. 3311.  
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'�� 004.9 
�>O@V=>20 ..Є.1, �0;V=>2AL:89 /.".2 

#$"�$� !�� �" #���% ��#�$�" #���%!�) 
"�+�%��!0 

 0965 2AV A8AB5<8 :><?’NB5@=>W 0;351@8 (%��) <0NBL 70A>18 
>?5@C20==O 7 :><?;5:A=8<8 G8A;0<8 2 A8<2>;L=><C 01> G8A5;L=><C 
283;O40E. �5O:V %��, 0 A0<5: Matlab, MathAad, Mathematica, Maple, 
MuPAD, S-PLUS B0 V=. [1,2], <0NBL 70A>18 >?5@C20==O 7 >1<565=8< 
=01>@>< 3V?5@:><?;5:A=8E G8A;>28E A8AB5<, B0:8<8, O: :20B5@=V>=8, 
>:B>=V>=8, :;VD>@4>2V 0;351@8 B0 45O:V V=HV. /: ?@028;>, ?5@5;V: >?5@0FV9 
2 F8E %�� =525;8:89. &0:0 A8BC0FVO ?>B@51Cє 4;O 28@VH5==O :>=:@5B=8E 
7040G 7 28:>@8AB0==O< 3V?5@:><?;5:A=8E G8A;>28E A8AB5< (�+%) 
AB2>@5==O A?5FV0;L=>3> 0;3>@8B<VG=>-?@>3@0<=>3> 70157?5G5==O. &0:V 
70A>18 O2;ONBL A>1>N ?0:5B ?@>3@0< V ?@>F54C@, AB2>@5=8E =0 >A=>2V 
%�� Maple. !091V;LH ?>2=89 >?8A FL>3> ?0:5BC ?@54AB02;5=> 2 @>1>BV 
[3]. 

&0: O: A8AB5<0 :><?'NB5@=>W 0;351@8 Maple 4>72>;Oє AB2>@N20B8 
A?5FV0;V7>20=V ?0:5B8 @V7=8E >1G8A;N20;L=8E ?@>F54C@, B> ?@>3@0<=89 
:><?;5:A 3V?5@:><?;5:A=8E >1G8A;5=L (=040;V - #��") O2;Oє A>1>N ?0:5B, 
I> <0є A2V9 V45=B8DV:0B>@. #��" <>6=0 28:;8:0B8, ?@8є4=C20B8 4> 
?@>3@0<8 V B@0=A?>@BC20B8 =0 V=HV :><?'NB5@8. � ?@>F54C@ #��� <>6=0 
D>@<C20B8 ?@>3@0<8 >1G8A;5=L, 28:>@8AB>2CNG8 70A>18 0;3>@8B<VG=>W 
<>28 Maple. 

#��" <>65 1CB8 V=AB0;L>20=89 =0 1C4L-O:><C :><?'NB5@V 7 
>?5@0FV9=>N A8AB5<>N Windows V A8AB5<>N :><?'NB5@=8E >1G8A;5=L 
Maple =5 =86G5 5->W 25@AVW. #��" 2V4:@8B89 4;O ?>?>2=5==O =>28<8 
?@>F54C@0<8 B0 @5403C20==O VA=CNG8E ?@>F54C@ 1C4L-O:8< :>@8ABC20G5<, 
I> 2>;>4Vє Maple. 

�030B> C2038 ?@8 @>7@>1FV #��" 1C;> ?@84V;5=> A?>A>10< V 
AB@C:BC@0< ?@54AB02;5==O 40=8E. /: 1C;> 707=0G5=> 28I5, #��" 
?@87=0G5=89 4;O >?5@C20==O 7 40=8<8 2 3V?5@:><?;5:A=V 283;O4V. /: 
2V4><>, 7030;L=89 283;O4 3V?5@:><?;5:A=>3> G8A;0 B0:89 [3]: 

, 

                                                           

 
1 :.B.=., 4>F5=B !&'' «�#� V<5=V �3>@O %V:>@AL:>3>» 
2 4.B.=., A.=.A. �=AB8BCBC ?@>1;5< @5єAB@0FVW  V=D>@<0FVW !�! ':@0W=8 

nn2211 eaeaeaA ûûûý ...
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45: n  - 28<V@=VABL �+%, ia  - 0;351@0WG=V 28@078, ie  - 5;5<5=B8 1078AC 
�+% («CO2=V >48=8FV»). 

&0:C D>@<C 3V?5@:><?;5:A=>3> G8A;0 =07820NBL =0BC@0;L=>N. /: 
?>:07Cє 4>A2V4, >?5@C20B8  7 3V?5@:><?;5:A=8<8 G8A;0<8 2 =0BC@0;L=V9 
D>@<V 4>A8BL =57@CG=>. *5 ?>2'O70=> 7 B8<, I> @V7=V >?5@0FVW 28:>=CNBLAO 
7 :>5DVFVє=B0<8 ?@8 1078A=8E 5;5<5=B0E, O:V ?>B@V1=> 284V;OB8 V 
V45=B8DV:C20B8.  

%B@C:BC@=> #��" A:;040єBLAO 7 =0ABC?=8E ?V4A8AB5<: 
- 0;351@0WG=8E >?5@0FV9 2 �+%; 
- <0=V?C;OFVW 7 �+% V B01;8FO<8 �5;V; 
- 287=0G5==O 0;351@0WG=8E E0@0:B5@8AB8: �V?5@:><?;5:A=V 28@07V2; 
- 715@V30==O G0AB> 26820=8E 28@07V2; 
- 28:>=0==O <>4C;L=8E >?5@0FV9 7 3V?5@:><?;5:A=V 28@070<8; 
- 2V7C0;V70FVW V A5@2VAC.  
&0:0 AB@C:BC@0 V A:;04 ?@>3@0<=>3> :><?;5:AC 3V?5@:><?;5:A=8E 

A8<2>;L=8E >1G8A;5=L 2 A5@54>28IV Maple 4>72>;Oє 7=0G=> A?@>AB8B8 
?@>F5A8 AB2>@5==O ?@>3@0<=>3> 70157?5G5==O 4;O <0B5<0B8G=>3> 
<>45;N20==O @V7=8E =0C:>2>-B5E=VG=8E 7040G. 

�AV ?@>F54C@8 #��" <>6=0 28:>@8AB>2C20B8 ?@8 =0?8A0==V 
?@>3@0< 28@VH5==O @V7=8E 7040G 7 3V?5@:><?;5:A=8<8 40=8<8 =0 <>2V 
?@>3@0<C20==O Maple. �;O FL>3> B@510 ?V4:;NG8B8 4> ?@>3@0<8 #��" C 
2V4?>2V4=>ABV 7 =>@<0<8 Maple B0 28:;8:0B8 ?>B@V1=V ?@>F54C@8 70 WE 
V45=B8DV:0B>@0<8. 

&0:8< G8=><,  AB2>@5=89 #��" =040є :>@8ABC20GC <>6;82VABL 
7=0G=> A:>@>B8B8 >1AO3 «@CG=89» @>1>B8 ?@8 =0?8A0==V ?@>3@0< 4;O 
<0B5<0B8G=>3> <>45;N20==O @V7=8E >1G8A;N20;L=8E ?@>F5AV2 2 C<>20E 
70AB>AC20==O 3V?5@:><?;5:A=8E G8A5;; 28:>@8AB>2C20B8 265 3>B>2V, 
=0;03>465=V V ?@>B5AB>20=V 0;3>@8B<8 V ?@>3@0<8 >1G8A;5=L 7 
3V?5@:><?;5:A=8<8 G8A;0<8, <0B8 >?5@0B82=89 4>ABC?, O: 4> B5>@VW 
3V?5@:><?;5:A=8E G8A;>28E A8AB5<, B0: V 4> ?@0:B8G=8E <5B>4V2 
?@>3@0<C20==O 2 A5@54>28IV A8<2>;L=8E >1G8A;5=L Maple. 

#9D9?V> CBE<?4AP 
1. �;8<5=:> �.#. %>2@5<5==K5 >A>15==>AB8 @0728B8O A8AB5< :><?LNB5@=>9 0;35-
1@K/ �;8<5=:> �.#., �OE>2 �.�., �2>748: �.!.// //  0B5<0B8G=V <0H8=8 V A8AB5<8. 
- 2011. - 7 2. - %. 3 - 18. 2N Redfern M. Mathematical Computing: An Introduction in 

Programming Using Maple/ M.Redfern, D.Betounes//Hattiesburg: Springer-Verlag, 

20024 420 p. 3. �0;8=>2A:89 /.�., �>O@8=>20 ..�., )8F:> 
/.�.�8?5@:><?;5:A=K5 2KG8A;5=8O 2 MAPLE - �:�#$� !�! ':@08=K, 2020.-
180A. 4. Redfern M. Mathematical Computing: An Introduction in Programming Using 

Maple/ M.Redfern, D.Betounes//Hattiesburg: Springer-Verlag, 20024 420 p. 
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'�� 004.42:004.58 
�>@>B8;5=:> #...1, �<8B@Vє20 ".�. 2 

 "���0!� %�%&� � �" #��3*�� &� &�%&'��!!3 ��3 
!��+�!!3 "%!"��  #$"�$� '��!!3 

$>1>B0 ?@8A2OG5=0 @>7@>1FV <>1V;L=>3> 4>40B:C 4> ?;0BD>@<8 
Android, ?@87=0G5=>3> 4;O =02G0==O >A=>20< ?@>3@0<C20==O =0 Java 4VB59 
B0 :>@8ABC20GV2 7 =87L:8< @V2=5< :><?’NB5@=>W 3@0<>B=>ABV.  

#@>5:BC20==O <>1V;L=>W A8AB5<8 :><?V;OFVW B0 B5ABC20==O 
74V9A=N20;>AO 70 4>?><>3>N UML-4V03@0< (?@5F545=BV2, AB0=V2, 
?>A;V4>2=>AB59, :;0AV2 V B.V=H), O:V 4>72>;ONBL 287=0G0B8 ?>254V=:C 
A8AB5<8 ?@8 WW 270є<>4VW 7 :>@8ABC20G5<, 2V4>1@078B8 270є<>4VN <V6 
?52=8<8 >1’є:B0<8 A8AB5<8 C G0AV, ?>A;V4>2=VABL AB0=V2, O:V <>65 
?@89<0B8 A8AB5<0 ?@8 B8E G8 V=H8E 4VOE :>@8ABC20G0 01> 7<V=V 45O:8E 
D0:B>@V2, I> 2?;820NBL =0 WW @>1>BC. %8AB5<0 =040є :>@8ABC20G52V 
<>6;82VABL ?5@53;O=CB8 A?8A>: 4>ABC?=8E C@>:V2. �>@8ABC20G <>65 
>4@07C ?5@59B8 4> 1C4L-O:>3> C@>:C, 45 1C4CBL 2V4>1@065=V B5>@5B8G=V 
=02G0;L=V <0B5@V0;8, 2 O:8E >?8A0=> 107>2V A?>A>18 @>1>B8 7 <>2>N 
?@>3@0<C20==O Java [1-2], 7030;L=V 4;O <0965 1C4L-O:>W ACG0A=>W <>28 
?@>3@0<C20==O. %?8A>: 4>ABC?=8E C@>:V2 3 F5 A?8A>:, I> A:;040єBLAO 2 
>A=>2=><C 7 703>;>2:V2 C@>:V2, ?@8 =0B8A:0==V =0 :>6=89 7 O:8E 
:>@8ABC20G ?5@5E>48BL 4> >1@0=>3>. 

#@8 ?5@53;O4V B5>@5B8G=>W G0AB8=8 70 :>6=>N B5<>N :>@8ABC20G 
<>65 ?@>G8B0B8 2V4><>ABV I>4> 2V4?>2V4=>W @>1>B8 7 <>2>N 
?@>3@0<C20==O. �;O FL>3> 28:>@8AB>2CєBLAO ?@>AB89 B5:AB, ?@8:;048 :>4C, 
0 B0:>6 ?@8:;048 @>1>B8 :>=A>;L=8E <V=V-?@>3@0< ?@8 >B@8<0==V 
?>G0B:>28E 40=8E 77>2=V V 282545==V @57C;LBCNG8E 40=8E =0 5:@0=. #VA;O 
>?0=C20==O B5>@5B8G=>N G0AB8=>N :>@8ABC20G <>65 ?5@59B8 01> 4> 
=0ABC?=>3> B5>@5B8G=>3> <0B5@V0;C, 01> 4> 28:>=0==O ?@0:B8G=>3> 
70240==O, O:5 A?@O<>20=5 =0 70:@V?;5==O 2V4?>2V4=8E B5>@5B8G=8E 
?>;>65=L. #@0:B8G=0 G0AB8=0 C@>:C <VAB8BL 70240==O 7 =0?8A0==O :>4C, 
?@8 28:>=0==V O:>3> =5>1EV4=> 28:>@8AB0B8 BV 70A>18, I> 1C;8 >B@8<0=V 
?@>BO3>< >AB0==L>3> C@>:C. �0728G09 AD>@<C;L>20=5 ?@0:B8G=5 70240==O 
AC?@>2>46CєBLAO <=>68=>N ?@8:;04V2, 0=0;>3VG=8E B><C, O:5 ?>28=5= 
=0?8A0B8 :>@8ABC20G. �;O <>6;82>ABV :><?V;N20B8 22545=89 74>1C20G5< 

                                                           

 
1 ABC45=B, �>=5FL:89 =0FV>=0;L=89 B5E=VG=89 C=V25@A8B5B (<. #>:@>2AL:, ':@0W=0) 
2 4>:B. B5E=. =0C:, ?@>D., �>=5FL:89 =0FV>=0;L=89 B5E=VG=89 C=V25@A8B5B 
(<. #>:@>2AL:, ':@0W=0) 
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?@>3@0<=89 :>4 1C;> 70AB>A>20=> 2V4:@8BC 1V1;V>B5:C BeanShell, 
28:>@8AB0==O O:>W 7=0G=> 2?;8=C;> =0 0@EVB5:BC@C @>7@>1;N20=>W 
A8AB5<8. %0<0 1V1;V>B5:0 є ?>B>:>=5157?5G=>N, B><C 4;O B>3>, I>1 25AL 
4>40B>: =5 ?@8?8=O2 @>1>BC C @07V, :>;8 :>@8ABC20G 22>48BL, =0?@8:;04, 
:>4, I> <VAB8BL =5A:V=G5==89 F8:;, 28=8:;0 ?>B@V1=VABL 70AB>A>2C20B8 
A?5F8DVG=V 0@EVB5:BC@=V @VH5==O. !0?@8:;04, ?@8 02B><0B8G=V9 ?5@52V@FV 
?@>3@0<=>3> :>4C, :>4 :>@8ABC20G0 @5403CєBLAO, @>7<VICєBLAO 2 A5@548=V 
?>B>:>157?5G=>3> :>=B5:ABC, V BV;L:8 ?VA;O FL>3> ?5@540єBLAO 
V=B5@?@5B0B>@C =0 28:>=0==O. �;O B>3>, I>1 70157?5G8B8 A8<C;OFVN 
:>=A>;L=>3> 22545==O-282545==O ?@8 70?CA:C :>@8ABC20FL:>3> :>4C 4;O 
B5ABC20==O 2 @CG=><C @568<V 28=8:;0 =5>1EV4=VABL C AB2>@5==V 
4>40B:>28E :;0AV2, 2 B><C G8A;V, ?>B>:V2, O:V 70157?5GCNBL >1<V= 40=8<8 
<V6 >1’є:B0<8, I> 1C;8 ?5@540=V 2 O:>ABV ?0@0<5B@V2 4> BeanShell-
V=B5@?@5B0B>@0 B0 ?>;5< EditText, O:5, 157?>A5@54=L>, 28ABC?0є 
5<C;OB>@>< :>=A>;V C GUI. �>40B:>2> 4> A8AB5<8 B0:>6 ?V4:;NG5=> 
2V4:@8BC 1V1;V>B5:C 28EV4=>3> :>4C JustifiedTextView, O:0 4>72>;Oє 
@>7<VIC20B8 28@V2=O=89 70 H8@8=>N B5:AB. 

#5@52V@:0 ?@028;L=>ABV =0?8A0=>3> ?@>3@0<=>3> :>4C 
74V9A=N20;0AO 42><0 20@V0=B0<8: 02B><0B8G=8< B0 @CG=8<. #@8 
02B><0B8G=V9 ?5@52V@FV 4>40B>: 70?CA:0є :>@8ABC20FL:89 :>4 B0 ?>@V2=Nє 
9>3> @57C;LBCNGV 40=V 7 >GV:C20=8<8 ?@8 ?52=8E =01>@0E ?>G0B:>28E 
40=8E, ?@8 FL><C ?@>3@0<V :>@8ABC20G0 =040єBLAO DV:A>20=89 ?@><V6>: 
G0AC, ?@8 ?5@528I5==V O:>3> 28:>=0==O :>@8ABC20FL:>3> :>4C ?@8<CA>2> 
7025@HCєBLAO. #@8 @CG=V9 ?5@52V@FV :>@8ABC20G <>65 270є<>4VOB8 7 
=0?8A0=>N W< ?@>3@0<>N 7024O:8 A8<C;OFVW :>=A>;L=>3> 22545==O-
282545==O. �>@8ABC20G <>65 2;0A=>@CG=> ?5@52V@OB8 A2V9 :>4 B0 10G8B8, 
O: 2V= @503Cє =0 22545==O B8E G8 V=H8E 40=8E 7 :>=A>;V, O: 2V= 282>48BL =0 
5:@0= V=D>@<0FVN. !0 B>9 28?04>:, O:I> :>@8ABC20G ?><8;:>2> AB2>@82 
=5A:V=G5==89 F8:; 01> V=HC A8BC0FVN, O:0 702060є ?>40;LH><C 
B5ABC20==N, 9><C =040єBLAO <>6;82VABL ?@87C?8=8B8 28:>=0==O :>4C. 
#VA;O 7C?8=:8 28:>=0==O :>4C <>6=0 7=>2C 70?CAB8B8, I>1 ?@>B5ABC20B8 
9>3> @>1>BC 7 V=H8< =01>@>< 40=8E, =5 28E>4OG8 7 5:@0=C @CG=>W 
?5@52V@:8. "18420 20@V0=B8 ?5@52V@:8 ?5@5410G0NBL <>6;82VABL 
?@8?8=5==O @>1>B8 :>@8ABC20FL:>3> :>4C 2 @07V 70F8:;5==O. �;O FL>3> 
@>7@>1;5=89 4>40B>: AB2>@Nє 45:V;L:0 >:@5<8E ?>B>:V2, O:V 70157?5GCNBL 
:>@5:B=C @>1>BC ?@>3@0<8. �;O 7@CG=>ABV :>@8ABC20==O <>1V;L=8< 
4>40B:>< @>7@>1;5=> 7@CG=89 V 7@>7C<V;89 :>@8ABC20FL:89 V=B5@D59A. 

#9D9?V> CBE<?4AP 
1. Bloch J. Effective Java / J. Bloch. 3 Addison-Wesley Professional, 2018. 3 412 p. 

. Ekkel B. Thinking in Java / B. Ekkel. 3 Prentice Hall, 2006. 3 1150 p. 
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'�� 004.04 
�>;C1 &.�.1, �5;5=L>20 �./.2, �@CH:> %.%.2, �>B5=:> �.".3 

���%�(���*�3 &��%&�� !� "%!"��  
��%"�' «%&� �$-���!&�(���&"$» 

�57?5@5@2=5 7@>AB0==O >1AO3V2 V=D>@<0FVW, 2 B><C G8A;V 
?@54AB02;5=>W 2 B5:AB>2V9 D>@<V, 7C<>2;Nє =5>1EV4=VABL ?@8A:>@5==O 
?@>F5AC WW >1@>1:8. #@8:;04>< 7040G :><?’NB5@=>W >1@>1:8 B5:ABC є 
7040G0 :;0A8DV:0FVW 3 287=0G5==O :0B53>@VW, 4> O:>W =0;568BL B5:AB. "4=8< 
V7 H;OEV2 ?@8A:>@5==O :;0A8DV:0FVW є @>7?>4V; DC=:FV9 >1@>1:8 B5:ABC 
<V6 ?@>3@0<=>N B0 0?0@0B=>N ?;0BD>@<0<8 [1]. #@8 FL><C ?@>3@0<=> 
28:>=CєBLAO ?>?5@54=O ?V43>B>2:0 B5:ABC (B>:5=V70FVO, 28:;NG5==O «AB>?-

A;V2», AB5<V=3) [2], 0?0@0B=> 3 157?>A5@54=O :;0A8DV:0FVO (V45=B8DV:0FVO). 
#V428I5==O ?@8A:>@5==O ?@8 0?0@0B=V9 @50;V70FVW ?@>F5AC 

:;0A8DV:0FVW B5:ABV2 <>6=0 4>AO3=CB8 H;OE>< 4>40B:>2>3> ?5@5=5A5==O 
?52=8E >1G8A;N20;L=8E DC=:FV9 7 ?@>3@0<=>W G0AB8=8 =0 0?0@0B=C. 
�>:@5<0, @50;V70FVO 5B0?V2 28:;NG5==O «AB>?-A;V2» B0 AB5<V=30 =0 
0?0@0B=V9 ?;0BD>@<V 4>72>;Oє 70157?5G8B8 ?0@0;5;L=C >@30=V70FVN WE 
28:>=0==O. %B@C:BC@=0 AE5<0 70?@>?>=>20=>3> ?@8AB@>N «AB5<5@-
V45=B8DV:0B>@» =02545=0 =0 @8A. 1 B0 >@Vє=B>20=0 =0 V<?;5<5=B0FVN 2 
1078AV FPGA, 7>:@5<0 A5@VW Cyclone IV.  

  

$8AC=>: 1 3 %B@C:BC@=0 AE5<0 «AB5<5@0-V45=B8DV:0B>@0» 

                                                           

 
1 0A8AB5=B :0D. �%  !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 4>F5=B :0D. �%  !' «�0?>@V7L:0 ?>;VB5E=V:0» 
3 ABC45=B :0D. �%  !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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!0 2EV4 0?0@0B=>W G0AB8=8 ?@8AB@>N ?>40єBLAO B5:AB, ?>?5@54=L> 
@>74V;5=89 =0 A;>20 ?@>3@0<=8< A?>A>1>< B0 ?V43>B>2;5=89 C 
2V4?>2V4=>ABV 7 D>@<0B>< 40=8E 0?0@0B=>W G0AB8=8, B>1B> C 283;O4V 
42V9:>2>3> ASCII :>4C [3]. 

�0;V 28:>=CєBLAO AB5<V=3 A;V2 C 2V4?>2V4=>ABV 7 B01;8F5N ACDV:AV2 
B0 A:>@>G5=L, O:V 1C;> ?@54AB02;5=> 2 B0:><C 6 D>@<0BV 40=8E, V 
2840;5==O «AB>?-A;V2», ?5@5;V: O:8E 287=0G5=> 70740;53V4L 5:A?5@B0<8. 
#0@0;5;L=> 28:>=CєBLAO ?V4@0EC=>: 203>28E 7=0G5=L :>6=>3> >B@8<0=>3> 
B5@<0. 

� @57C;LB0BV D>@<CєBLAO ?5@5;V: B5@<V2 B5:ABC 7 WE=V<8 203>28<8 
:>5DVFVє=B0<8, =0 >A=>2V O:8E 28:>=CєBLAO V45=B8DV:0FVO ?@8=0;56=>ABV 
B5:ABC :0B53>@VW. 

#>1C4>20 AE5<8 AB5<5@0-V45=B8DV:0B>@0 =0 >A=>2V 70?@>?>=>20=>3> 
A?>A>1C AB2>@Nє <>6;82VABL 4;O ?0@0;5;L=>W >1@>1:8 45:V;L:>E B5:ABV2. 
*5 7C<>2;5=> B8<, I> 1V1;V>B5:0 ACDV:AV2/70:V=G5=L B0 ?5@5;V: ?@>AB>@C 
>7=0: :0B53>@V9 є є48=8< 465@5;>< 4;O 2AVE 4>:C<5=BV2, O:V 0=0;V7CNBLAO. 
#@8 FL><C 0?0@0B=0 ?;0BD>@<0 4>72>;Oє ?0@0;5;L=> 28:>=C20B8 
>4=>B8?=V 4VW 7 @V7=8< =01>@>< 2EV4=8E 40=8E. "4=VєN 7 206;828E ?5@5203 
B0:>3> 0?0@0B=>3> @VH5==O є <0AHB01>20=VABL. &0:8< G8=><, AB2>@NNBLAO 
C<>28 4;O ACBBє2>3> A:>@>G5==O G0A>28E 28B@0B =0 :;0A8DV:0FVN ?0:5BC 
4>:C<5=BV2 C 2V4?>2V4=>ABV 7 ?5@5;V:>< ?52=8E :0B53>@V9.  

#9D9?V> CBE<?4AP 
1. �>O@A:89 �.�., �2545=85 2 :><?LNB5@=CN ;8=328AB8:C: CG51=>5 ?>A>185. %#1: 
!�' �& ", 2013. 72 A. 2. #@>3@0<=>-0?0@0B=89 A?>AV1 ?@8A:>@5==O ?@>F5AC 
:;0A8DV:0FVW B5:AB>28E 4>:C<5=BV2 / &.�. �>;C1, �./. �5;5=L>20, %.%. �@CH:>,  .�. 
#02;VH8=, �.". �>B5=:> // <V6=0@. =0C:.-?@0:B. :>=D.: «Technical sciences: history, 
the present time, the future, EU experience», 27-28 september, 2019: B578 4>?., - 
Wlolawek, Republic of Poland, 2019. 3 P. 90-93. 3. #@>3@0<=89 A?>AV1 ?V43>B>2:8 
B5:AB>28E 40=8E 4;O WE 0?0@0B=>W >1@>1:8 7 28:>@8AB0==O< #��% / &.�. �>;C1, �./. 
�5;5=L>20, %.%. �@CH:> // <V6=0@. =0C:.-?@0:B. :>=D.: «!0C:0, B5E=V:0 V B5E=>;>3VW: 
3;>10;L=V B5=45=FVW, ?@>1;5<8 B0 @VH5==O», 26-27 25@5A=O, 2020: B578 4>?., - #@030, 
+5AL:0 @5A?C1;V:0, 2020. 3 %. 54-57.  
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'�� 004.9; 519.816  
�59=530 �...1, �0<є=AL:89 �.�.2, �V45=:> �.Є.2, �0A0=5FL  .�.3 

 �&"�� '#$����!!3 #"$&(��3 � #$"��&�� 
�!�$�"���$���!!3  

�;O ?@><8A;>28E >1’є:BV2 2 ':@0W=V 2 ACG0A=8E C<>20E VA=CNBL 
ACBBє2V ?@>1;5<8, O:V ?>2’O70=V V7 DV=0=AC20==O< 5=5@3>715@V30NG8E 
70E>4V2, 281>@>< >?B8<0;L=8E A?>A>1V2 2:;045==O :>HBV2 2 V=25AB8FV9=V 
?@>5:B8 7 ?V428I5==O 5=5@3>5D5:B82=>ABV, 2V4ACB=VABN V=D>@<0FV9=8E 
A8AB5< B0 =54>A:>=0;VABN >@30=V70FV9=>-5:>=><VG=>3> <5E0=V7<C 
70157?5G5==O 5=5@3>715@565==O =0 ?@><8A;>28E ?V4?@8є<AB20E. �;O 
70?>1V30==O DV=0=A>28E 2B@0B ?@8 D>@<C20==V AC:C?=>ABV 
5=5@3>715@V30NG8E 70E>4V2 (?>@BD5;V2 ?@>5:BV2) ?>B@V1=0 @>7@>1:0 B0 
24>A:>=0;5==O <5B>4V2 >FV=:8 5D5:B82=>ABV ?@>3@0< 5=5@3>715@565==O, 
O:V 2@0E>2CNBL H8@>:89 281V@ C 28:>@8AB0==V 465@5; V=25AB8FV9, 
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=02G0==O V ?5@5=02G0==O 7 :>@83C20==O< 3;818=8 281V@:8. 

�0=89 ?V4EV4 1C2 28:>@8AB0=89 4;O 287=0G5==O B5@<V2. �87=0G5==O 
?>656>157?5G=>W A8BC0FVW D>@<C20;>AO =0 157;VGV C<>2 (;V=32VAB8G=>3> 
>?8AC 40=8E 2V4 40BG8:V2 B5<?5@0BC@8 (T), 2>;>3>ABV (H), :>=F5=B@0FVW 
307V2 (P) V >A2VB;5=>ABV (L)). �C;> 284V;5=> ?> 3 B5@<0: 4;O T {=54>AB0B=O, 
<0;>9<>2V@=0, <>6;820}, 4;O H {ACE>, 4>A8BL 2>;>3>, 4C65 2>;>3>}, 4;O P 
V L {=87L:0, A5@54=O, 28A>:0}. "1;0ABV <>6;828E 7=0G5=L 40=8E :>6=>3> 
40BG8:0 1C;8 @>718BV =0 V=D>@<0FV9=V 3@0=C;8. !0?@8:;04, >1;0ABL 
7=0G5=L B5<?5@0BC@8 ?>:@820;0AO 157;VGGN 3@0=C; {T1 = [0,10), T2 = 
[10,20), ..., T80 = [790,800)}. ' =02G0;L=8E ?@8:;040E 2:07C20;>AO V<'O 
3@0=C;8, =0?@8:;04, Ti. � @57C;LB0B0<8 =02G0==O (45@52> :;0A8DV:0FVW) 
?@0FN202 A?5FV0;L=89 0;3>@8B< 284V;5==O 3@0=8G=8E 3@0=C; 4;O :>6=>3> 
B5@<0, I> V AB0=>28BL <5BC =02G0==O 3 D>@<C20==O 287=0G5==O B5@<V2 =0 
157;VGV V=D>@<0FV9=8E 3@0=C;. 

!86G5 ?>:070=89 >48= V7 ?@8:;04V2, O:89 28:>@8AB>2CєBLAO 4;O 
=02G0==O. ((&5<?5@0BC@0 - <>6;820, 3@0=C;0 Ti), (2>;>3VABL - ACE>, 3@0=C;0 
Hi), (:>=F5=B@0FVO 307C - A5@54=O, 3@0=C;0 Pi), (>A2VB;5=VABL - A5@54=O, 
3@0=C;0 Li)) → ?>656>157?5G=0 A8BC0FVO 3 =5157?5G=0. 

#9D9?V> CBE<?4AP 
1. Business Models That Work For Robot-As-A-Service Companies In 2019 [-;5:B-
@>==K9 @5AC@A] 3 $568< 4>ABC?0:  https://insights.rlist.io/p/report-robot-as-service-

companies.html, A2>1>4=K9. 2. Hao, W.; Menglin, J.; Guohui, T.; Qing, M.; Guoliang, 

L. R-KG: A Novel Method for Implementing a Robot Intelligent Service. AI 2020, 1, 

117-140. 3. $0AA5; %.  �A:CAAB25==K9 8=B5;;5:B. %>2@5<5==K9 ?>4E>4/ %. $0AA5;. 
3 �8;LO<A,  2007. 3 1408A. 
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'�� 004.4; 005.5 
�>2B>=N: �. .1, %5=V2  . .2, /:>28=0 �.%.3 

��%�� ���"$'  �&"�"�"��� $"�$"���!!3 #$"�$� !"�" 
�����#�+�!!3 !� "%!"�� ����&"�$�&�$���0!"�" 

�!����' 

� =0H G0A VA=Cє 1030B> <5B>4>;>3V9 @>7@>1;5==O ?@>3@0<=>3> 
70157?5G5==O (#�). �V4><>, I> 2V4 240;> >1@0=>W <5B>4>;>3VW 70;568BL 
CA?VE ?@>є:BC. �18 7@>18B8 ?@028;L=89 281V@ =5>1EV4=> 2@0EC20B8 1030B> 
E0@0:B5@8AB8: ?@>є:BC, B0:8E O:: A:;04=VABL A8AB5<8, @>7<V@ B0 4>A2V4 
:><0=48, @878:8, G0A, 1N465B, B>I>. �>AV =5<0є є48=>W V C=V25@A0;L=>W 
V=AB@C:FVW, 70 4>?><>3>N O:>W <>6=0 1C;> 1 >1@0B8 >?B8<0;L=C 4;O 
7040=8E 2EV4=8E C<>2 <5B>4>;>3VN. &>6 ?@>1;5<0 281>@C <5B>4>;>3VW 
@>7@>1;5==O #�, 7 O:>N AB8:0NBLAO :5@V2=8:8 B0 @>7@>1=8:8 ?@>є:BV2 є 
A:;04=8< V G0A>є<=8< ?@>F5A><. 

� 40=89 G0A FV9 ?@>1;5<V ?@8A2OG5=> @O4 ?@0FL, 4;O WW @>72’O70==O 
?@>?>=CNBL @V7=V <>45;V B0 5:A?5@B=V A8AB5<8 ?V41>@C <5B>4>;>3VW 
@>7@>1;5==O #�. 

&0:, =0?@8:;04, 2 [1] 70?@>?>=>20=> :;0A8G=C 5:A?5@B=C A8AB5<C 7 
4C65 >1<565=>N :V;L:VABN <5B>4>;>3V9 B0 :@8B5@VW2 WE 281>@C. "A=>2=8< 
=54>;V:>< B0:>W A8AB5<8 є A:;04=VABL 70?>2=5==O 1078 7=0=L. �0@B>, I>1 
?@8 ?V41>@V 2@0E>2C20;>AL O:><>30 1V;LH5 VA=CNG8E <5B>4>;>3V9 
@>7@>1;5==O #�, B0:>6 20@B> 2@0E>2C20B8 1030B> @V7=8E :@8B5@VW2 2 
70;56=>ABV 2V4 E0@0:B5@8AB8: ?@>є:BC. /:I> =0<030B8AL 7@>18B8 107C 
7=0=L O:><>30 ?>2=VH>N, B> ?5@5410G8B8 2AV 45B0;V 1C45 =04728G09=> 
A:;04=>, >A>1;82> 2@0E>2CNG8, I> G0AB> 4C<:8 5:A?5@BV2 @>7E>4OBLAO. 
&0:>6 2 B0:><C B8?V A8AB5< 2AV :@8B5@VW є @V2=>FV==8<8 V :>@8ABC20G =5 
<>65 7<V=8B8 WE ?@V>@8B5B=VABL. 

�8E>4OG8 7 FL>3>, =0 =0HC 4C<:C, 7=0G=> :@0I8< 20@V0=B>< 
28@VH5==O 40=>W 7040GV є 28:>@8AB0==O <5B>4V2 1030B>:@8B5@V0;L=>3> 
0=0;V7C. !0?@8:;04, 2 [2] 70?@>?>=>20=> ?V4EV4 4> 28@VH5==O ?@>1;5<8 
281>@C Agile <5B>4>;>3VW 4;O <0;8E V A5@54=VE ?@>є:BV2, 107CNG8AL =0 
<5B>4V SMARTER. � [3] 4;O ?V41>@C >?B8<0;L=>W <5B>4>;>3VW 
?@>?>=CєBLAO 28:>@8AB>2C20B8 <5B>4 PAPRIKA. � 2 [4] >?8A0=> A?>AV1 
?V41>@C B5E=>;>3VW B5ABC20==O ?@>є:BC, 28:>@8AB>2CNG8 <5B>48 AHP (4;O 

                                                           

 
1 AB. 3@. #��#-117, :0D54@8 ?@>3@0<=>3> 70157?5G5==O !' «�L2V2AL:0 ?>;VB5E=V:0» 
2 :.B.=., 4>F5=B :0D54@8 ?@>3@0<=>3> 70157?5G5==O !' «�L2V2AL:0 ?>;VB5E=V:0» 
3 4.B.=., ?@>D5A>@ :0D54@8 A8AB5< HBCG=>3> V=B5;5:BC !' «�L2V2AL:0 ?>;VB5E=V:0» 
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287=0G5==O 203 :@8B5@VW2) B0 TOPSIS. 
� FV9 @>1>BV 70?@>?>=>20=> 3=CG:89 B0 :><?;5:A=89 70AV1, O:89 

2:;NG0B8<5 2 A515 ?@>3@0<=89 V=B5@D59A 4;O 71>@C 5:A?5@B=8E >FV=>:, 
287=0G5==O ?@V>@8B5B=>ABV :@8B5@VW2 4;O ?52=>3> ?@>є:BC, 0 B0:>6 281V@ 
<5B>4>;>3VW, 2@0E>2CNG8 7=0G5==O :@8B5@VW2, WE 203C B0 5:A?5@B=V >FV=:8. 

�>65= 5:A?5@B <0B8<5 7<>3C >FV=8B8 <>6;82V 7=0G5==O 2AVE 
:@8B5@VW2 2V4=>A=> ?52=>W <5B>4>;>3VW ?> 10-10;L=V9 H:0;V. !0?@8:;04, 
>FV=:0 7=0G5=L :@8B5@VN «B8? 1N465BC» 5:A?5@B>< 7V SCRUM <>65 
283;O40B8 B0:8< G8=><: «DV:A>20=89» 4 3 10;8, «<>65 7<V=8B8AL» 4 7 
10;V2, «Time & Materials» 4 10 10;V2. "FV=:8 5:A?5@BV2 03@53C20B8<CBLAO. 

#@V>@8B5B=VABL :@8B5@VW2 G0AB> є >4=0:>2>N 4;O 1030BL>E ?@>є:BV2, 
=0?@8:;04, >1<565==O 1N465BC є 7=0G=> 203><VH8< 70 @V25=L 
4>:C<5=BC20==O. �;5 2A5 6 1C20NBL 28?04:8, 4;O O:8E ?>B@V1=> 
?5@5410G8B8 <>6;82VABL 48=0<VG=>3> 7040==O 206;82>ABV :@8B5@VW2. �;O 
FL>3> 4>1@5 ?V4E>48BL <5B>4 1030B>:@8B5@V0;L=>3> 0=0;V7C AHP (Analytic 
Hierarchy Process). �>@8ABC20G ?>?0@=> ?>@V2=Oє :@8B5@VW V 70 4>?><>3>N 
AHP A8AB5<0 >1G8A;8BL 2038 4;O :>6=>3> 7 =8E. 

�>@8ABC20G 207C20B8<5 7=0G5==O :@8B5@VW2, V, 2@0E>2CNG8 WE 203C B0 
2V4?>2V4=V 5:A?5@B=V >FV=:8 F8E 7=0G5=L 2V4=>A=> <5B>4>;>3V9, A8AB5<0 
7<>65 ?V4V1@0B8 =09:@0IC <5B>4>;>3VN. �;O FL>3> 1C45 28:>@8AB0=> 
<5B>4 A:0;O@870FVW «72065=0 AC<0». 

� FV9 @>1>BV ?@54AB02;5=> 0@EVB5:BC@C A8AB5<8, 48709= 1078 40=8E 
B0 209@D@59<8 V=B5@D59AC :>@8ABC20G0. #@>3@0<=89 70AV1 1C45 
@50;V7>20=> C 283;O4V 251-A8AB5<8, AB2>@5=>W 70 4>?><>3>N D@59<2>@:C 
Ruby on Rails, 2 O:>ABV %'�� 28:>@8AB>2C20B8<5BLAO PostgreSQL. 

�8:>@8AB0==O 40=>3> 70A>1C :5@V2=8:0<8 ?@>є:BV2 B0 @>7@>1=8:0<8 
#� 4>72>;8BL W< 7=0G=> H284H5 B0 �@C=B>2=VH5 >18@0B8 =09:@0IC 
<5B>4>;>3VN @>7@>1;5==O #� 4;O CA?VH=>W @50;V70FVW ?@>є:BC. 

#9D9?V> CBE<?4AP 
1. Kumar K., Kumar. S., A Rule-based Recommendation System for Selection of 

Software Development Life Cycle Models. ACM SIGSOFT Software Engineering 

Notes. 2013. 2. V. B. S. Silva, F. Schramm, A. C. Damasceno, A multicriteria approach 

for selection of agile methodologies in software development projects. IEEE Intl Conf. 

on Systems, Man, and Cybernetics (SMC). 2016. 3. G. Hernández-Ledesma, E. G. 

Ramos, C. A. Fernández-y-Fernández, J. R. Aguilar-Cisneros, J. J. Rosas-Sumano, L. A. 

Morales-Ignacio, Selection of Software Testing Technique: A Multi Criteria Decision 

Making Approach. Research in Computing Science. 2017. 4. Victor, M., Upadhyay, N., 

Selection of Software Testing Technique: A Multi Criteria Decision Making Approach. 

Springer Berlin Heidelberg. 2011 
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'�� 004.93 
 0B2єє20 !.".1 

���%�(���*�3 %��!���� �� �"#" "�"2 !��$"!!"� 
 �$��� �� ���'+�!!3   "�� JAVA   

�;O A2>єG0A=>3> ?@89=OBBO @VH5=L ?@8 A:0=C20==V :><?>78B=8E 
<0B5@V0;V2 ?>B@V1=> 28@VHC20B8 7040GC :;0A8DV:0FVW >B@8<C20=8E 
A83=0;V2. �;O FL>3> 4>FV;L=> 28:>@8AB>2C20B8 =59@>==V <5@56V (! ). 
'=V25@A0;L=VABL !  B0 ?>?8B =0 =8E ?>@>46Cє 7040GC WE @50;V70FVW =0 
@V7=8E <>20E ?@>3@0<C20==O 7 28:>@8AB0==O< ACG0A=8E B5E=>;>3V9.  

' @>1>BV 70?@>?>=>20=> AB2>@N20B8 =59@>=V <5@56V 70A>10<8 <>28 
Java, O:0 2V4=>A8BLAO 4> >1’є:B=0->@Vє=B>20=8E[1]. %B@C:BC@0 =59@>==>W 
<5@56V A:;040;0AL 7 H5AB8 :;0AV2: Neuron, Layer, InputLayer, HiddenLayer, 

OutputLayer B0 NeuralNet. �8:>@8AB>2C202AO 1030B>H0@>289 ?5@A5?B@>=, 0 
2 O:>ABV 0;3>@8B<C =02G0==O >18@02AO 0;3>@8B< �525=15@30- 0@:20@4B0. 
�;O @50;V70FVW =02G0==O 4>4020;8AO :;0A8 Training, Backpropagation B0 
Levenberg-Marquardt. �;3>@8B< �525=15@30 3  0@:20@4B0 28:>@8AB>2C202  
<=>68=C DC=:FV9 0;3>@8B<C 72>@>B=>3> @>7?>2AN465==O 
Backpropagation; 0;5 4>?>2=N202AO 7=0E>465==O< <0B@8FV /:>1V.  
�;O DC=:FV>=C20==O =59@>==>W <5@56V 28:>@8AB>2C20;8AO DC=:FVW 0:B8-
20FVW, O:V =>@<0;V7CNBL 40=V, 0 B0:>6 D0:B8G=> є ;>3VG=8< O4@>< =59@>=0: 
2>=8 4>72>;ONBL >B@8<0B8 28EV4=V 7=0G5==O A83=0;C ?> 2EV4=8<. �8:>@8-
AB>2C20;8AL =0ABC?=V DC=:FVW 0:B820FVW: 3V?5@1>;VG=89 B0=35=A   ( ) =�2�21�2�+1;  B0 AV3<>V4=0 DC=:FVO     ( ) = 11+�2� .  
#@8 A:0=C20==V ?>25@E=V :><?>78B=8E <0B5@V0;V2 >B@8<CNBLAO A83=0;8 
42>E D>@<: C=V<>40;L=V, O:V E0@0:B5@=V 4;O 4>23>W 2C7L:>W B@VI8=8, B0 1V-
<>40;L=V, :>B@V DV:ACNBL B>G:>289 45D5:B.  
 5B>N =02G0==O є 7=865==O ?><8;:8, O:0 2V4>1@060є @>71V6=VABL <V6 
>GV:C20=8<8 V >B@8<0=8<8 @57C;LB0B0<8. #><8;:0 287=0G0єBLAO =0 :>6-
=V9 5?>AV V ?@8 CA?VH=><C =02G0==V ?>28==0 AB020B8 <5=H>N. �@8B5@Vє< 
28ABC?0;0  A5@54=L> :204@0B8G=0 ?><8;:0: Mean Squared Error (MSE)     ýÿ = 1� �∑ (  2   )2� =1 ;  

�;O 28@VH5==O ?>AB02;5=>3> 70240==O 28:>@8AB>2C202AO 1030B>H0@>289 
?5@A5?B@>= 7 21 =59@>=V2 C 2EV4=><C H0@V (70 :V;L:VABN :><?>=5=B 2EV4-
=>3> 25:B>@0), ?@8E>20=89 H0@ B0 2 =59@>=8 C 28EV4=><C H0@V (70 :V;L:VA-
BN :><?>=5=B 28EV4=>3> 25:B>@0, B>1B> <0є<> 42V D>@<8 A83=0;C).  
                                                           

 
1 �0=4. B5E=. =0C:, 4>F5=B :0D. �"  �!' V<5=V ". �>=G0@0 
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�;O 7=0E>465==O >?B8<0;L=>W :V;L:>ABV =59@>=V2 C ?@8E>20=><C 
H0@V ?@>2>48;8AO 5:A?5@8<5=B8. �=0G5==O <V=O;8AO 2V4 8 4> 15 =59@>=V2 C 
H0@V. ' A2>N G5@3C 7<V=N20;8AL DC=:FVW 0:B820FVW - 3V?5@1>;VG=89 B0=35=A 
hypertang B0 AV3<>V4=0 DC=:FVO siglog C ?@8E>20=><C H0@V B0 28EV4=><C 
[2].  

� @57C;LB0BV 7=0945=0 >?B8<0;L=0 :>=DV3C@0FVO 4;O AB2>@N20=>W 
=59@>==>W <5@56V: ?@8E>20=89 H0@ <0є 11 =59@>=V2 V DC=:FVN 0:B820FVW 
siglog, C 28EV4=><C H0@V 28:>@8AB>2CєBLAO DC=:FVO 0:B820FVW - hypertang. 
$57C;LB0B8 =02545=V =0 @8A. 1: 6>2B8< :>;L>@>< ?>7=0G5=V  >GV:C20=V 7=0-
G5==O, 0 G>@=8< 3 >B@8<C20=V, O:V >FV=5=V =59@>==>N <5@565N.  
 

 

$8AC=>: 1 3 "GV:C20=V 7=0G5==O B0 7=0G5==O, >FV=5=V =59@>==>N <5@565N. 

#9D9?V> CBE<?4AP 
1. Fábio M. Soares, Alan M.F. Souza, Neural Network Programming with Java, - 

Birmingham, 2016. -244 p. 2. Matveeva N.A. Using Neural Networks programming on 

Java for solving the problem of signal recognition. - Dnipro: «System technologies», 
2019. -�8?. 1(110). 3S. 124-131  
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'�� 656.2:004 
#5B@5=:> &.�.1, �>402AL:89 #.�.2 

�!���� #"���!���� "%��&��!"%&� �� �"�!�&��!� � 
��$&� � � !�+�&�"2 �"���"2 

�D5:B82=VABL @>1>B8, ?A8E>;>3VG=89 B0 DV78G=89 AB0= 3 F5 
?>:07=8:8, O:V є 2V4>1@065==O< @V2=O :><D>@BC ;N48=8 2 ?@8<VI5==V. 
�V7C0;L=89 :><D>@B 4>AO30єBLAO AC:C?=VABN >:@5<8E, 7=0G=>N <V@>N 
=5GVB:8E, ?>:07=8:V2 >A2VB;5=>ABV, O:V 2?;820NBL >4=5 =0 >4=>3> B0 
<>6CBL 2=5AB8 O: ?>78B82=C, B0: V =530B82=C 2V7C0;L=C A:;04>2C. 
�8O2;5==O >A=>2=8E ?>:07=8:V2 2V7C0;L=>3> A5@54>28I0 B0 >FV=:0 2?;82C 
?>:07=8:V2 >4=5 4> >4=>3> є 0:BC0;L=8< 70240==O< V 2 @>1>BV 28@VHCєBLAO 
70 4>?><>3>N <>45;N20==O =0 >A=>2V =5GVB:8E :>3=VB82=8E :0@B [1]. 

"A=>2=89 ?>:07=8:, O:89 2?;820є =0 @V25=L 2V7C0;L=>3> :><D>@BC 
(Visual comfort) є @V25=L >A2VB;5=>ABV (Light level) (@8A.1), O:89 73V4=> 
AB0=40@BC [2] 4;O 68B;>28E ?@8<VI5=L A:;040є 150 lx. 

 

$8AC=>: 1 3 !5GVB:0 :>3=VB82=0 :0@B0 ?>:07=8:V2 :><D>@B=>W >A2VB;5=>ABV 
C A5@54>28IV Mental Modeler [3] 

$V25=L >A2VB;5=>ABV 70;568BL 2V4 2?;82C B0:8E ?>:07=8:V2 O: 45==5 
A2VB;> (Daylight), HBCG=5 A2VB;> (Artificial light), =54>AB0B=V9 @V25=L 
>A2VB;5=>ABV (Insufficient level), =04<V@=89 @V25=L >A2VB;5=>ABV (Excessive 
level), <>6;82>ABV @53C;N20==O @V2=O HBCG=>W >A2VB;5=>ABV (PWM), 
28O2;5==O @CEC ;N48=8 2 ?@8<VI5==V (Motion detection). ":@V< >A=>2=8E 
?>:07=8:V2 є >:@5<V, O:V 2?;820NBL =0 @V25=L 2V7C0;L=>3> :><D>@BC: 

                                                           

 
1 �>F5=B :0D54@8 �&, :.B.=. &.�.#5B@5=:>, ':@�'�&, )0@:V2 
2 �A?V@0=B :0D54@8 �&, #.�.�>402AL:89, ':@�'�&, )0@:V2 
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>A;V?;5==O, 7C<>2;5=5 V=B5@’є@><, 2?;82>< 45==>3> 01> HBCG=>3> 
>A2VB;5==O (Blindness); 1;8A:02VABL ;0<? (Glare); 2V4?>2V4=VABL ;0<? 
A?5:B@0;L=8< E0@0:B5@8AB8:0< (Spectral characteristic). $V25=L 2V7C0;L=>3> 
:><D>@BC 2?;820є =0 DV78G=89 AB0= ;N48=8 (Physical condition): 
70E2>@N20=VABL (Illness), B@02<0B87< (Injuries), 7V@ ;N48=8 (Human vision), 
?@>4C:B82=VABL (Productivity); B0 ?A8E>;>3VG=89 (Emotional condition) AB0= 
;N48=8: 157A>==O (Insomnia), 4@0BV2;82VABL (Irritability), 0?0BVO (Apathy). 
":@V< 2V7C0;L=>3> :><D>@BC, @V25=L >A2VB;5=>ABV (Light level) A?@8Oє 
1V;LHV9 5=5@3>5D5:B82=>ABV, 7<5=HCNG8 28B@0B8 =0 5;5:B@>5=5@3VN. 

� O:>ABV ?@8:;04C (@8A.2) =02545=> AF5=0@V9 2?;82C =0 DV78G=89 V 
5<>FV9=89 AB0= ;N48=8 A?5:B@0;L=8E E0@0:B5@8AB8: ;0<?. �V4?>2V4=VABL 
;0<? A?5:B@0;L=8< E0@0:B5@8AB8:0< ?>78B82=> 2?;820є =0 @V25=L 
2V7C0;L=>3> :><D>@BC, 5<>FV9=>3> B0 DV78G=>3> AB0=C ;N48=8, I> 
?@>872>48BL 4> 71V;LH5==O ?@>4C:B82=>ABV, :@0I>3> 7>@>2>3> A?@89=OBBO 
V=D>@<0FVW. �8A>:89 @V25=L 2V7C0;L=>3> :><D>@BC ?@872>48BL 4> 7=865==O 
B0:8E =530B82=8E 5D5:BV2 O: 1;8A:02VABL, B@02<0B87<, 70E2>@N20=VABL, 
@>74@0B>20=VABL, 157A>==O, 0?0BVO. 

 

$8AC=>: 2 3 �?;82 ?>:07=8:0 A?5:B@0;L=8E E0@0:B5@8AB8: ;0<? =0 DV78G-
=89 V 5<>FV9=89 AB0= ;N48=8 

#9D9?V> CBE<?4AP 
1. Kosko B. Fuzzy cognitive map. Int. J. Man-Machine Studies. 1986, 24, pp.65-75. 

2. ��! �.2.5-282018. #@8@>4=5 V HBCG=5 >A2VB;5==O. �84. >DVF. �8W2: �5@602=5 
?V4?@8є<AB2> «':@0@E1C4V=D>@<», 2018. 133A. 3. MentalModeler URL: 

http://www.mentalmodeler.org/ (Last accessed: 29.09.20) 
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'�� 004.93 
%C11>BV= %.".1 

���!�+�!!3 �"���0!"+'&&Є��) ��,�� ��3 #"�'�"�� 
$"�#��!����0!�) &� ����!"%&�+!�)  "����� 

#@8 ?>1C4>2V 4V03=>AB8G=8E B0 @>7?V7=020;L=8E <>45;59 70 
?@5F545=B0<8, I> E0@0:B5@87CNBLAO 25;8:>N :V;L:VABN >7=0:, 28=8:0є 
?@>1;5<0 A:>@>G5==O @>7<V@=>ABV 40=8E, I> ?>;O30є C 70<V=V 28EV4=>3> 
>?8AC ?@5F545=BV2 >?8A>< <5=H>W @>7<V@=>ABV.  

"4=8< 7 <>6;828E H;OEV2 7<5=H5==O @>7<V@=>ABV >?8AC 40=8E є 
;>:0;L=>GCBBє25 35HC20==O [132].  5B>48 ?>1C4>28 ;>:0;L=>GCBBє28E 
35HV2 [132], O: ?@028;>, 28<030NBL 4>A8BL B@820;8E @>7@0EC=:V2, >A:V;L:8 
�@C=BCNBLAO =0 ?5@51>@V 28?04:>28E ?5@5B2>@5=L. 

 5B0 @>1>B8 ?>;O30;0 C AB2>@5==V <5B>4C >1G8A;5==O 
;>:0;L=>GCBBє28E 35HV2, 2V;L=>3> 2V4 =54>;V:V2 2V4><8E <5B>4V2. 

#@>?>=>20=89 <5B>4 ?5@5410G0є 287=0G5==O 35HC 4;O s-3> 
5:75<?;O@0 281V@:8 },{ s

j

s
xx ý  j= 1, 2, ..., N, 45 s

jx  3 7=0G5==O j-W 2EV4=>W 

>7=0:8 s-3> 5:75<?;O@0 s
x , N 3 :V;L:VABL 2EV4=8E >7=0:, 70 D>@<C;>N: 

õ
ý

ý
N

j

s

jj

s
xwx

1
*

, 

45 
jw  3 203>289 :>5DVFVє=B 4;O j-W >7=0:8, I> 287=0G0єBLAO B0:8< 

G8=><. 
�B0? 0. �;O 7040=>W 281V@:8 A?>AB5@565=L <x, y>, },{},{ ss

yyxx ýý  

s = 1, 2, ..., S, 45 s
y  3 7=0G5==O 28EV4=>W >7=0:8 5:75<?;O@0 s

x , B0 7040=>3> 

<0:A8<0;L=> ?@8?CAB8<>3> 7=0G5==O ?><8;:8 ó0 õ <<S =>@<C20B8 
7=0G5==O >7=0:, 2V4>1@0782H8 WE =0 V=B5@20; [0, 1]:  

÷
ø
ö÷

ø
ö ÷

ø
ö÷

ø
ö ý

ýýý
}{min}{max}{min

,..,2,1,..,2,1,..,2,1

s

i
Ni

s

i
Ni

s

i
Ni

s

j

s

j xxxxx . 

�B0? 1. �87=0G8B8 3@0=8G=C :V;L:VABL @V2=8E 70 4>268=>N 
V=B5@20;V2 Q, =0 O:V @>71820NBLAO 4V0?07>=8 7=0G5=L >7=0:: Q = max{
ù ùS2log , min{S, 2K}}. �;O CAVE j =1, 2, ..., N ?@89=OB8 :V;L:VABL V=B5@20;V2, 

                                                           

 
1 4.B.=., 702V4C20G :0D54@8 #@>3@0<=8E �0A>1V2, !0FV>=0;L=89 '=V25@A8B5B "�0?>-
@V7L:0 ?>;VB5E=V:0" 
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=0 O:V @>71820єBLAO 4V0?07>= 7=0G5=L j-W >7=0:8, .QQ j ý  

�B0? 2. �;O :>6=>W j-W >7=0:8, j =1, 2, ..., N 28:>=0B8 ?. 2.132.4. 
2.1. $>718B8 4V0?07>= 7=0G5=L j-W >7=0:8 =0 

jQ  @V2=8E 70 4>268=>N 
V=B5@20;V2; 

2.2. �87=0G8B8 4;O q-3> V=B5@20;C 7=0G5=L j-W >7=0:8, q=1, 2, ..., 
jQ : 

3 :V;L:VABL 5:75<?;O@V2 k-3> :;0AC, I> ?>B@0?8;8 4> =L>3> qj

kS
, , 

k = 1, 2, ..., K, 45 K 3 :V;L:VABL :;0AV2. 
3 ?><8;:C 4;O :>6=>3> q-3> V=B5@20;C 7=0G5=L j-W >7=0:8: 

õ õ
ý ûý

ùóóóóý
S

s

S

sp

psp

j

s

jqj yyqQxqQxE
1 1

, },01,01|1{ . 

2.3. �87=0G8B8 AC<0@=C ?><8;:C 4;O CAVE V=B5@20;V2 j-W >7=0:8: 

õ
ý

ý
jQ

q

qjj EE
1

,
 

2.4. /:I> ?><8;:0 4;O CAVE V=B5@20;V2 j-W >7=0:8 
jE  є ?@89=OB=>N (

õójE ), B> A:>@>B8B8 :V;L:VABL V=B5@20;V2 j-W >7=0:8 C 420 @078, 

2AB0=>282H8 ù ù2/jj QQ ý , 9 ?5@59B8 4> ?. 2.1, C V=H><C 28?04:C 3 
?>25@=CB8 ?>?5@54=є @>718BBO 4V0?07>=C j-W >7=0:8. 

3. �87=0G8B8 @0=38 >7=0: jr  C ?>@O4:C 71V;LH5==O 
jQ : G8< 1V;LH5 

jQ , B8< <5=H5 @0=3 j-W >7=0:8. �;O >7=0: 7 >4=0:>28<8 7=0G5=8O<8 
jQ  

52@8AB8G=> 1C45<> 22060B8 1V;LH 206;82>N BC, O:0 V=482V4C0;L=> є 1V;LH 
7=0G8<>N 4;O 28EV4=>W 7<V==>W, 01> >7=0:C 7 <5=H8< =><5@><. 

4. �AB0=>28B8 2038 >7=0:: 

jrN

j
Nj

j Qw


ý
÷
ø
ö÷

ø
öý }{max

,...,2,1
 01> 

j

j
Nj

rN

Q

jw



úú
ù

úú
ù

÷
÷
ø

ö
÷
÷
ø

ö
ý ý

}{maxlog
,...,2,1

2

2 . 

#9D9?V> CBE<?4AP 
1. Tsai Yi-Hsuan, Yang Ming-Hsuan Locality preserving hashing. IEEE International 

Conference on Image Processing (ICIP). 2014. P. 298832992. 

doi:10.1109/ICIP.2014.7025604. 2. Gionis A., Indyk P., Motwani R. Similarity Search 

in High Dimensions via Hashing. Proceedings of the 25th Very Large Database (VLDB) 

Conference, 1999. P. 5183529. 
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'�� 004.891 
&C;5=:>2 �.�1, #0@E><5=:> �.�. 2 

#",'� �%"*��&��!�) #$���� ��3 %�%&� � 
�" �,!0"� ��&" �&���*�� MYHOME 

$>728B>: V=D>@<0FV9=8E B5E=>;>3V9, 7@>AB0==O >1AO3V2 40=8E, 
=5AB0G0 D0EV2FV2 7 0=0;V7C 40=8E A?@8G8=ONBL ?>O2C =>28E 0=0;VB8G=8E 
V=AB@C<5=BV2, 7>:@5<0 4;O 30;C7V �=B5@=5BC @5G59 (IoT) [1]. %L>3>4=V 
B5E=>;>3VW IoT 7=0G=> @>7H8@NNBL <>6;82>ABV 71>@C, 0=0;V7C B0 
?>H8@5==O 40=8E, O:V ;N4AB2> <>65 ?5@5B2>@8B8 =0 V=D>@<0FVN B0 
7=0==O. !09G0ABVH5 ?>=OBBO IoT =5@>7@82=> ?>2'O70=5 7 G8<>AL 
«@>7C<=8<»: $>7C<=89 1C48=>:, $>7C<=89 B@0=A?>@B, $>7C<=5 <VAB>, 
$>7C<=5 28@>1=8FB2> V B.4. 

%8AB5<0< B8?C $>7C<=89 1C48=>: ?@8B0<0==0 ?>ABV9=0 35=5@0FVO 
25;8:8E >1’є<V2 40=8E 7 ?>40;LH8< 0=0;VB8G=8< ?>40==O< B0 
@>7?V7=020==O< :>@8A=8E ?>4V9 4;O C4>A:>=0;5==O 0;3>@8B<V2 C?@02;V==O 
B0 ?@89=OBBO @VH5=L C <091CB=L><C [2]. &8< =5 <5=H, =0 AL>3>4=VH=V9 
45=L C 7040GV 0=0;V7C 40=8E =091V;LH B@C4><VAB:8< ?@>F5A>< є >G8I5==O 
40=8E 2V4 HC<V2 V ?@028;L=5 ?@54AB02;5==O >45@6C20=8E 40=8E 7 A8AB5<8 
4><0H=L>W 02B><0B870FVW.  

/: ?>:070;8 ?@>2545=V 4>A;V465==O, 4;O @>1>B8 A 40=8<8 2 A8AB5<V 
4><0H=L>W 02B><0B870FVW MyHome 2V4 :><?0=VW Legrand 28:>@8AB>2CєBLAO 
>DVFV9=5 ?@>3@0<=5 70157?5G5==O (#�) 4;O 71>@C 40=8E. *5 #� 
?V4’є4=CєBLAO 4> H8==>W A8AB5<8 MyHome [3] 70 4>?><>3>N H;N7V2 
(Mh200, F452, F453AV) 01> USB-H;N7C (L4686SDK scs-open) B0 
2V4>1@060є :><0=48, I> 2V41C20NBLAO C A8AB5<V. �0 4>?><>3>N FL>3> 
70157?5G5==O <>6;82> ?5@53;O40B8 40=V, O:8<8 >1<V=NNBLAO ?@8AB@>W 
A8AB5<8, B0 2V4>1@060B8 WE C :>=A>;V. �82545==O :><0=4 ?@8AB@>W2 
4>72>;Oє B5E=VG=><C D0EV2FN 0=0;V7C20B8 ?>4VW 4;O 28@VH5==O B5E=VG=8E 
?@>1;5< 01> 7030;L=>3> 0=0;V7C @>1>B8 ?@8AB@>W2. 

#� 4;O 0=0;V7C 40=8E - F5 A?5FV0;L=> @>7@>1;5=89 :><?;5:A 
?@>3@0<, O:89 <VAB8BL C A>1V 25;8:C :V;L:VABL <>4C;V2, I> 2V4B2>@NNBL 
<0B5<0B8G=V <>45;V <5B>4V2 B0 0;3>@8B<V2 0=0;V7C 40=8E, 7>:@5<0 ?>HC:C 
0A>FV0B82=8E ?@028;. #@8:;040<8 B0:>3> #� є KNIME, Orange 3, Weka, 
NodeXL B0 V=HV. 

�;O 0=0;V7C A?5F8DVG=8E 40=8E A8AB5<8 MyHome =5 

                                                           

 
1 �A?V@0=B :0D54@8 ?@>3@0<=8E 70A>1V2 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 �.B.=., 4>F. :0D54@8 ?@>3@0<=8E 70A>1V2 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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28:>@8AB>2CєBLAO 6>4=5 #�, B><C 0=0;V7 B0 28:>@8AB0==O VA=CNG>3> 
?@>3@0<=>3> 70157?5G5==O 4;O 0=0;V7C 40=8E A8AB5<8 MyHome є 
0:BC0;L=>N 7040G5N. �;O 28@VH5==O FVєW 7040GV 1C;> @>73;O=CB> B0 
>?8A0=> AB@C:BC@C :><0=4 A8AB5<8 MyHome B0 70?@>?>=>20=> <>6;825 
?@54AB02;5==O F8E 40=8E, I> 4>72>;Oє @>74V;8B8 =5?5@5@2=V B@0=70:FVW 
A8AB5<8 =0 ?@><V6:8 70 Є2@>?59A:8<8 G0A>28<8 =>@<0<8, ?VA;O G>3> 
?@>25AB8 ?>HC: 0A>FV0B82=8E ?@028;.  

�C;> 28:>=0=> ?V4:;NG5==O 4> A8AB5<8 MyHome B0 71V@ :><0=4 
A8AB5<8 2 @50;L=><C G0AV 7 ?>40;LH>N >1@>1:>N B0 V<?>@B>< 40=8E C #� 
Orange3 4;O ?>HC:C 0A>FV0B82=8E ?@028;. *O A8AB5<0 7 2V4:@8B8< 
28EV4=8< :>4>< =040є ?>BC6=89 V=AB@C<5=B0@V9 4;O 2V7C0;V70FVW B0 0=0;V7C 
40=8E. �=B5;5:BC0;L=89 0=0;V7 40=8E ?@>2>48BLAO H;OE>< 2V7C0;L=>3> 
?@>3@0<C20==O V 70 4>?><>3>N Python AF5=0@VW2.  >4C;L Frequent Itemset 
4>72>;Oє >1@0B8 <V=V<0;L=C ?V4B@8<:C :><0=4 C 2V4A>B:0E 4;O 
2V4>1@065==O B0 284V;8B8 :V;L:VABL ?>2B>@5=L 2V4 7030;L=>W B@0=70:FVW 
(?>HC: 2AVE =09?>H8@5=VH8E =01>@V2 5;5<5=BV2).  >4C;L Association Rule 
4>72>;Oє 28:>=0B8 =0;0HBC20==O <V=V<0;L=>W ?V4B@8<:8, <V=V<0;L=>W 
4>AB>2V@=>ABV B0 :V;L:>ABV 35=5@0FVW ?@028;. 

%B2>@5==O 72’O70=8E V=B53@0FV9 V7 71>@>< 40=8E B0 ?>B>G=8< 
V<?>@B>< C #� 4>72>;8BL ?@8A:>@8B8 ?@>F5A8 >1@>1:8 B0 0=0;V7C 40=8E 
4;O 35=5@0FVW 0A>FV0B82=8E ?@028;, I> 4>?><>6CBL 28@VHC20B8 7040GV 
?>HC:C 70:>=><V@=>AB59 ?@8 DC=:FV>=C20==V A8AB5<8 4;O =040==O 
@5:><5=40FV9 :>@8ABC20GC I>4> ?8B0=L @5AC@A>715@565==O B0 >?B8<V70FVW 
0;3>@8B<V2 C?@02;V==O A8AB5<>N.  

#9D9?V> CBE<?4AP 
1. The future of data & business analytics 3 7 things to expect. �=B5@=5B-@5AC@A: 
http://clicdata.com/blog/future-of-data-analytics. 2. Ridzuan F., Zainon W. M. N. W. A 

Review on Data Cleansing Methods for Big Data //Procedia Computer Science. 3 2019. 

3 &. 161. 3 %. 731-738. 3. Home automation systems. �=B5@=5B-@5AC@A: 
https://www.legrand. co.uk/products/user-interface/home-automation. 4. Open source 

machine learning and data visualization. �=B5@=5B-@5AC@A: https://orange.biolab.si 
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'�� 004.272.26: 004.272.34: 519.876.5 
,52G5=:> %. �.1 

("$ '��!!3 �$)�&��&'$� ��$&'��0!"� %�%&� � 
"�$"��� ��!�) � %�$��"��-� ) �$!�) "�+�%��!0 

�C@E;8289 @>728B>: 70A>1V2 B5;5:><C=V:0FV9, :><?’NB5@=8E <5@56, 
B5E=>;>3V9 E<0@=8E >1G8A;5=L 7>A5@546CNBL C203C A8AB5<=8E 0=0;VB8:V2 
B0 @>7@>1=8:V2 ?@8:;04=8E A8AB5< >1@>1:8 40=8E =0 2A5 1V;LH><C 
28:>@8AB0==V >1G8A;N20;L=8E @5AC@AV2 2V@BC0;L=8E A8AB5<. �D5:B82=VABL 
B0:8E @VH5=L ?@>O2;OєBLAO C =040==V 4>ABC?C =0 G0A ?@>2545==O >1@>1:8 
40=8E 4> @5AC@AV2 ACG0A=8E 28A>:>?@>4C:B82=8E :><?’NB5@=8E A8AB5< 7 
?>B@V1=8< 2AB0=>2;5=8< A8AB5<=8< B0 ?@8:;04=8< ?@>3@0<=8< 
70157?5G5==O< 7 2V4H:>4C20==O< 28B@0B BV;L:8 70 G0A 28:>@8AB0==O 
@5AC@AV2 [1]. 

�@0E>2CNG8 ?>B@518 70<>2=8:V2 28:>=0==O ?@>F54C@ >1@>1:8 
40=8E, <>6=0 >1@0B8 0@EVB5:BC@C 2V@BC0;L=>W A8AB5<8, O:0 =091V;LH B>G=> 
2V4?>2V40є 28<>30< >1@>1:8 B0 >1@0=8< :@8B5@VO< 5D5:B82=>ABV, O:V 
287=0G0NBL O:VABL @VH5==O, I> ?@89<0єBLAO, B0 9>3> ABC?V=L 2V4?>2V4=>ABV 
7 <V=V<0;L=8<8 28B@0B0<8. 

�@8B5@VW 5D5:B82=>ABV <>6CBL 1CB8 ?@54AB02;5=V ?>:07=8:0<8 G0AC 
>1@>1:8 40=8E, 20@BVABN ?>A;C3, I> 70<>2;ONBLAO, >1AO30<8 ?>B@V1=8E 
@5AC@AV2 2V@BC0;L=>W :><?’NB5@=>W A8AB5<8, 3>B>2=VABN A8AB5<8 >1@>1:8 
4> @50;V70FVW >1G8A;5=L 2 <><5=B 725@B0==O, =04V9=VABN 28:>=0==O 
>1G8A;5=L, >1AO30<8, 20@BVABN V G0A>< 715@V30==O 40=8E 70<>2=8:V2 B0 V=. 

!0O2=VABL 45:V;L:>E :@8B5@VW2 5D5:B82=>ABV ?@89=OBBO @VH5=L I>4> 
281>@C ?@>20945@0 ?>A;C3 E<0@=>W >1@>1:8 ?>B@51Cє 70AB>A>2C20B8 
0;3>@8B<8 B0 ?@>F54C@8 1030B>:@8B5@V0;L=>W >?B8<V70FVW, WE 
>1�@C=BC20==O 7 D>@<C20==O< ?V4<=>68= #0@5B>->?B8<0;L=8E @VH5=L, 
28:>@8AB>2C20B8 <5B>48 ?>@V2=O;L=>3> 0=0;V7C 7 287=0G5==O< A8AB5<8 
H:0; B0 >FV=>: ?>B>G=8E @VH5=L, I> 28<030є @>7@>1:C ?52=8E 
V=D>@<0FV9=8E B5E=>;>3V9 O: C=V25@A0;L=>3> 70AB>AC20==O, B0: V 
A?5FV0;L=>3>, ?@87=0G5=>3> 4;O 28@VH5==O 7040G >1@0=>W ?@54<5B=>W 
>1;0ABV.  

�8=0<VG=VABL 7<V= ?>B@51 2V@BC0;L=>W >1@>1:8 40=8E, 4>A8BL 28A>:V 
?>:07=8:8 3>B>2=>ABV 2V@BC0;L=8E >1G8A;N20;L=8E 70A>1V2 2V4 @V7=8E 
?@>20945@V2, WE 4>AB0B=L> 28A>:0 5D5:B82=VABL B0 <>6;82VABL  >?5@0B82=>W 
20@V0FVW >1AO30<8 @5AC@AV2, I> 28:>@8AB>2CNBLAO ?V4 G0A >1@>1:8 =0 

                                                           

 
1 �.B.=., ?@>D5A>@ :0D54@8 #��&' !&' «)#�» 
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?5@H5 <VAF5 A5@54 28<>3 4> ?@>F54C@ D>@<C20==O @VH5=L AB02;OBL WE 
H284:VABL 28:>=0==O B0 ?@>4C:B82=VABL. 

#>?5@54=V9 281V@ 1060=8E 20@V0=BV2 0@EVB5:BC@8 <>65 1CB8 
28:>=0=> 7 28:>@8AB0==O< =5GVB:>W ;>3V:8 [2].  �030B>:@8B5@V0;L=89 0=0;V7 
0;LB5@=0B82 A:;040єBLAO 2 C?>@O4:C20==V 5;5<5=BV2 <=>68=8 20@V0=BV2 
0@EVB5:BC@8 ?>1C4>28 A8AB5<8 >1@>1:8 40=8E 70 >1@0=8<8 :@8B5@VO<8. *O 
?@>F54C@0 4>72>;Oє 7=0G=> 7<5=H8B8 @>7<V@=VABL 7040GV, I> 
@>73;O40єBLAO. �;5 4;O ?>40;LH>3> 1V;LH 45B0;L=>3> 0=0;V7C ?>B@V1=> 
28:>@8AB>2C20B8 <>45;V B0 ?@>F54C@8 <0B5<0B8G=>3> ?@>3@0<C20==O.  

� FV;><C 7040G0 281>@C ?@>20945@0 E<0@=8E >1G8A;5=L 7 
@>7?>4V;>< >1AO3V2 @>1VB >1@>1:8 40=8E <>65 1CB8 ?@54AB02;5=0 
<0B5<0B8G=>N <>45;;N 48A:@5B=>3> ?@>3@0<C20==O 7 25:B>@=8< 
:@8B5@Vє< =0ABC?=>3> 283;O4C.  

�;O 2V4><>3> =0 <><5=B G0AC t ?>B>G=>3> AB0=C A8AB5<8 Si(t), 
7=0G5=L 25:B>@C 40=8E X, I> :>=B@>;NNBLAO 2 A8AB5<V C?@02;V==O, 
=5>1EV4=> 7=09B8 7=0G5==O 25:B>@C C?@02;V==O Y, O:89 70157?5GCє 
?>B@V1=C 7<V=C AB0=C A8AB5<8 Sk(t) 7 5:AB@5<0;L=8< 7=0G5==O< 25:B>@=>3> 
:@8B5@VN 5D5:B82=>ABV 2 @50;L=><C G0AV: F(X, Y, Si(t))→extr, Si(t) → Sk(τ), τ 
>t. 

#>:070=>, I> D>@<0;V70FVO =02545=8E A?V22V4=>H5=L 4;O 7040G 
281>@C 0@EVB5:BC@8 2V@BC0;L=>W A8AB5<8 >1@>1:8 40=8E 2 E<0@=><C 
A5@54>28IV 4>72>;Oє AD>@<C20B8 :;0A8 <>45;59, =0 >A=>2V O:8E <>6CBL 
1CB8 >B@8<0=V @VH5==O, I> 2V4?>2V40NBL ?>AB02;5=8< FV;O< B0 :@8B5@VO<. 
�87=0G5==O Vє@0@EVW :@8B5@VW2 4>72>;Oє ?@>2>48B8 A5@VN @>7@0EC=:V2, 
@57C;LB0B8 O:8E <>6CBL 28:>@8AB>2C20B8AO 4;O D>@<C20==O 0@EVB5:BC@8 
2V@BC0;L=>W A8AB5<8 >1@>1:8 40=8E 2 A5@54>28IV E<0@=8E >1G8A;5=L  

#9D9?V> CBE<?4AP 
1. Amazon EC2. $568< 4>ABC?C: https://aws.amazon.com/ru/ec2/ (40B0 725@=5==O: 
15.04.2019). 2. #>48=>2A:89 �. �. #0@5B>->?B8<0;L=K5 @5H5=8O <=>3>:@8B5@80-
;L=KE 7040G. / �. �. #>48=>2A:89, �. �. !>38=. 3  .: !0C:0, 1982 3 464 A. 
3. ,52G5=:> %.�. "1�@C=BC20==O ?>?5@54=L>3> 281>@C 0@EVB5:BC@8 A8AB5<8 >1@>-
1:8 40=8E 7 28:>@8AB0==O< =5GVB:>W ;>3V:8 / %. �. ,52G5=:>, �. ". �C620, �. �. 
 0;8H, I. ..  >@:20. //  �VA=8: !&' «)#�». %5@VO: %8AB5<=89 0=0;V7, C?@02;V==O 
B0 V=D>@<0FV9=V B5E=>;>3VW. 3 )0@:V2 : !&' «)#�», 2019. 3 7 2 (2019). 3 %. 81-87. 

 

https://aws.amazon.com/ru/ec2/
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4 %��*�3 «�!("$ �*��!� &�)!"�"��� � #$"��&'��!!� &� 
��$"�!�*&�� ����&$"!!�) �#�$�&��» 

'�� 004.89 
�0@3V= �.".1, �20=N: ".�.2 

#$��%&����!!3 ��$&"�$�(�+!�) �!�!0 #$" "&"+�!!3 
�  "���3) �"�!�&��!"� $"�"&"&�)!��� 

�8@VH5==O ?@>1;5<8 =02V30FVW @>7C<=>W 02B>=><=>W <0H8=8 ($� ) 
?@54AB02;OєBLAO C 283;O4V =5?5@5@2=>3> F8:;VG=>3> 28@VH5==O G>B8@L>E 
7040G: A?@89=OBBO B0 >1@>1:8 V=D>@<0FVW ?@> >B>G5==O, ?>1C4>28 :0@B8 B0 
A0<>;>:0;V70FVW =0 =V9, ?;0=C20==O <0@H@CBC @CEC, C?@02;V==O 
?5@5<VI5==O< ?> <0@H@CBC. )0@0:B5@ >B>G5==O B0 ?>G0B:>28E 7=0=L ?@> 
=L>3>, A5=A>@=8E A8AB5<, >1G8A;N20;L=8E <>6;82>AB59 287=0G0NBL 
<5B>48:C 28@VH5==O 707=0G5=8E 7040G. "4=8< V7 26820=8E B0 
?5@A?5:B82=8E ?V4E>4V2 4> 28@VH5==O ?@>1;5<8 =02V30FVW 2 @0<:0E 
:>3=VB82=>W @>1>B>B5E=V:8 є ?V4EV4 A8BC0FV9=>3> C?@02;V==O, 70A=>20=89 
=0 =5GVB:8E A8AB5<0E [1]. � @0<:0E A8BC0FV9=>3> C?@02;V==O 7=0==O $�  
?@> FV;V B0 <0@H@CB8 @CEC, @>1>GV9 ?@>ABV@, 2;0A=5 ?>;>65==O V AB@0B53VW 
C?@02;V==O ?@54AB02;ONBL C 283;O4V <=>68= D0:BV2 B0 ?@028;. &0:, 
7>:@5<0 206;828< є ?@54AB02;5==O :0@B>3@0DVG=8E 7=0=L $�  ?@> 
>B>G5==O. 

�0@B>3@0DVG=V 7=0==O 2V4V3@0NBL :;NG>2C @>;L C 28@VH5==O 7040GV 
?;0=C20==O <0@H@CBC @CEC. �>;8 :0@B0 >B>G5==O є 70740;53V4L 2V4><>N, 
@>73;O40NBL ?;0=C20==O 3;>10;L=>3> <0@H@CBC. �;O FL>3> 70AB>A>2CNBL 
@V7=V <5B>48 3;>10;L=>3> ?;0=C20==O, 7>:@5<0 4V03@0<8 �>@>=>3>, 3@0D8 
2848<>ABV, HBCG=V ?>B5=FV9=V ?>;O, :;VB8==C 45:><?>78FVN B>I> [2]. 
�=0G=0 G0AB8=0 F8E <5B>4V2 =0 >A=>2V 2V4><>W :0@B8 >B>G5==O 1C4Cє 3@0D 
<>6;828E H;OEV2 @CEC, 4> O:>3> <>6=0 70AB>AC20B8 ?>HC:>2V 0;3>@8B<8 
4;O 287=0G5==O >?B8<0;L=8E 70 ?52=8< :@8B5@Vє< <0@H@CBV2. 

!0 @8A. 1 =02545=> ?@8:;04 70AB>AC20==O 0;3>@8B<C 25@B8:0;L=>W 
:;VB8==>W 45:><?>78FVW 4> :0@B8 HBCG=>3> >B>G5==O B0 >B@8<0=89 3@0D 

                                                           

 
1 4.B.=., 702V4C20G :0D54@8 V=D>@<0FV9=8E B5E=>;>3V9 ':@0W=AL:>3> 45@602=>3> 
C=V25@A8B5BC 70;V7=8G=>3> B@0=A?>@BC 
2 0A?V@0=B :0D54@8 V=D>@<0FV9=8E B5E=>;>3V9 ':@0W=AL:>3> 45@602=>3> C=V25@A8-
B5BC 70;V7=8G=>3> B@0=A?>@BC 
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<>6;828E H;OEV2 @CEC (4>@>6=N :0@BC). 
�@0D <>6;828E H;OEV2 @CEC 4;O 28:>@8AB0==O C <>45;OE 

A8BC0FV9=>3> C?@02;V==O <>6=0 ?@54AB028B8 C 283;O4V =01>@C 7 n =5GVB:8E 
?@028;. �030;L=89 283;O4 B0:8E :0@B>3@0DVG=8E 7=0=L C 283;O4V ?@028;: 

_: CF_ CF_  cf_ 1;

1,2,..., ; 1,2,..., ; 1,2,..., .
i j

map sat sat

p LM LM Out dir
is high is high

p n i m j k

ý
ý ý ý

f f fR IF and THEN

 

 

$8AC=>: 1 3 #@8:;04 @>1>B8 0;3>@8B<C 25@B8:0;L=>W :;VB8==>W: 45:><?>-
78FVW 4) 28EV4=0 :0@B0 >B>G5==O; 5) @>718BBO >B>G5==O =0 :;VB8=8 (?>:070-
=> <0@H@CB 2V4 AB0@B>2>W B>G:8 4> FV;V @CEC, >B@8<0=89 70 4>?><>3>N 

?>HC:C 2 H8@8=C); 6) 3@0D H;OEV2 @CEC 

' ?>;V IF ?@028;> <VAB8BL 2:07V2:C =0 ?52=C B>G:C (<0@:5@, LM) 
?@>AB>@C LMi (C 283;O4V D0:BC 

iLM
f ) B0 =0 V=HC B>G:C ?@>AB>@C LMj (C 

283;O4V D0:B0-AC?CB=8:0 
j

sat

LM
f ), 7 O:>N 157?>A5@54=L> ?>2’O70=0 B>G:0 

LMi. &0:5 ?@028;> <>65 1CB8 0:B82V7>20=> BV;L:8 2 B><C 28?04:C, :>;8 
2V4?>2V4=V >1>< D0:B0<, ;V=32VAB8G=V 7<V==V (CF), I> >?8ACNBL WE D0:B>@8 
2?52=5=>ABV ?@89<0NBL 7=0G5==O high. &0:, D0:B8, ?><VI5=V 2 ?>;5 IF, 
>?8ACNBL @51@> =0 3@0DV <>6;828E H;OEV2 @CEC, 0 AC:C?=VABL CAVE ?0@ 
D0:BV2 7 ?>;V2 IF <=>68=8 :0@B>3@0DVG=8E ?@028; є 28:;NG=8< ?5@5;V:>< 
@515@ 3@0DC <>6;828E H;OEV2 @CEC. 

� ?>;V THEN <VAB8BLAO 2:07V2:0 =0 V45=B8DV:0B>@ 28W7=>W 4>@>38, 
I> ?>2’O7Cє LMi 7 LMj (C 283;O4V D0:B0-AC?CB=8:0 _

sat

Out dir
f ). *59 

V45=B8DV:0B>@ E0@0:B5@87Cє =0?@O<>: @CEC, =0?@8:;04, C 28?04:C @CEC ?> 
?@O<>:CB=><C ;01V@8=BC 2V= <>65 ?@89<0B8 7=0G5==O 7 <=>68=8 {CV6AVK, 
EIV8, CV689Aь, ;4IV8}, 0 2 1V;LH 7030;L=><C 28?04:C 3@04CA=C <V@C 
2V4E8;5==O 70 ?52=>N (3;>10;L=>N 01> ;>:0;L=>N A8AB5<>N :>>@48=0B). 
/:I> ?@028;> є 0:B82V7>20=8<, D0:B>@C 2?52=5=>ABV D0:B0-AC?CB=8:0 

_
sat

Out dir
f  =040єBLAO ?>78B82=5 7=0G5==O (=0 F5 2:07Cє +1), 25;8G8=0 O:>3> 
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287=0G0єBLAO =0 >A=>2V =5GVB:>3> 282>4C 70 <>45;;N &0:03V-%C35=>. 

#9D9?V> CBE<?4AP 
1. Kargin, A., Panchenko, A., Ivaniuk, O. Motion Control of Smart Autonomous Mobile 

System Based on the Perception Model: ICTE ToL 2019. Lecture Notes in Intelligent 

Transportation and Infrastructure: / Ginters E. et al. Springer, Cham, 2020. 

doi.org/10.1007/978-3-030-39688-6_20. 2. Siegwart, R. et al. Introduction to 

Autonomous Mobile Robots, 2011. 

'��  
 0;89 "... 1, (0@0D>=>2 "...1, (C@<0=>20 !.�.1 

�!���&�+!�� "��3� #$�%&$"�� &� ��&" �&�+!�) 
%�%&�  ����"!&��&!"�" �� �$2��!!3 &� #�$�&'$� 

&��� 

#@8 ?>H8@5==V :>@>=02V@CA=>W V=D5:FVW COVID-19 H8@>:5 
70AB>AC20==O 7=09H;8 157:>=B0:B=V (V=D@0G5@2>=V) 3@04CA=8:8, O:V <0NBL 
157;VG ?5@5203. "A>1;82> 3>AB@> ?>AB0;> ?8B0==O H284:>3> 28<V@N20==O 
B5<?5@0BC@8 BV;0 =0 ?@>?CA:=8E ?C=:B0E ?V4?@8є<AB2 @V7=8E AD5@ 
5:>=><V:8. �>=B0:B=V A?>A>18 28<V@N20==O 4;O 40=>3> 70240==O =5 4C65 
4>1@5 ?V4E>4OBL G5@57 ?>@V2=O=> 28A>:>3> G0AC 28<V@N20==O, I> 2 A2>N 
G5@3C C?>2V;L=Nє ?@>?CA:=>W ?@>F5A =0 ?V4?@8є<AB20E. 

$VH5==O 40=>3> 70240==O =0 @V7=8E ?V4?@8є<AB20E ?@>2>48B8AO 
42><0 A?>A>10<8: @CG=8<8 ?V@><5B@0<8 B5<?5@0BC@8 BV;0 01> 70 
4>?><>3>N 02B><0B87>20=8E ?@>?CA:=8E ?C=:BV2 B5@<><5B@VW BV;0. 

#5@H89 20@V0=B ?5@5410G0є @>1>BC =0 ?@>?CA:=><C ?C=:BV ;N48=8, 
O:0 1C45 ?@>2>48B8 28<V@8, 28:>@8AB>2CNG8 @CG=89 ?V@><5B@. �0=89 
A?>AV1 45H52H89 7 B>G:8 7>@C 20@B>ABV >1;04=0==O, 0;5 <0є @O4 =54>;V:V2. 
� ?5@HC G5@3C, F5 ?5@5410G0є =0O2=VABL 4>40B:>2>3> HB0BC ?@0FV2=8:V2 =0 
?@>?CA:=8E ?C=:B0E. ' 28?04:0E, :>;8 =0 ?V4?@8є<AB20E V B0: 
?5@5410G0єBLAO =0O2=VABL >E>@>=FV2 =0 2E>40E F59 =54>;V: 28@VHCєBLAO 
A0< A>1>N. �@C38< =54>;V:>< 4;O 1V;LH>ABV @CG=8E ?V@><5B@V2 є 
2V4ACB=VABL <>6;82>ABV 02B><0B870FVW >1;V:C ?@>?CA:=>3> @568<C. &@5BV< 
=54>;V:>< є =5>1EV4=VABL :>=B0:BC ?@0FV2=8:0 ?@>2>48BL B5<?5@0BC@=89 
:>=B@>;L 7 ;N48=>N, 4;O O:>3> B5@<><5B@VO ?@>2>48B8AO, I> є =5 A8;L=> 
1060=8< D0:B>@>< 2 C<>20E ?0=45<VW, B><C 28:;8:0є 4>40B:>289 @878: 
                                                           

 
1 :0=4. B5E=. =0C:, 4>F. :0D. �&�� !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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70@065==O ?@0FV2=8:0 ?@>?CA:=>3> ?C=:BC. 
�@C389 20@V0=B @50;V70FVW ?>7102;5=89 707=0G5=8E =54>;V:V2, 0;5 є 

1V;LH 4>@>38< @VH5==O<, 0 B0:>6 4>72>;Oє 2=>A8B8 4>40B:>2C 
?>3@VH=VABL, 2 @07V O:I> ;N48=0, 4;O O:>W ?@>2>48B8<5BLAO B5@<><5B@VO, 
?V4=>A8BL 4> 28<V@=8:0 =5 BC G0AB8=C BV;0, O:0 ?5@5410G5=0 4;O :>=B@>;N. 

"A=>2=8<8 ?>:07=8:0<8 @CG=8E ?V@><5B@V2 є: 
- B>G=VABL 28<V@N20==O; 
- :CB >3;O4C; 
- =0O2=VABL :>=B0:B=>3> 40BG8:0 (B5@<>?0@8) 4;O :0;V1@C20==O; 
- =0O2=VABL ;075@=>3> FV;52:070B5;O; 
- <>6;82VABL 70?8AC D>B> / 2V45> ?@>F5AC 28<V@N20==O; 
- =0O2=VABL V A?>AV1 ?5@540GV 40=8E =0 #�; 
- @5єAB@0FVO B0 CB@8<0==O 40=8E =0 48A?;5W. 
"A=>2=V ?0@0<5B@8 02B><0B87>20=8E A8AB5< B5@<><5B@VW BV;0: 
- B>G=VABL 28<V@N20==O; 
- G0AB8=0 BV;0, 4;O O:>W ?@>2>48BLAO 28<V@N20==O B5<?5@0BC@8; 
- =0O2=VABL, B8? B0 B>G=VABL 40BG8:V2 2V4AB0=V 4> H:V@8 ?@8 

28<V@N20==V; 
- 3010@8B=V @>7<V@8; 
- <>6;82VABL 70?8AC D>B> / 2V45> ?@>F5AC 28<V@N20==O; 
- A?>AV1 ?5@540GV 40=8E =0 #�, 4>40B:>2V V=B5@D59A8 ?5@540GV 

40=8E; 
- =0O2=VABL 72C:>2>W, A2VB;>2>W V=48:0FVW, 48A?;5O 2 :>@?CAV; 
- <>6;82VABL C?@02;V==O BC@=V:5B0<8 V V=H8<8 A8;>28<8 

?@8AB@>O<8 4;O ?@>?CA:C =0 B5@8B>@VN. 
�0O2;5=0 B>G=VABL 28<V@N20==O @CG=8E ?V@><5B@V2 B5<?5@0BC@8 BV;0 

:>;820єBLAO, O: ?@028;>, 2V4 0,02>% 4> 0,2>%, 0;5 @50;L=0 B>G=VABL 7 
C@0EC20==O< 4>72V;L=8E ?0@0<5B@V2 ?5@28==>3> ?5@5B2>@N20G0 
:>;820єBLAO 2 <560E 0,1-0,4°% 2 70;56=>ABV 2V4 O:>ABV 28:>=0==O >?B8G=>W 
A8AB5<8 D>:CAC20==O �+ 28?@><V=N20==O V @>7@O4=>ABV �*#. 

�CB >3;O4C >?B8G=>W A8AB5<8 D>:CAC20==O - ABO3C20=89 :CB, 2 
<560E O:>3> 28<V@N20;L=89 ?@8;04 718@0є ?@><5=8ABC 5=5@3VN =0 >48= 
GCB;8289 5;5<5=B, 01> :CB>20 ?@>5:FVO GCB;82>3> 5;5<5=B0 =0 ?>25@E=N 
>1'є:B0 28<V@N20==O. �0=89 ?0@0<5B@ 3@0є @>;L 4;O <>6;82>W 40;L=>ABV 
?@>2545==O 28<V@N20=L. #@8 25;8:><C :CBV >B@8<CєBLAO 28?@><V=N20==O 
D>:CACєBLAO 7 1V;LH>W ?;>IV, 0 >B65 <>6;82> 70E>?;5==O 
28?@><V=N20==O =5 BV;L:8 7 G0AB8=8 BV;0 0 9 7 =02:>;8H=VE >1'є:BV2 B><C 
28<V@N20;L=5 ?;O<0 ?@8 FL><C 7@>AB0є (@8A.1). 



128 

 

 

$8AC=>: 1 3 #>@V2=O==O 40BG8:V2 7 @V7=8< :CB>< >3;O4C >?B8G=>W A8AB5<8 
D>:CAC20==O 

 >6=0 7@>18B8 28A=>2>:, I> 281V@ B8?C B0 :>=:@5B=>W <>45;V 
157:>=B0:B=>3> B5@<><5B@C 70;568BL 2V4 <5B8 B0 B>G=>ABV 28<V@N20==O. 

#9D9?V> CBE<?4AP 
1. Byrnes, James. Unexploded Ordnance Detection and Mitigation (0=3;.). 4 Springer, 

2009. 4 P. 21422. 4 ISBN 978-1-4020-9252-7. 2. Kim Y.H., Yang I., Bae Y.-S., 

Park S.-R. // BioTechniques. 2008. V. 44. N 4.P. 4953505 

'�� 004.42:621.317.3 
&>G8;V= %.�.1, �5<G5=:>  . .2 

#$"�$� !"-�#�$�&!�� �" #���% ��3 ����&$�+!�) 
�� �$�� !� "%!"�� ARDUINO &� PROCESSING 

$>7@>1:0 ?@>3@0<=>-0?0@0B=8E :><?;5:AV2 (#��) 4;O 5;5:B@8G=8E 
28<V@V2 (��) є 0:BC0;L=>N 7040G5N.  

!0 ACG0A=><C @8=:C 5;5:B@>==8E :><?>=5=BV2 4>ABC?=V 

                                                           

 
1 :0=4. DV7.-<0B. =0C:, 4>F5=B, !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 ABC45=B 3@C?8 �!&-519 , !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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<V:@>:>=B@>;5@=V ?;0B8 Arduino. �E <>6=0 28:>@8AB>2C20B8 O: 0?0@0B=C 
G0AB8=C #�� 4;O ��. �7 FVєN <5B>N ?;0B8 ?@>3@0<CNBL, 7>:@5<0, 70 
4>?><>3>N A:5BGV2 Arduino IDE, O:V 715@V30NBLAO C D09;0E D>@<0BC *.ino. 

' B>9 G0A 4;O AB2>@5==O :@>A?;0BD>@<=8E #�� V7 ?;0B0<8 Arduino 
<>6=0 28:>@8AB>2C20B8 :><?'NB5@=V 4>40B:8, O:V =0?8A0=V =0 <>2V 
?@>3@0<C20==O Processing. 

' 40=V9 @>1>BV 1C2 @>7@>1;5=89 #�� 4;O �� =0 >A=>2V Arduino 
UNO B0 ?@>3@0< %omplex_DAS.ino V Complex_GUI.pde. 

"A=>2=V E0@0:B5@8AB8:8 #��: 
1. �V0?07>= 28<V@C =0?@C38: 0-25 �. 
2. �V0?07>= 28<V@C AB@C<C: 0-3 � (4;O 28<V@C AB@C<C 

28:>@8AB>2C202AO 40BG8: AB@C<C GY-MAX471). 
3. �V0?07>= 28<V@C >?>@C: 0-10 :"<. 
#@>3@0<0 %omplex_DAS.ino 4>72>;O;0 28:>@8AB>2C20B8 Arduino 

UNO O: A8AB5<C 71>@C 40=8E ��. �;O 2V4>1@065==O @57C;LB0BV2 28<V@V2 V 
:5@C20==O @>1>B>N #�� 28:>@8AB>2C202AO 4>40B>: Complex_GUI.pde V7 
3@0DVG=8< V=B5@D59A>< :>@8ABC20G0, @>7@>1;5=89 =0 Processing. �V:=> FVєW 
?@>3@0<8, ?5@54 ?@>2545==O< ��, 7>1@065=5 =0 @8A. 1. 

�8<V@ =0?@C38 B0 ?5@V>48G=5 2V4>1@065==O WW 7=0G5=L C ?>;V 22>4C 
«VOLTMETER, V» ?>G8=02AO ?@8 =0B8A:0==V =0 :=>?:C «MV». 
!0B8A:0==O =0 :=>?:C «MR» ?@82>48;> 4> �� >?>@C B0 2V4>1@065==O 
9>3> 7=0G5=L C ?>;V 22>4C «O METER, OM». ' A2>N G5@3C 0:B820FVO 
:=>?:8 «M�» 70?CA:0;0 �� AB@C<C B0 2V4>1@065==O 9>3> 7=0G5=L C ?>;V 
22>4C «AMPERMETER, A».  

' B>9 G0A ?@8 =0B8A:0==V =0 :=>?:C «MS» 1C4L-O:89 0:B82=89 
?@>F5A 5;5:B@8G=8E 28<V@V2 ?5@5@8202AO, ?@8 FL><C C 2AVE ?>;OE 22>4C 
2AB0=>2;N20;8AO 7=0G5==O «0.000». 

!0 @8A. 2, O: ?@8:;04, 7>1@065=5 2V:=> ?@>3@0<8 Complex_GUI.pde 
C ?@>F5AV �� 5;5:B@8G=>3> AB@C<C. 
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$8AC=>: 1 3 �V:=> ?@>3@0<8 Complex_GUI.pde ?5@54 ?@>2545==O< �� 

 

$8AC=>: 2 3 �V:=> ?@>3@0<8 Complex_GUI.pde ?@8 28<V@V 5;5:B@8G=>3> 
AB@C<C 

!040;V ?5@5410G0єBLAO <>45@=V7C20B8 @>7@>1;5=89 #��, 7>:@5<0, 
@>7H8@8B8 4V0?07>=8 �� =0?@C38 B0 >?>@C. 
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'�� 004.42:303.724.32 
&>G8;V= %.�.1, $81V= �.".2, &>G8;V= �.%.3 

#$"�$� � ��3 #$"%&"�" $��$�%��!"�" �!����' 

#@>AB89 @53@5AV9=89 0=0;V7 (#$�) H8@>:> 28:>@8AB>2CєBLAO ?@8 
>1@>1FV AB0B8AB8G=8E 40=8E. #@>AB0 @53@5AVO - <>45;L, 45 A5@54=є 
7=0G5==O rY  70;56=>W 7<V==>W Y  @>73;O40єBLAO O: DC=:FVO >4=VєW 
=570;56=>W 7<V==>W X , B>1B> F5 @V2=O==O 283;O4C: ø ùXfYr ý . 

$53@5AV9=89 0=0;V7 28:>=CєBLAO, O: ?@028;>, 70 4>?><>3>N 
A?5FV0;L=8E :><5@FV9=8E :><?'NB5@=8E ?@>3@0<, O:V <0NBL 3@0DVG=89 
V=B5@D59A :>@8ABC20G0 (Graphical User Interface - GUI) V 2 1030BL>E 
28?04:0E 6>@AB:> ?@82'O70=V 4> ?52=>W ?;0BD>@<8. 

#@8 FL><C @>7@>1:0 :@>A?;0BD>@<8E :><?'NB5@=8E ?@>3@0< 7 GUI 
4;O #$� є 0:BC0;L=>N ?@>1;5<>N. 

' 40=V9 @>1>BV 70 4>?><>3>N <>28 ?@>3@0<C20==O Java&  1C;0 
@>7@>1;5=0 :@>A?;0BD>@<=0 ?@>3@0<0 DS_Regression 4;O #$� 7 GUI, O:0 
?@8 @>1>BV 28:>@8AB>2C20;0 @V7=V <>45;V @53@5AVW. �=0E>465==O WE 
?0@0<5B@V2 74V9A=N20;>AO 70 4>?><>3>N <5B>40 =09<5=H8E :204@0BV2, 0 
B0:>6 <5B>40 �0CAA0 (?@8 @VH5==V A8AB5< ;V=V9=8E @V2=O=L). 

!0 ?>G0B:C @>1>B8 V7 ?@>3@0<>N 2818@0;0AO <>45;L @53@5AVW 4;O 
0=0;V7C 40=8E. �81V@ 74V9A=N202AO ?@8 2:;NG5==V ?@0?>@FO GUI, =0720 
O:>3> 71V30;>AO 7 =5>1EV4=8< @V2=O==O<. #>BV<, 70 4>?><>3>N <5=N 
«File», 40=V 4;O 0=0;V7C ?><VI0;8AO 2 B01;8FN «Data». $O4:8 FVєW B01;8FV 
B0:>6 <>3;8 70?>2=N20B8AO 40=8<8 4;O X  B0 Y , O:V @>7<VI0;8AO 2 ?>;OE 
22>4C «X» B0 «Y or PV», 70 4>?><>3>N :=>?:8 «Input» (?>;O «X» B0 «Y or 
PV» 28:>@8AB>2C20;8AO V ?@8 ?@>3=>7C20==V 7=0G5=L rY  4;O 2V4?>2V4=8E 
0@3C<5=BV2 X ). �;O 2840;5==O @O4:0, 2AVE @O4:V2 B01;8FV «Data» 
28:>@8AB>2C20;8AO :=>?:8 «Cut Row» V «Clear», 2V4?>2V4=>. %?8A>: GUI 
287=0G02 ABC?V=L n  ?>;V=><V0;L=>W <>45;V @53@5AVW 2 <560E 2V4 1 4> 6. 

�0?CA: >1@>1:8 40=8E 74V9A=N202AO ?@8 =0B8A:0==V =0 :=>?:C 
«Calculate». #@8 FL><C ?@>3@0<0 @>7@0E>2C20;0 :>5DVFVє=B8 @V2=O==O 
@53@5AVW, A5@54=N ?><8;:C 0?@>:A8<0FVW, 0 B0:>6 V=45:A 45B5@<V=0FVW 01> 
:>5DVFVє=B 45B5@<V=0FVW (?@8 n > 1), WE 7=0G5==O 7'O2;O;8AO 2 B01;8FV 
«Coefficients Cn», 0 B0:>6 ?>;OE 22>4C «ME, %» B0 «R^2», 2V4?>2V4=>. 

                                                           

 
1 :0=4. DV7.-<0B. =0C:, 4>F5=B, !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 AB0@H89 28:;040G, !' «�0?>@V7L:0 ?>;VB5E=V:0» 
3 V=65=5@-?@>3@0<VAB, �# «!�� «�A:@0» 
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&0:>6 ?@>3@0<0 4;O 0@3C<5=BC X , O:89 FV:0282 :>@8ABC20G0, 287=0G0;0 
?@>3=>7>20=C 25;8G8=C PV <>45;V, V ?><VI0;0 WW 2 ?>;5 22>4C «Y or PV». 
�@V< B>3>, @>7@0E>2C20;8AO V 7VAB02;O;8AO D0:B8G=5 7=0G5==O B0 :@8B8G=5 
(4;O @V2=O 7=0G8<>ABV 0,05) F-:@8B5@VN (VH5@0. $57C;LB0B 7VAB02;5==O 
7'O2;O2AO 2 ?>;V 22>4C «F ? F0.05». �=0G5==O :>5DVFVє=BV2 1f  V 2f ( 1f  - G8A;> 
?0@0<5B@V2 ?@8 X  2 <>45;V @53@5AVW, 2f = m - 1f - 1, 45 m 3 G8A;> 
A?>AB5@565=L), O:V 28:>@8AB>2C20;8AO ?@8 @>7@0EC=:C, 7'O2;O;8AO 2 
B01;8FV «Values fm». ' B>9 G0A 28EV4=V 40=V V @>7@0E>20=0 70;56=VABL 

)X(fYr ý  2V4>1@060;8AO 2 3@0DVG=><C 283;O4V, 0 7=0G5==O rY  V 70;8H:V2 
@53@5AVW, 4;O 2AVE X  7 =01>@C 40=8E, @>7<VI0;8AO 2 B01;8FV «Data». 

�V:=> ?@>3@0<8 ?@8 @>1>BV 2 B5AB>2><C @568<V 7>1@065=5 =0 @8A. 1. 

 

$8AC=>: 1 3 �V:=> ?@>3@0<8 DS_Regression ?@8 @53@5AV9=><C 
 0=0;V7V 40=8E 

!040;V ?5@5410G0єBLAO <>45@=V7C20B8 4>40B>: DS_Regression, 
7>:@5<0, ?@8 #$� 40=8E 70157?5G8B8 <>6;82VABL ?>@V2=O==O D0:B8G=>3> 
7=0G5==O F-:@8B5@VN (VH5@0 B0 :@8B8G=>3> ?@8 @V7=8E @V2=OE 7=0G8<>ABV. 
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'�� 004.42:535.361 
&>G8;V= %.�.1, &>G8;V= �.%.2 

#$�����!� #$"�$� � ��3 *�($"�"�" %#��&$" �&$� 
BTC-110S 

/: ?@028;>, :><?0=VW, O:V 283>B>2;ONBL A?5:B@0;L=5 CAB0B:C20==O, 
?>AB02;ONBL F8D@>2V A?5:B@0;L=V ?@8;048 V ?@8:;04=5 ?@>3@0<=5 
70157?5G5==O (#") 2 :><?;5:BV, C @O4V 28?04:V2 2>=> ?@82'O70=> 4> ?52=>W 
?;0BD>@<8. &0:5 ?@8:;04=5 #" ?>AB0G0єBLAO 7V A?5:B@><5B@>< BTC-110S. 

!0<8 @>7@>1;5=0 Java-?@>3@0<0 DS_Spectrometer (:@>A?;0BD>@<=5 
?@8:;04=5 #") 4;O BTC-110S 7 3@0DVG=8< V=B5@D59A>< :>@8ABC20G0 (���), 
O:89 @>7<VI02AO =0 ?0=5;V 7 2:;04:0<8: «Registration» B0 «Processing». 
�><?>=5=B8 ��� 2:;04:8 «Registration» :5@C20;8 ?@>F5A>< @5єAB@0FVW 
?@8;04>< >?B8G=8E A?5:B@V2 B0 2V4>1@060;8 A?5:B@0;L=V 40=V. �V:=> 
?@>3@0<8 DS_Spectrometer 7V A?5:B@>< D>B>;N<V=5AF5=FVW ((�) G5@2>=>3> 
?0?5@C, 70@5єAB@>20=8< BTC-110S, 7>1@065=5 =0 @8A.1. 

 

$8AC=>: 1 3 �V:=> ?@>3@0<8 DS_Spectrometer 7V A?5:B@>< (� G5@2>=>3> 
?0?5@C 

                                                           

 
1 :0=4. DV7.-<0B. =0C:, 4>F5=B, !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 V=65=5@-?@>3@0<VAB, �# «!�� «�A:@0» 
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#@8 @>1>BV 7 :><?>=5=B0<8 ��� 2:;04:8 «Registration» 70 
4>?><>3>N A?8A:C B0 :=>?:8 «Port», 2818@02AO %OM-?>@B A?5:B@><5B@0, 
0 ?@8 =0B8A:0==V =0 :=>?:C «Time» 7040202AO G0A 5:A?>78FVW A?5:B@0 (C 
<V;VA5:C=40E). #@>F5A @5єAB@0FVW ?>G8=02AO ?VA;O =0B8A:0==O =0 :=>?:C 
«Run». ' 28?04:C «2:;NG5==O» ?@0?>@FO «Loop» @50;V7>2C202AO 
1030B>@07>289 @568< @5єAB@0FVW, ?@8 «28:;NG5==V» - >4=>:@0B=89. #@8 
@>1>BV A?5:B@><5B@0 2 1030B>@07>2><C @568<V @5єAB@0FVW :=>?:0 «Run» 
<0;0 =072C «Stop» B0 28:>@8AB>2C20;0AO 4;O WW 7C?8=:8. �0@5єAB@>20=89 
A?5:B@ 2V4>1@0602AO =0 ?0=5;V 4>40B:0 2 3@0DVG=><C 283;O4V. #@8 
«2:;NG5==V» ?@0?>@FO «Table» A?5:B@0;L=V 40=V <>3;8 ?@54AB02;OB8AO V C 
B01;8G=><C 283;O4V. �><?>=5=B8 ��� 2:;04:8 «Processing» 
28:>@8AB>2C20;8AO 4;O 28:>=0==O =04 A?5:B@0<8 0@8D<5B8G=8E >?5@0FV9. 
#@8 FL><C ?>27C=:8 FVєW 2:;04:8 2AB0=>2;N20;8 =5>1EV4=V 7=0G5==O 
:>5DVFVє=BV2, O:V ?@O<> ?@>?>@FV9=> 7<V=N20;8 V=B5=A82=VABL A?5:B@V2, 
=04 O:8<8 28:>=C20;8AO 0@8D<5B8G=V >?5@0FVW.  

�V:=> ?@>3@0<8 DS_Spectrometer ?@8 28@0EC20==V 7V A?5:B@0 (� 
6>2B>3> ?0?5@C A?5:B@0 (� G5@2>=>3> 7>1@065=> =0 @8A.2. %?5:B@8 (� 
?0?5@C 1C;8 >B@8<0=V 70 4>?><>3>N DV>;5B>2>3> ;075@0 B0 DV;LB@C ��%5. 

 

$8AC=>: 2 3 �V:=> ?@>3@0<8 DS_Spectrometer ?@8 28@0EC20==V 7V A?5:B@0 
(� 6>2B>3> ?0?5@C A?5:B@0 (� G5@2>=>3> 
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'�� 004.42:621.317.75 
&>G8;V= %.�.1, &>G8;V= �.%.2 

�$"%#��&("$ !�� ��$&'��0!�� %#��&$"�!�����&"$ 

#5@A?5:B82=8< =0?@O<:>< C ?;0=V 4>AO3=5==O 28A>:8E 
5:A?;C0B0FV9=8E ?0@0<5B@V2 є AB2>@5==O 70A>1V2 28<V@V2 =0 107V 
?5@A>=0;L=8E :><?'NB5@V2 [1]. #@8 FL><C @>7@>1:0 2V@BC0;L=8E ?@8;04V2 
(�#) 4;O 5;5:B@8G=8E 28<V@V2 є 0:BC0;L=>N 7040G5N. 

' 40=V9 @>1>BV 1C2 @>7@>1;5=89 :@>A?;0BD>@<=89 2V@BC0;L=89 
A?5:B@>0=0;V70B>@ (�%). �V= A:;0402AO 7V 72C:>2>W ?;0B8 :><?'NB5@0 B0 
Java-?@>3@0<8 ST_Analyzer V7 3@0DVG=8< V=B5@D59A>< :>@8ABC20G0. 

�V:=> 4>40B:0 7 A?5:B@>< :>;820=L G0AB>B>N 104 �F (2V4 F8D@>2>3> 
35=5@0B>@0), I> 1C2 70@5єAB@>20=89 ?@8 @>1>BV �#, 7>1@065=5 =0 @8A.1. 

 

$8AC=>: 1 3 �V:=> ?@>3@0<8 ST_Analyzer 7 70@5єAB@>20=8< A?5:B@>< 5;5-
:B@8G=8E :>;820=L 

#@>3@0<0 ST_Analyzer ?@8 0=0;V7V 40=8E 28:>@8AB>2C20;0 H284:5 
                                                           

 
1 :0=4. DV7.-<0B. =0C:, 4>F5=B, !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 V=65=5@-?@>3@0<VAB, �# «!�� «�A:@0» 
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?5@5B2>@5==O (C@'є (,#(). !0 ?>G0B:C @>1>B8 7 =5N 70 4>?><>3>N 
A?8A:V2 «Sampling Rate» B0 «FFT SIZE» 2818@0;0AO G0AB>B0 48A:@5B870FVW 
B0 @>7<V@ 1;>:C 40=8E 4;O ,#(, 2V4?>2V4=>. �0?CA: B0 7C?8=:0 �% 
74V9A=N20;8AO ?@8 =0B8A:0==V =0 :=>?:8 «Start» V «Stop», 2V4?>2V4=>. 
�=>?:0 «Clear» >G8I0;0 5:@0= ?@8;04C. �>@8ABC20G �% 70 4>?><>3>N 
<5=N «File» <V3 715@53B8 A?5:B@ C D09;V B0 2V4:@8B8 9>3> 4;O ?5@53;O4C. 
�=D>@<0FVO ?@> �% 1C;0 4>ABC?=0 ?@8 28:>@8AB0==V <5=N «Help». �0 
4>?><>3>N <5=N «Tuning» =0AB@>N20;0AL >1;0ABL 2V4>1@065==O ("�) 
A?5:B@0. !0 @8A. 2 7>1@065=> 2V:=> Java-?@>3@0<8 �% 7 A?5:B@>< :>;820=L 
G0AB>B>N 104 �F, 7 V=H>N G8< =0 @8A. 1 >1;0ABN 2V4>1@065==O. 

 

$8AC=>: 2 3 �V:=> ?@>3@0<8 �% 7 V=H>N G8< =0 @8A. 1 "� A?5:B@0 

!040;V ?5@5410G0єBLAO <>45@=V7C20B8 @>7@>1;5=89 �%, 7>:@5<0, 
?@8 0=0;V7V A?5:B@V2 28:>@8AB>2C20B8 @V7=><0=VB=V >:>==V DC=:FVW. 

#9D9?V> CBE<?4AP 
1. �>30BK@52 %.�. �5=5@0B>@ G0AB>BK =0 ?5@A>=0;L=>< :><?LNB5@5 / %.�. �>30BK-
@52, ..�. #8;LI8:>20, �.�. $>48= // (C=40<5=B0;L=K5 8AA;54>20=8O. 3 2012. 3 7 
11 (G0ABL 4). 3 %. 909-912. 
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'�� 004.42:621.317.75 
&>G8;V= %.�.1, &>G8;V= �.%.2 

�$"%#��&("$ !�� ��$&'��0!�� "%*��"�$�( � 12-
$"�$3�!"2 %�%&� "2 ��"$' ��!�) 

' =0H G0A 2V@BC0;L=V ?@8;048 =0E>4OBL H8@>:5 70AB>AC20==O. �E 
@>7@>1:0 є 0:BC0;L=>N 7040G5N. 

' 40=V9 @>1>BV 1C2 @>7@>1;5=89 :@>A?;0BD>@<=89 2V@BC0;L=89 
>AF8;>3@0D (�"), I> A:;0402AO 7 12-@>7@O4=>W A8AB5<8 71>@C 40=8E (%��) 
B0 :><?'NB5@=>W ?@>3@0<8 (DS_Oscillograph), AB2>@5=>W =0 <>2V 
?@>3@0<C20==O Java& , O:0 :5@C20;0 @>1>B>N �" V 2V4>1@060;0 
>AF8;>3@0<8 :>;820=L 0<?;VBC4>N 2V4 0 4> 2,5 � B0 G0AB>B>N f 4> 10 :�F. 
�V:=> 4>40B:0 DS_Oscillograph 7 >AF8;>3@0<>N 5;5:B@8G=8E :>;820=L 7 f 
= 1 :�F, 70@5єAB@>20=>N ?@8 @>1>BV �", 7>1@065=5 =0 @8A.1. 

 

$8AC=>: 1 3 �V:=> ?@>3@0<8 DS_Oscillograph 7 70@5єAB@>20=>N 

 >AF8;>3@0<>N 

                                                           

 
1 :0=4. DV7.-<0B. =0C:, 4>F5=B, !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 V=65=5@-?@>3@0<VAB, �# «!�� «�A:@0» 
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%�� 1C;0 AB2>@5=0 =0 >A=>2V ?;0B8 Arduino Mega 2560 4> O:>W 
?V4:;NG02AO 12-@>7@O4=89 �*# MCP3201 7 SPI-V=B5@D59A>< >1<V=C 
40=8<8, I> ?@0FN202 @07>< 7 ?>2B>@N20G5< 2EV4=>W =0?@C38 =0 Rail-to-
Rail >?5@0FV9=><C ?V4A8;N20GV OPA340.  

#@8 @>1>BV 7 �" 70 4>?><>3>N A?8A:C, I> @>7:@820єBLAO, B0 :=>?:8 
«Open» 2818@02AO COM-?>@B 4>ABC?=89 %�� (4;O 9>3> 70:@8BBO 
28:>@8AB>2C20;0AO :=>?:0 «Close»). �0?CA: B0 7C?8=:0 �" 74V9A=N20;8AO 
?@8 =0B8A:0==V =0 :=>?:8 «Start» V «Stop», 2V4?>2V4=>. �=>?:0 «Clear» 
>G8I0;0 5:@0= ?@8;04C. �>@8ABC20G ?@>3@0<8 70 4>?><>3>N <5=N «File» 
<02 <>6;82VABL 715@53B8 >AF8;>3@0<C C D09;V D>@<0BC *.csv B0 2V4:@8B8 WW 
4;O ?5@53;O4C. �0 4>?><>3>N <5=N «Tuning» =0AB@>N20;0AL >1;0ABL 
2V4>1@065==O ("�) >AF8;>3@0<8. �=D>@<0FVO ?@> �" B0 >A>1;82>ABOE 
9>3> @>1>B8 1C;0 4>ABC?=0 ?@8 28:>@8AB0==V <5=N «Help». 

!0 @8A. 2 7>1@065=> 2V:=> ?@>3@0<8 �" 7 >AF8;>3@0<>N :>;820=L 
G0AB>B>N 1 :�F, 7 V=H>N G8< =0 @8A. 1 >1;0ABN 2V4>1@065==O. 

 

$8AC=>: 2 3 �V:=> ?@>3@0<8 �" 7 V=H>N G8< =0 @8A. 1 "� >AF8;>3@0<8 

!040;V ?5@5410G0єBLAO <>45@=V7C20B8 @>7@>1;5=89 2V@BC0;L=89 
>AF8;>3@0D, 7>:@5<0, ?>;V?H8B8 9>3> @>1>GC =0?@C3C B0 4>72V;. 
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'�� 621.391 : 004.3 
(0@0D>=>2 "...1, (C@<0=>20 !.�.1,  0;89 "...1 

���"$�%&�!!3 ($�� �"$�' XAMARIN ' $"�$"�*� 
#$"�$� !"�" �����#�+�!!3 ��3 ��$'��!!3 

��&"!" !� � $"�"&� � 

�5@C20==O 02B>=><=8<8 @>1>B0<8 74V9A=NєBLAO H;OE>< 
28:>@8AB0==O <V:@>:>=B@>;5@V2 (?@><8A;>28E :>=B@>;5@V2 4;O 
25;8:>3010@8B=8E ?@>5:BV2) B0 :><?'NB5@V2. /:I> F5=B@ ?@89=OBBO @VH5=L 
@>7B0H>20=89 =0 @>1>BV, B> 4;O @VH5==O A:;04=8E 70240=L =5>1EV4=> 
28:>@8AB>2C20B8 ?5@A>=0;L=89 :><?'NB5@ 3 =09G0ABVH5 C >4=>?;0B=><C 
28:>=0==V. 

"4=>?;0B=V ?5@A>=0;L=V :><?'NB5@8 (#�) 70728G09 
28:>@8AB>2CNBLAO 7 Linux-?>4V1=8<8 A8AB5<0<8. �;5 є B0:>6 >4=>?;0B=V 
@VH5==O ?V4 :5@C20==O< Windows (=0?@8:;04 LattePanda). %:;04=V 
70240==O I>4> ?@89=OBBO @VH5=L B0 70157?5G5==O 72’O7:C <>6=0 
@>72'O7C20B8 70 4>?><>3>N A8AB5<8 Android B0 28:>@8AB>2C20B8 704;O 
FL>3> ?;0=H5B8 B0 A<0@BD>=8. �;O :5@C20==O <5E0=V7<0<8 @>1>B0 
728G09=> 28:>@8AB>2CNBL <V:@>:>=B@>;5@8. 

"4=>?;0B=V #� <0NBL 7<>3C 70157?5G8B8 ?>45:C48 ?@O<5 :5@C20==O 
7 28:>@8AB0==O< GPIO V=B5@D59AV2, 0;5 F5 <>65 ?@8725AB8 4> 4>40B:>28E 
70204 B0 =5 2:;040єBLAO C :>=F5?FVN realtime. ":@V< FL>3>, >4=>?;0B=V #� 
70728G09 <0NBL 4>40B:>2V V=B5@D59A8 4;O 72’O7:C 7 <V:@>:>=B@>;5@=8< 
1;>:>< :5@C20==O @>1>B>< (UART, I2C, SPI, V=>4V CAN). $VH5==O 7 
>?5@0FV9=>N A8AB5<>N Android 4;O :5@C20==O @>1>B>< <>6CBL 
28:>@8AB>2C20B8 WiFi, USB B0 Bluetooth. �;5 WiFi є BV;L:8 C A5@V9 
<V:@>:>=B@>;5@V2 ESP B0 28:>@8AB>2CєBLAO 4;O 72’O7:C 7 2V440;5=8<8 
?@8AB@>O<8, 70157?5G5==O 4>ABC?C 4> <5@56V Internet C ?@8<VI5==OE B0 
4;O 2V45>72’O7:C. Bluetooth ?>B@51Cє 4>40B:>28E <>4C;V2 C 
<V:@>:>=B@>;5@=><C 1;>FV :5@C20==O B0 =5ABV9:89 4> 70204. &><C 28=8:0є 
=5>1EV4=VABL 72’O7:C <V6 :><?>=5=B0<8 @>1>B0 7 28:>@8AB0==O< USB. � 
@VH5==OE 7 28:>@8AB0==O< Windows B0 Linux F5 ;53:> 70157?5G8B8, 
28:>@8AB>2CNG8 ?5@5B2>@N20GV USB-UART. ' A8AB5<0E Android =5>1EV4=0 
@50;V70FVO 4>A8BL 4>23>3> 0;3>@8B<C 270є<>4VW 7 USB. &0:>6 A:;04=>N є 
@50;V70FVO @>1>B0 7 V=H8<8 B8?0<8 ?@8AB@>W2 ?@89=OBBO @VH5=L 3 
=0?@8:;04, 70<V=0 Android =0 LattePanda ?V4 :5@C20==O< Windows, 01> 
?@8AB@>є< iOS. $>7@>1:C ?@>3@0<8 :5@C20==O =5>1EV4=> 25AB8 70=>2>, 

                                                           

 
1 :.B.=. 4>F5=B :0D54@8 �&�� !' "�0?>@V7L:0 ?>;VB5E=V:0" 
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=09G0ABVH5 2 V=H><C @540:B>@V, 70=>2> @50;V7CNG8 V=B5@D59A :>@8ABC20G0 
B0 ?;0BD>@<>70;56=89 :>4. 

(@59<2>@: Xamarin 4>72>;Oє @50;V7C20B8 V=B5@D59A :>@8ABC20G0 C 
є48=><C ?@>є:BV C=V25@A0;L=8< 4;O ?@8AB@>W2 =0 Android, iOS B0 
Windows. &0:8< G8=><, ?@8 28:>@8AB0==V V=H>W ?;0BD>@<8 4;O :5@C20==O 
=5>1EV4=> @50;V7C20B8 BV;L:8 ?;0BD>@<>70;56=89 :>4 7V 270є<>4VW 7 USB 
B0 G0AB:>2> WiFi. *5 A:>@>GCє G0A @>7@>1:8 B0 4>72>;Oє ?@>2>48B8 @>1>BC 
2 >4=V9 IDE, I> B0:>6 7<5=HCє 28<>38 4> :20;VDV:0FVW @>7@>1=8:V2. 

' 7030;L=><C ?@>5:BV Xamarin V=B5@D59A :>@8ABC20G0 D>@<CєBLAO 70 
4>?><>3>N @>7<VB:8 XAML. �>3V:0 270є<>4VW 7 V=B5@D59A>< :>@8ABC20G0 
>?8A0=0 C D09;V 7 @>7H8@5==O< V<'O_?@>AB>@C_V<5=.haml.cs. ' 
28:>@8AB0==V FL>3> 7030;L=>3> ?@>5:BC B@8 ?@>AB>@8 V<5=: System; 
System.ComponentModel; Xamarin.Forms. *59 ?@>є:B ?@8 :><?V;OFVW є 
1V1;V>B5:>N 4;O ?@>5:BV2 ?;0BD>@<>70;56=>W @50;V70FVW (Android, iOS, 
UWP), 703>B>2:8 O:8E D>@<CNBLAO 02B><0B8G=>. &><C 4;O 28:>@8AB0==O 
<5B>4V2 7 ?;0BD>@<>70;56=>W @50;V70FVW =5>1EV4=> 28:>@8AB>2C20B8 
V=B5@D59A8 B0 <5E0=V7< DependencyService [1]. 

�;O 28:>@8AB0==O <5B>4V2 7030;L=>3> ?@>є:BC C ?;0BD>@<>70;56=>W 
@50;V70FVW =5>1EV4=> ?VA;O 48@5:B82 ?V4:;NG5==O ?@>AB>@V2 V<5= 
(48@5:B828 using) @>7B0HC20B8 48@5:B82C: 
[assembly:Dependency(typeof(#@>ABV@_V<5=.�;0A ))] . 

' :;0AV, 2:070=><C C 48@5:B82V assembly, =5>1EV4=> 2:070B8 
V=B5@D59A (=0?@8:;04, ITextToSpeech 7 <5B>4>< Speak), O:89 @50;V7>20=> C 
7030;L=><C ?@>є:BV: 

namespace Xam.Droid 
{ 
public class MainActivity:global::Xamarin.Forms.Platform.Android.For

msAppCompatActivity,ITextToSpeech 
�;O 28:>@8AB0==O <5B>4C (Speak), 2:070=>3> C V=B5@D59AV 

ITextToSpeech, V7 7030;L=>3> ?@>є:BC =5>1EV4=> C FL><C ?@>є:BV 
70@5єAB@C20B8 V=B5@D59A: 

DependencyService.Get<ITextToSpeech>().Speak(message); 01> 
DependencyService.Register<ITextToSpeech>(); 

#9D9?V> CBE<?4AP 
1. Charles Hetzold. Creating mobile apps with Xamarin.Forms. Cross-platform C# 

programming for iOS, Android, and Windows.  Xamarin, Inc. 2016. 3 1161 A. 
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'�� 378.14 
(C@<0=>20 !.�.1, (0@0D>=>2 "...1,  0;89 "... 1, #>A?5є20 �.Є.2 

��� �(���*�3 #$"*�%' !��+�!!3 #$"��&'��!!2 
����&$"!!"� �#�$�&'$� 

"A2VB=V V3@8 B0 =02G0==O =0 >A=>2V V3>@ - F5 AD5@0, O:0 ?@03=5 70 
4>?><>3>N V3@>2>3> A5@54>28I0 7@>18B8 7=0==O 4>ABC?=8<8 4;O 
H8@>:>3> :>;0 ?>B5=FV9=8E 3@02FV2. �>2545=> [1], I> V3@8 є =04728G09=> 
5D5:B82=8<8 V=AB@C<5=B0<8 4;O =02G0==O, >A>1;82> 7024O:8 WE 740B=>ABV 
AB2>@N20B8 A8AB5<C 7=0=L. #V4 G0A V3>@ 206;825 7=0G5==O <0NBL =5 ;8H5 
CA?VH=V @57C;LB0B8, 0;5 V =5240GV G8 ?><8;:>2V @VH5==O, O:V <>6CBL 1CB8 
=5?@89=OB=8<8 ?@8 @>72’O70==V @50;L=8E 7040G. �@V< B>3>, V3@8 
70157?5GCNBL A5@54>28I5 4;O V<VB0FVW A:;04=>ABV B0 270є<>28:;NG=8E 
28<>3, O:V є E0@0:B5@=8<8 4;O 1030BL>E A8AB5<=8E V=65=5@=8E ?@>1;5<. 
&0:89 ?V4EV4 <>65 1CB8 A?@O<>20=89 =0 465@5;> 1030BL>E 28:;8:V2, 
?>2’O70=8E 7 =02G0==O< =>28E V=65=5@V2 V7 28:>@8AB0==O< B@048FV9=8E 
70A>1V2, 0 B0:>6 <>65 1CB8 :>@8A=8< =02VBL 4>A2V4G5=8< A8AB5<=8< 
V=65=5@0< 4;O H284:>3> >7=09><;5==O 7 =>28<8 AD5@0<8 B0 
?@>1;5<=8<8 ?8B0==O<8. 

�0AB>AC20==O V3@>28E B0 359<VDV:>20=8E V=AB@C<5=BV2 2 
V=65=5@=><C =02G0==V 2 >A2VB=V9 ?@0:B8FV 70@5:><5=4C202 A515 O: 
5D5:B82=89 <5B>4, O:89 <>B82Cє CG=V2 B0 ?>:@0ICє @57C;LB0B8 =02G0==O 
[2].  5B>N 40=>W @>1>B8 є 45<>=AB@0FVO =02G0;L=>3> 5D5:BC =0ABV;L=>W 
3@8 «�=65=5@» =0 70=OBBOE V7 ?@>5:BC20==O B0 B5E=>;>3VW 28@>1=8FB20 
5;5:B@>==>W 0?0@0BC@8.  

�8I52:070=0 3@0 1C;0 @>7@>1;5=0 =0 :0D54@V V=D>@<0FV9=8E 
B5E=>;>3V9 5;5:B@>==8E 70A>1V2 !' «�0?>@V7L:0 ?>;VB5E=V:0» 4;O 
ABC45=BV2 A?5FV0;L=>ABV 172 «&5;5:><C=V:0FVW B0 @04V>B5E=V:0». �45O 3@8 
?>;O30є C :><0=4=V9 @>1>BV =04 @>72’O70==O< :>=:@5B=8E 7040G, 
?>2’O70=8E V7 ?@>5:BC20==O< 5;5:B@>==8E 70A>1V2 @V7=>3> ?@87=0G5==O. � 
70;56=>ABV 2V4 284C 0?0@0BC@8, ABC45=B8 <0NBL >1@0B8 3 =091V;LH 
0:BC0;L=V 28<>38, I> <0NBL 1CB8 28A2VB;5=V C B5E=VG=><C 70240==V =0 
@>7@>1:C ?@8AB@>N. #@8 FL><C 2AO :><0=40 ?@89<0є CG0ABL 2 
>13>2>@5==V, 0;5 ?@02> =040B8 2V4?>2V4L ?5@5E>48BL =0 :>6=><C :@>FV 
=0ABC?=><C CG0A=8:C. *59 CG0A=8: <>65 40B8 2V4?>2V4L =570;56=> 2V4 
@57C;LB0BV2 >13>2>@5==O C :><0=4V V  =5A5 2V4?>2V40;L=VABL 70 >B@8<0=V 

                                                           

 
1 :0=4. B5E=. =0C:, 4>F. :0D. �&�� !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 AB. 28:;. :0D.�&�� !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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10;8. &0:8< G8=><, >:@V< ?5@52V@:8 B0 >B@8<0==O 157?>A5@54=L> 
V=65=5@=8E 7=0=L, ABC45=B8 =02G0NBLAO :><0=4=V9 270є<>4VW, ?V4A8;NNBL 
740B=VABL ?@>0=0;V7C20B8 4C<:8 V=H8E, O:I> 2>=8 =5 71V30NBLAO V7 
2;0A=8<8, ?>A8;NNBL 2V4?>2V40;L=VABL 70 ?@89=OBV @VH5==O. 

�@0 «�=65=5@» 1C;0 70?@>?>=>20=0 ABC45=B0< @V7=8E :C@AV2, 
7030;L=>N :V;L:VABN 78 >AV1. #VA;O ?@>2545==O 3@8 ABC45=B8 40;8 
2V4?>2V4V =0 70?8B0==O 0=>=V<=>W 0=:5B8 I>4> 2;0A=8E 2@065=L. �=0;V7 
>B@8<0=8E 2V4?>2V459 ?>:0702, I> =0ABV;L=0 3@0 «�=65=5@» є 5D5:B82=8< 
V=AB@C<5=B><, O:89 <>65 28:>@8AB>2C20B8AO O: =02G0;L=89 V=AB@C<5=B 
4;O V<VB0FVW >13>2>@5==O B5E=VG=>3> 70240==O =0 @>7@>1:C 
@04V>5;5:B@>==>W 0?0@0BC@8. �@0 A?@028;0 ?>78B82=5 2@065==O =0 
ABC45=BV2 I>4> 282G5==O ?@>5:BC20==O ?@8AB@>W2, 1V;LHVABL ABC45=BV2 
=040;8 ?>78B82=>W >FV=:8 3@V. !0 >A=>2V A?>AB5@565=L, ?@>2545=8E 
?@>BO3>< 3@8, ABC45=B8 ?>ABV9=> 7>A5@546C20;8AL =0 70240==OE. �030;>< 
ABC45=B8 0:B82=> >13>2>@N20;8 7040GV B0 A?V;:C20;8AL V7 G;5=0<8 
:><0=48 4;O 7025@H5==O A2>3> ?@>5:BC. �;5<5=B 7<030==O 28<030є 2V4 
ABC45=BV2 A?V;:C20==O <V6 A>1>N B0 70;CG5==O 2AVE CG0A=8:V2 :><0=48 4> 
0:B82=>W CG0ABV C :>6=><C 5B0?V 3@8. #V4 G0A ?V;>B=>3> B5ABC20==O 
ABC45=B8 2:070;8, I> 3@0 ?>28==0 <0B8 :>@>B:89 28:;04 ?@028; B0 
V=AB@C:FV9 C ?0?5@>2><C 283;O4V I>4> V3@>2>3> ?@>F5AC.  

!0ABC?=8< :@>:>< 2 @50;V70FVW 2?@>20465==O V3@>2>3> ?V4E>4C 4> 
>A2VB=L>3> ?@>F5AC 70?;0=>20=> @>7H8@5==O B8?V2 70240=L =0 @V7=8E 
5B0?0E 3@8, >1<V= ABC45=BV2 C :><0=40E, 28:>=0==O 7040G @V7=>3> @V2=O 
A:;04=>ABV V7 287=0G5==O< <>6;82>AB59 >:@5<8E 3@02FV2. 

 >6=0 7@>18B8 28A=>2>: 28A=>2>:, I> 359<VDV:0FVO ?>78B82=> 
2?;820є =0 V=65=5@=C >A2VBC, @>1;OG8 206:V ?@54<5B8 1V;LH :5@>20=8<8, 
?V428ICNG8 2=CB@VH=N <>B820FVN, =0C:>2V 7=0==O, A?V2?@0FN B0 V=B5@5A 
4> =02G0==O.  

#9D9?V> CBE<?4AP 
1. Mohd Yusof, Shahrul Azmi & Mohd Radzi, Shanizan Herman & Nadera, 

Sharifah & Khalid, Nurhafizah. (2016). A Study on the Effectiveness of a Board Game 

as a Training Tool for Project Management. Journal of Telecommunication, Electronic 

and Computer Engineering. Vol. 8. pp. 171-176. 2. Kim, Sangkyun. (2014). Learning 

Effect of Acquire Board Game in Engineering Economics Class. World Applied 

Sciences Journal. Vol. 31. pp. 1804-1808. 3. Markopoulos, Angelos & Fragkou, 

Anastasios & Kasidiaris, Petros & Davim, J.. (2015). Gamification in engineering 

education and professional training. International Journal of Mechanical Engineering 

Education. Vol. 43. pp. 118-131. 
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'�� 623.4 
/:>25=:> �.�. 1, �>;>GV9 �... 2, !0;8209:> �. . 3, ,:V;N: ".#. 4 

 "���0 #$"*�%' ��$'��!!3 "�%&$��"  $')" "� 
�"�"�"� �$"!0"��!"�  �,�!� "%�"��"�"-

#'+�"�� � %!�$3�� � !�#$����!"� ��� � 
���"$�%&�!!3  $���"����&$"!!"�" �" #���%' 

%CG0A=89 AB0= =0A8G5=>ABV A2VB>28E 0@<V9 1@>=L>20=>N B5E=V:>N 
=5 2?;8=C2 =0 7<V=C =><5=:;0BC@8 2 AB>@>=C 7<5=H5==O >A:>;:>2>-

DC30A=8E A=0@O4V2, O:V 4>AO3;8 <56V A2>WE <>6;82>AB59. &><C @>728B>: 
?5@A?5:B82=8E 70A>1V2 C@065==O A?@O<>20=89 =0 AB2>@5==O >A:>;:>2>-
?CG:>28E A=0@O4V2 ("#%).  

"4=0: =5>1EV4=> CA2V4><;N20B8, I> 5D5:B82=VABL C@060NG>W 4VW 
"#% 287=0G0NBL =5 ;8H5 9>3> 1>9>2V 2;0AB82>ABV. &CB :;NG>2C @>;L 
2V4V3@0є B0: 720=89 :><?;5:A 70A>1V2 2>3=52>3> 2?;82C (���), 4> A:;04C 
O:>3> 2E>4OBL @>72V4C20;L=0 A8AB5<0 B0 02B><0B8G=0 30@<0B0. � >A=>2C 
@>72V4C20;L=>W A8AB5<8 ?>:;045=> @04V>5;5:B@>==89 :><?;5:A 28O2;5==O 
FV;V, 287=0G5==O WW :>>@48=0B B0 WE ?5@54020==O =0 A8AB5<C :5@C20==O 
?>AB@V;0<8 02B><0B8G=>W 30@<0B8. +0AB8=0 @04V>5;5:B@>==>3> :><?;5:AC 
107CєBLAO =0 157?V;>B=><C ;VB0;L=><C 0?0@0BV 01> 4@>=V. �BV< 4;O 
A:;04>28E B0:>3> :><?;5:AC ��� =5>1EV4=> 70?@>?>=C20B8 =>2V B5E=VG=V 
@VH5==O 7 ?@028;L=> AD>@<C;L>20=8<8 28<>30<8 4> =8E. � B0:>6 
287=0G8B8 4>?CAB8<V 7=0G5==O ?>:07=8:V2 WE DC=:FV>=0;L=>ABV, I> 2 
?>40;LH><C 70157?5G8BL O:VA=5 ?@>5:BC20==O :><?;5:AC ���. 

�V4><>, I> ?5@52V@:0 5D5:B82=>ABV 70?@>?>=>20=8E B5E=VG=8E 
@VH5=L A:;04>28E :><?;5:AC ��� ?5@5206=> 74V9A=NєBLAO =0 ?>;V3>==8E 
28?@>1C20==OE. �BV< I> 1C4L-O:V ?>;V3>==V 28?@>1C20==O 702648 1C;8 V 
1C4CBL 2:@09 >1BO6;828<8 7 B>G:8 7>@C DV=0=A>28E 28B@0B. �465 
=0BC@=89 5:A?5@8<5=B ?>B@51Cє 7=0G=>W :V;L:>ABV ?>2B>@5=L ?@>F5AC 
>1AB@V;C 4;O >B@8<0==O AB0B8AB8G=8E 40=8E ?@> 5D5:B82=VABL 
A?@>5:B>20=>3> :><?;5:AC ���. ' =0H><C 28?04:C, 2@0E>2CNG8 
                                                           

 
1 :0=4840B B5E=VG=8E =0C:, 4>:B>@0=B !0FV>=0;L=>3> C=V25@A8B5BC >1>@>=8 
':@0W=8 V<. �20=0 +5@=OE>2AL:>3>. 
2 4>:B>@ B5E=VG=8E =0C:, ?@>D5A>@ !0FV>=0;L=>3> C=V25@A8B5BC <�L2V2AL:0 
?>;VB5E=V:0=. 
3 :0=4840B B5E=VG=8E =0C:, ?@>2V4=89 =0C:>289 A?V2@>1VB=8: !0FV>=0;L=>3> 
C=V25@A8B5BC >1>@>=8 ':@0W=8 V<. �20=0 +5@=OE>2AL:>3>. 
4 :0=4840B B5E=VG=8E =0C:, AB0@H89 28:;040G !0FV>=0;L=>3> C=V25@A8B5BC 
<�L2V2AL:0 ?>;VB5E=V:0=. 
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5:>=><VG=V <>6;82>ABV ':@0W=8, A;V4 725@=CB8AO 4> V=AB@C<5=B0@VN 
A8AB5<>B5E=VG=>3> ?@>5:BC20==O. %0<5 2V= =040є <>6;82VABL I5 =0 5B0?V 
281>@C <>6;828E H;OEV2 28@VH5==O 7040GV, 28O28B8 V 2V4:8=CB8 
=54>FV;L=V 20@V0=B8 B5E=VG=8E @VH5=L. 

�D5:B82=VABL :><?;5:AC ��� >FV=NєBLAO ?>:07=8:>< C 283;O4V 
9<>2V@=>ABV B>3>, I> 1>9>20 1@>=L>20=0 <0H8=0 (�� ) 1C45 
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ENCRYPTION SCHEME BASED ON SMALL REE GROUPS 

Currently, most public cryptographic primitives are based on the 
perceived intractability of certain mathematical problems in very large finite 
abe-lian groups. Due to potential of a quantum algorithms for factoring large 
integer and solving the discrete logarithm problem, most known public-key 
crypto-systems will be insecure within practical implementation of quantum 
computers.  

Actually, since the 1980s, several experts have been trying to design 
new cryptography schemes based on difficult problems in group theory. In 
1985, Wagner and Magyarik [1] proposed an approach to design a public-key 
crypto-systems based on groups and semigroups with undecidable word 
problem. In 1986, Magliveras [2] proposed a symmetric cryptosystem based on 
a special type finite groups factorization named logarithmic signatures for finite 
permutation groups. Then, the algebraic properties of logarithmic signatures 
and cryptosys-tem were discussed. In 2002, Magliveras moved forward with 
the two public key cryptosystems MST1 and MST2. Lempken utilized 
logarithmic signa-tures and random covers to construct a generic MST3 
encryption scheme. Furthermore, Svaba and van Trung have revised an 
enhanced version of the generic scheme named eMST3 cryptosystems [3]. In 
this scheme, they introdu-ced a secret homomorphism to mask the secret 
logarithmic signature with a trans-formation of random cover.  In 2014, Hong 
proposed a secure digital signature scheme based on logarithmic signatures and 
random covers. The Magliveras crypto-system has several improvements and 
the last option proposed based on the Suzuki group is known as MST3. The 
basic idea of MST cryptosystems is a sur-jective mapping input message into 
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an element of group using a conversion key. 
A new implementation of MST3 cryptosystems based on the extension 

of automorphism group of the Hermitian function field was proposed in [4]. 
The Suzuki group has a relatively large center and the classical MST3 
cryptosystem uses logarithmic signature computations in the group center. The 
small Ree group has three parametric representations and a smaller center 
relative to the group order. Here, an encryption scheme based on small Ree 
groups of large order with logarithmic signatures outside the center of the group 
is presented. 

Our proposal is to use the logarithmic signature for encryption for other 
coordinates outside the center of the group. For the first step we construct two 
logarithmic signatures 

1 2,ò ò  over the group center and not in the center of two 
coordinates. Then we generate random covers 

1 2,ñ ñ  and secret vectors 1 2,t t  
(long-term keys). Also, we compute related arrays 1 2,  . As the result we get 
public key encryption scheme. Encryption performs on session keys 1 2,R R  and 
public keys 

1 2,ñ ñ  and 1 2,   arrays. Decryption performs within long-term keys 

1 2,t t  and private keys 1 2,ò ò . The correctness of our proposal and obtained 
expressions are proven by practical examples. 

For the security analysis, we consider the different types of attacks are 
applicable for our solution. The complexity of attacks is not less than 2

q  for 
most of the cases. The small Ree group is represented by three parameters and a 
smaller center relative to the group order. The large parametrization of a group 
allows to get an advantage in secrecy when the final field of group definition is 
fixed. In the classic MST3 cryptosystem, the size of the encrypted message is 
limited by the power of the group center. We have proposed to encrypt two 
logarithmic signatures with the exit from the center of the group to increase the 
length of the encrypted message. The length cipher text is 2logq  for 
computing in the finite field over 

q
F . A common disadvantage of cryptosystems 

on logarithmic signatures is the large size of key data. 
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ANALYSIS OF ATTACKS IN IEEE 802.11 NETWORKS 

WLANs due to the broadcast nature of wireless communication, have 
additional vulnerabilities to various types of attacks, as compared with 
traditional wired networks. Thus, in order to study the current security issues in 
wireless networks, in this research was examined in detail the various types of 
attacks implemented at different layers of the OSI model.  

We have identified the 16 most important attacks in wireless networks, 
divided them into 2 categories - passive attacks and active attacks, and grouped 
them on 4 types.  

1. Reconnaissance attacks.  
2. Availability attacks.  
3. Spoofing attacks.  
4. MITM (Man-In-The-Middle) attacks. 
Passive network attacks do not initialize data exchange with the nodes of 

the attacked network, do not interact with network data and do not change 
them. Typically, attackers use passive attack methods to gather information and 
reconnaissance operations (collecting IP addresses, MAC addresses and gaining 
insight into network resources and vulnerabilities) before carrying out the next 
attack 3 active one. 

Availability attacks are aimed at blocking the access of authorized users 
to wireless network resources. Spoofing attacks allows a malicious node to hide 
its true identity or impersonate another network node in order to commit illegal 
acts. MITM attacks lead to a serious breach of network security, as they allow 
unauthorized or malicious users to gain full access to information transmitted 
over the network. An attacker disguises himself as one of network nodes in 
order to obtain information addressed to the node, the imitation which is carried 
out. 
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The study weaknesses in the security of 802.11 wireless networks, as 
compared to wired ones have been identified. Attacks was systematized by 
levels of the OSI network model with indicating the destructive consequences 
of their implementation, table 1. Studies and practical experiments have shown 
that the MAC and PHY levels are extremely vulnerable to attacks on wireless 
networks, so it is the protection against attacks at the channel and physical 
levels in wireless networks that should be given more attention. 

Table 1 - Attacks in Wireless Networks 
Type Attacks OSI level Result 

Reconnaissance 

attacks 

Eavesdropping Physical 
Interception of confidential data 

packets. 

Password Attacks Data Link 

Connecting to a wireless network, using 

its resources and carrying out other 

attacks on internal network nodes. 

Port Scanning Transport 
Finding all open ports that can then be 

used to attack the target device. 

Availability 

attacks 

Deauthentication 

attack 

Data Link 

Disconnection of legitimate clients from 

the access point (AP) which makes any 

data transfer impossible. 
Disassociation 

attack 

Authentication 

Request Flooding 

Attack 

Exhaustion of AP resources, causing 

overflow of the customer association 

table. Unable to use local wireless 

network through the attacked AP. 

CTS/RTS flood Blocking data transfer. 

Beacon flood 

Creating non-existent ESSID. Overflow 

of the list of available networks, which 

will make it difficult for end users to 

find the desired network. 

Probe Request)/ 

Probe Response 

Blocking data transfer between client 

and AP. 

SYN/ACK flood 

Transport 

Violation of connection of legitimate 

clients to the server. 

Block ACK flood 
Blocking data transfer (attack is 

effective against 802.11n networks). 

Spoofing attacks 

ARP Spoofing 

(ARP Poisoning) 
Network 

Redirecting traffic of victim devices 

through the attacker's computer. 

MAC address 

spoofing 
Data Link MAC address forgery. 

DNS Spoofing Application 
Redirecting the victim's traffic to the 

attacker's computer. 

MITM ARP Spoofing MultiLayer Access to confidential information of 
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attacks network users, making any changes to 

its content, arbitrary regulation of 

network traffic flows. 

Evil Twin 

Replacement of the original AP, to 

which the user connects to the 

duplicate, which gives the attacker the 

ability to access confidential 

information. 
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FUNCTIONAL SYNTHESIS OF SECURITY SYSTEM FOR OBJECTS 

OF CRITICAL INFRASTRUCTURE 

Specialists in the design of security systems (SeS) for critical 
infrastructure of the world's leading countries are considering the possibility of 
abandoning traditional technical means of protection in the near future in favor 
of robotic ground-based and air-based complexes [1]. The great variety of such 
complexes, which have been developed in recent decades, makes it possible to 
create a SeS taking into account the features and conditions of its tasks. 

There are known approaches to the protection of objects using 
unattended ground sensor systems (UGSSs) with seismic sensors or unmanned 
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aerial vehicles (UAVs). However, the separate using of these complexes is 
complicated by certain limitations. 

Thus, the use of UGSS is complicated by the low accuracy of 
determining the type of violator by known methods. The use of UAV is 
complicated by the unreliability of its components (more than 50% of total 
losses), limited resources and the need for long-term decoding of images of 
large areas. The joint use of the above mentioned complexes in a single SeS can 
give a synergistic effect of increasing its effectiveness. 

To solve the problems of system design of a perspective SS, which 
includes UGSS and UAV, we use four indicators of efficiency: the probability 
that the task of the SeS is completed; the probability that the task of the SS is 
partially completed; the probability that the SeS task is not completed; the 
probability of "user deception" by SeS. It is proposed to determine the values of 
these indicators by conducting a scientific experiment using a stochastic model 
of the object of study. Note that the object of study is all possible options for 
the reaction of the SeS to the crossing the control zones by a violator. 

To implement experiments using a stochastic model of the object of 
study to determine the indicators of SeS efficiency, at the disposal of the 
authors there is the technology of its development, which provides a high 
degree of adequacy [2]. 

The offered method of synthesis of perspective SeS is based on the 
developed mathematical models of behavior of the specified complexes in the 
conditions of their operation. Namely, to take into account the functional aspect 
of the system design of a perspective SeS, a stochastic model of its response to 
crossing the three control zones by the violator has been developed. The further 
and hither control zones are formed by UGSS. The third zone, the predicted 
zone of support of the violator, is intended for his search using UAV. The 
method of SeS synthesis has the following stages: 

Stage 1. Heuristic synthesis of structural and functional scheme of 
perspective SeS. 

Stage 2. Development of a verbal model of the reaction of the SeS to the 
crossing the three control zones by the violator. 

Stage 3. Substantiation of SeS performance indicators and layout of 
analytical expressions for their definition. 

Stage 4. Substantiation of indicators of functionality of SeS components 
which should be presented in stochastic model of its reaction. 

Stage 5. Development of a stochastic model of the SeS response to the 
crossing the three control zones by the violator. 

Stage 6. Solving problems of functional synthesis by conducting 
scientific experiments using a stochastic model of the SeS reaction. 
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The developed method of synthesis and models are intended for the 
designer to consider the functional aspect of system design of perspective SeS 
through synthesis of indicators of functionality of its components or for 
definition of directions of modernization of existing SeS. In addition, the 
synthesis method can be used to evaluate the effectiveness of a perspective SeS 
for different variants of its structure and composition for certain acceptable 
conditions of its application, which is relevant at the design stage. 

Equipping the security services of the critical infrastructure of the SeS 
with a new model will save the forces and resources needed to perform the 
tasks of detecting violators. In addition, the SeS can be used: to target other 
forces and means of protection, which have more opportunities, in order to 
prevent the penetration of sabotage and reconnaissance groups into the territory. 
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�V45@ D>@<Cє 03@53>20=89 ?V4?8A 7 C@0EC20==O< 2AVE AB2>@5=8E ?V4?8AV2. 
�3@53>20=8< ?V4?8A>< є ?0@0 G8A5;. 
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(>@<C20==O ?@>B>:>;C 03@53>20=>3> ?V4?8AC 7 B0:8<8 O:>ABO<8 
=5>1EV4=> 4;O 70157?5G5==O AE>6>ABV ?@>F54C@8 ?V4?8A0==O 5;5:B@>==8E 
4>:C<5=BV2 7 ?0?5@>28<8 4>:C<5=B0<8, O:V =5>1EV4=> ?V43>BC20B8, 
?V4?8A0B8 B0 70B25@48B8. 

#9D9?V> CBE<?4AP 
1. D. Boneh, C. Gentry, B. Lynn and H. Shacham. Aggregate and Verifiably Encrypted 
Signatures from Bilinear Maps. Advances in Cryptology EUROCRYPT 2003, May 4-8, 

2003. P. 416-432. 2. Yunlei Zhao Aggregation of Gamma-Signatures and Applications 

to Bitcoin. Cryptology ePrint Archive, 2018, 

https://eprint.iacr.org/2018/414/20180510:203542. 3.  0:0@>2 �.". %E5<0 ?>AB-
:20=B>2>9 03@538@>20==>9 ?>4?8A8 =0 >A=>25 B5>@88 0;351@08G5A:>3> :>48@>20-
=8O. �>?@>AK :815@157>?0A=>AB8. 2019. 72 (30). %. 69-76. doi:10.21681/2311-3456-

2019-2-69-76. 4. �5AA0;>2 �.�., &5;865=:> �.�. �@8?B>A8AB5<K =0 M;;8?B8G5A:8E 
:@82KE: 'G51.?>A>185. �.: ��* <�8402=8FB2> «#>;VB5E=V:0»=, 2004. 224 A. 

'�� 004.056.53 
�CF0: %.�.1, �>@>;L:>2 $...1 

�!���� (��&"$�� &� %#"%"��� ��&�!&�(���*�� � 
%�%&� �) ����&$"!!"�" ��!��!�' 

,284:5 7@>AB0==O =0C:>2>-B5E=VG=>3> ?@>3@5AC V =>2V V=D>@<0FV9=V 
B5E=>;>3VW :0@48=0;L=> 7<V=8;8 ACG0A=V ?V4E>48 4> 2545==O 1V7=5AC. 
$>7?>G0B0 '@O4>< ':@0W=8 H8@>:><0AHB01=0 ?@>3@0<0 4V468B0;V70FVW 
?5@5410G0є ?5@5EV4 4> 5;5:B@>==>3> C@O4C20==O B0 F8D@>2>W 5:>=><V:8. 
!0 AL>3>4=VH=V9 45=L, ?5@HVABL C F8D@>2V9 B@0=AD>@<0FVW 709<0є 
10=:V2AL:0 AD5@0, O:0 ?>ABV9=> @>72820є ?@>4C:B8 7 4V468B0;V70FVW A2>WE 
?>A;C3. 

�;5:B@>==89 10=:V=3 (�-10=:V=3) O: >48= V7 284V2 A8AB5<8 
48AB0=FV9=>3> 10=:V2AL:>3> >1A;C3>2C20==O (��") є =52V4’є<=>N 
G0AB8=>N ACG0A=8E DV=0=A>28E CAB0=>2, I> 70157?5GCє 7@CG=5 :5@C20==O 
@0EC=:0<8 :;Vє=BV2, ?@>2>48B8 ?;0B56V, AB568B8 70 45?>78B0<8 B0 V=H5. 

�-10=:V=3 ?>2'O70=89 7 25;8:>N :V;L:VABN A5@2VAV2 V :>@8ABC20GV2 B0 
28<030є 157?5G=>3> :5@C20==O 4>ABC?>< 4> :><?>=5=BV2 ��". � A2>N 
G5@3C #@028;0 @>7<56C20==O 4>ABC?C 28<030NBL ?@>E>465==O ?@>F54C@8 
02B5=B8DV:0FVW :>@8ABC20GV2 2 :><?’NB5@=V9 A8AB5<V, 4> O:>W 2V4=>A8BLAO V 

                                                           

 
1 AB0@H. 28:;040G :0D54@8 «�0E8AB V=D>@<0FVW», !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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5;5:B@>==89 10=:V=3. 
� 40=V9 @>1>BV ?@>2>48BLAO 0=0;V7 ACG0A=8E <5B>4V2 02B5=B8DV:0FVW 

2 @V7=8E 2840E 5;5:B@>==>3> 10=:V=3C (e-Banking): Internet-banking (web-
banking), PC-banking, ATM-banking, phone-banking, mobile-banking, SMS-

banking. �>A;V465==O ?@>2>48;>AL 7 C@0EC20==O< 28<>3 4> 
02B5=B8DV:0FVW, I> ?5@5410G5=V =>@<0B82=>-?@02>28<8 0:B0<8 B0 
=>@<0B82=8<8 4>:C<5=B8 2 AD5@V 70E8ABC V=D>@<0FVW 2 V=D>@<0FV9=>-

B5;5:><C=V:0FV9=8E A8AB5<0E [1 3 4]. 
� @V7=8E 20@V0=B0E �-10=:V=3C <>6CBL 1CB8 @50;V7>20=V B0:V <5B>48 

02B5=B8DV:0FVW :>@8ABC20G0 (:;Vє=B0), O:: 
- B8ABEFBDBAAO 46F9AF<HV>4JVO, :>;8 :;Vє=B A8AB5<8 4;O 4>ABC?C 

4> V=D>@<0FVW 4>2>48BL A2>N 02B5=B8G=VABL; 
- 86BEFBDBAAO 46F9AF<HV>4JVO (6;4є@A4), :>;8, :@V< :;Vє=B0, A2>N 

02B5=B8G=VABL ?>28==0 ?V4B25@46C20B8 V A8AB5<0 (10=:); 
- FDьBIEFBDBAAO 46F9AF<HV>4JVO, :>;8 28:>@8AB>2CєBLAO B0: 720=0 

=>B0@V0;L=0 A;C610 02B5=B8DV:0FVW 4;O ?V4B25@465==O 4>AB>2V@=>ABV 
:>6=>3> 7 ?0@B=5@V2 2 >1<V=V V=D>@<0FVєN. 

� A2>N G5@3C D0:B>@8 02B5=B8DV:0FVW ?>4V;OєBLAO =0 B0:V 3@C?8 [4]: 
- D0:B>@ 02B5=B8DV:0FVW =0 ?V4AB02V 2>;>4V==O, 72’O7>: O:>3> V7 

>A>1>N 2AB0=>2;NєBLAO 70 @57C;LB0B>< ?V4B25@465==O 2>;>4V==O 
D0:B>@>< 02B5=B8DV:0FVW >A>1>N: USB-B>:5=, 10=:V2AL:0 :0@B:0, A<0@B-
:0@B:0, OTP-?0@>;L, QR-:>4, 5;5:B@>==89 ?V4?8A; 7V AB>@>=8 10=:C: 
V=D>@<0FVO ?@> <VAF57=0E>465==O :;Vє=B0 3 GPS, <VAF5 28E>4C 2 Internet, 
E0@0:B5@8AB8:0 @>1>G>3> <VAFO - DeviceID; 

- D0:B>@ 02B5=B8DV:0FVW =0 ?V4AB02V 7=0==O, 72’O7>: O:>3> V7 >A>1>N 
2AB0=>2;NєBLAO 70 @57C;LB0B>< ?V4B25@465==O 7=0==O >A>1>N: 
;>3V=0/?0@>;N, PIN-:>4C, A5:@5B=>3> A;>20; 

- D0:B>@ 02B5=B8DV:0FVW =0 ?V4AB02V C=V:0;L=>W DV78G=>W >7=0:8, 
72’O7>: O:>3> V7 >A>1>N 2AB0=>2;NєBLAO 70 @57C;LB0B>< ?V4B25@465==O 
=0O2=>ABV 2 >A>18 1V><5B@8G=8E 40=8E: A:0=5@8 >1;8GGO, 2V418B:8 ?0;LFV2 
01> AVB:V2:8 >:0 B0 V=.). 

 $53C;NNGV 4>:C<5=B8 !0FV>=0;L=>3> 10=:C ':@0W=8 ?5@5410G0NBL 
4>B@8<0==O «AC2>@>W 02B5=B8DV:0FVW» [1], ?V4 G0A O:>W ?>28==V 
28:>@8AB>2C20B8AO 4>A8BL A:;04=V :@8?B>3@0DVG=V ?@>B>:>;8, I> 
70157?5GCNBL 70E8AB ;V=VW 72'O7:C 2V4 ?@>A;CE>2C20==O 01> ?V4<V=8 >4=>3> 
7 CG0A=8:V2 270є<>4VW: Secure SNMP, SSL, OpenID Connect, X.509 B0 V=HV. 

/: ?>:070;> 4>A;V465==O, 28:>@8AB0==O B>3> G8 V=H>3> A?>A>1C 
02B5=B8DV:0FVW 2 A8AB5<V ��" 70;568BL 2V4 E0@0:B5@C ?>A;C3, O:V E>G5 
>B@8<0B8 :;Vє=B 10=:C. �;O V=D>@<0FV9=>-4>2V4:>28E ?>A;C3 4>AB0B=L>N 
<>65 1CB8 V >4=>D0:B>@=0 02B5=B8DV:0FVO, 0 4;O B>3>, I>1 ?@>2>48B8 
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?;0B56V, 2V4:@820B8 ?>B>G=V V 45?>78B=V @0EC=:8 3 1030B>D0:B>@=0, 
7>:@5<0 2V4 Fast IDentity Online Alliance (FIDO Alliance), O:0 ?@>?>=Cє 
AB0=40@B8 AC2>@>W 02B5=B8DV:0FVW 4;O 4>ABC?C 4> >=;09=-@5AC@AV2 3 
Universal authentication framework (UAF) B0 Universal 2nd Factor (U2F). 

#9D9?V> CBE<?4AP 
1. #@> 70B25@465==O =>@<0B82=>-?@02>28E 0:BV2 7 ?8B0=L V=D>@<0FV9=>W 157?5:8: 
?>AB0=>20 #@02;V==O !�' 2V4 26.11.2015 @. 7 829. 2. #@> 70B25@465==O #@028; 
70157?5G5==O 70E8ABC V=D>@<0FVW 2 V=D>@<0FV9=8E, B5;5:><C=V:0FV9=8E B0 V=D>@-
<0FV9=>-B5;5:><C=V:0FV9=8E A8AB5<0E: ?>AB0=>20 �01V=5BC  V=VAB@V2 ':@0W=8 2V4 
29.03.2006 @. 7 373. 3. �@8B5@VW >FV=:8 70E8I5=>ABV V=D>@<0FVW 2 :><?’NB5@=8E 
A8AB5<0E 2V4 =5A0=:FV>=>20=>3> 4>ABC?C: !� &�� 2.5-004-99 2V4 28.04.1999 @. 7 
22. 4. #@> 2AB0=>2;5==O �8<>3 4> 70A>1V2 5;5:B@>==>W V45=B8DV:0FVW, @V2=V2 4>2V@8 
4> 70A>1V2 5;5:B@>==>W V45=B8DV:0FVW 4;O WE 28:>@8AB0==O C AD5@V 5;5:B@>==>3> 
C@O4C20==O: =0:07 �5@602=>3> 035=BAB20 7 ?8B0=L 5;5:B@>==>3> C@O4C20==O ':@0-
W=8 2V4 27.11.2018 @. 786. 

'�� 621  
�V7C=>2 %.�.1 

��3�� �%#��&� #$��!�+�!!3 ��'%&�+!�) %��!���� 

�0728G09, 4;O CAC=5==O ?@>A>GC20==O V=D>@<0FVW ?> 0:CAB8G=><C 
:0=0;C, 70AB>A>2CNBL 01> 72C:>V7>;OFVN, 01> 35=5@0B>@8 :>@5;L>20=8E 
0:CAB8G=8E ?5@5H:>4. 

' ?5@H><C 28?04:C (?0A82=89 <5B>4) ?>B@V1=V 7=0G=V 28B@0B8 G0AC 
=0 ?@>2545==O @>1VB ?> 72C:>V7>;OFVW. �@V< B>3>, 70;8H0NBLAO ?@>1;5<=V 
4V;O=:8 ?@8<VI5==O (2V:=0, 425@V, ?>2VB@>?@>2>48 V B><C ?>4V1=5) V 
2V1@>0:CAB8G=V :0=0;8 28B>:C (A8AB5<8 >?0;N20==O, 2>4>?>AB0G0==O, 
:0=0;V70FVW V B0: 40;V). 

' 4@C3><C 28?04:C (0:B82=89 <5B>4) =0O2=VABL 35=5@0B>@V2 HC<C 
AB2>@Nє 48A:><D>@B ?@8 ?@>2545==V ?5@53>2>@V2. %0<5 28?@><V=N20==O є 
45<0A:CNG>N >7=0:>N, I> ?>;53HCє 7;>2<8A=8:0< 287=0G8B8 G0A V <VAF5 
?5@53>2>@V2. 

!54>;V:8 >1>E ?5@5;VG5=8E 28I5 <5B>4V2 <>6CBL 1CB8 7<5=H5=V 
?@8 70AB>AC20==V A8AB5< 0:B82=>3> ?@83=VG5==O 0:CAB8G=8E HC<V2 (Active 
Noise Control, Active Noise Cancellation, ANC, Active Noise Reduction, 

                                                           

 
1 :0=4. B5E=. =0C:, 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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ANR). 
%8AB5<8 B0:>3> 0:B82=>3> HC<>703;CHC20==O �@C=BCNBLAO =0 

?@>F5AV V=B5@D5@5=FVW E28;L. �=H8<8 A;>20<8, O:I> AB2>@8B8 475@:0;L=5 
2V4>1@065==O 72C:>2>W E28;V (V=25@BC20B8 WW), V =0:;0AB8 WW =0 ?>G0B:>2C, B> 
72C:>2V E28;V ?>30AOBL >4=0 >4=C. 

�;O 70E>?;5==O =02:>;8H=L>3> 72C:C, A8AB5<0 0:B82=>3> 
HC<>703;CHC20==O (%�,) >A=0I5=0 >4=8<, 01> 45:V;L:><0 <V:@>D>=0<8, 
O:V A;CE0NBL =02:>;8H=V 72C:8. #>BV<, FV 72C:8 ?5@540NBLAO 2 
5;5:B@>==89 1;>:, 2 O:><C V 2V41C20єBLAO 0=0;V7 V WE V=25@BC20==O. #>BV< 
>B@8<0=C 475@:0;L=C E28;N (7 ?5@525@=CB>N D07>N) ?>40NBL =0 
28?@><V=N20G. *V 72C:>2V E28;V 2 ?@>F5AV V=B5@D5@5=FVW 7<VHCNBLAO 2 =>2C 
E28;N V ?@83=VGCNBL >4=0 >4=C. 

!095D5:B82=VH5 B0:V A8AB5<8 A?@02;ONBLAO 7 HC<>< 2V4 100 �F 4> 
1 :�F. 

#>?@8 B5, I> A0< ?> A>1V <5B>4 4>72>;Oє 5D5:B82=> ?@83=VGC20B8 
=02:>;8H=V 72C:8, @50;L=V ?@8AB@>W =5 702648 A?@02;ONBLAO 7 F8< 
70240==O<, >A>1;82> 7 0:CAB8G=8<8 :>;820==O<8 7 G0AB>B>N 1V;LH5 
B8AOGV �5@F. 

$VG C B><C, I> =0 @5єAB@0FVN 72C:C V >1G8A;5==O ?@>B8;56=>W E28;V 
C <V:@>:>=B@>;5@0 945 45O:89 G0A. +5@57 F5 72C:, I> 28?CA:0єBLAO =8<, 
265 =5 ?>2=VABN ?@>B8;56=89 4> 72C:C, I> 2E>48BL, 0 2V4AB0є 2V4 =L>3> ?> 
D07V. 

*59 =54>;V: <>6=0 7<5=H8B8, O:I> A83=0;, O:89 ?>B@V1=> 
?>4028B8, ?>4020B8 =0 2EV4 B0:>3> ?@8AB@>N ?> 5;5:B@8G=><C 01> 
5;5:B@><03=VB=><C :0=0;C. 

�024O:8 B><C, I> 5;5:B@8G=89 A83=0; ?>H8@NєBLAO H284H5 70 
72C:, ?@8;04 ?>G8=0є >1@>1;OB8 A83=0; I5 4> 9>3> ?@8E>4C C 283;O4V 
0:CAB8G=>W E28;V. �024O:8 FL><C <V:@>:>=B@>;5@ 2AB830є ?V4V1@0B8 
?@>B8;56=89 ?> D07V >@83V=0;L=><C 72C: 7 <5=H8< 70?V7=N20==O<. 
,C<>703;CHC20==O B0:8E A8AB5< ?@0FNє 4;O 72C:V2 7 G0AB>B>N 4> 4 :�F, 
I> є 4>A8BL ?@89=OB=8< 4;O A?5:B@C <>2=>W V=D>@<0FVW. 

&0:8< G8=><, =0 <560E :>=B@>;L>20=>W 7>=8 <>6=0 7=878B8 @V25=L 
0:CAB8G=8E E28;L 2V4 465@5; @568<=>W V=D>@<0FVW 4> 157?5G=>W 
(?@89=OB=>W) 25;8G8=8. 

�0240==O E>@>H>W GCB=>ABV A?V2@>7<>2=8:0<8 >48= >4=>3> <>6=0 
28@VH8B8 70 4>?><>3>N ?@028;L=>3> @>7B0HC20==O V =0;0HBC20=L 
A8AB5<8, 0 B0:>6 A?5FV0;L=8E 30@=VBC@ C 283;O4V <0A>:. 

�@V< B>3>, 2 45O:8E 28?04:0E =5>1EV4=> 4>40B:>2> 2@0E>2C20B8 
0:CAB8G=V 2;0AB82>ABV ?@8<VI5==O. 

&0:V A8AB5<8 <>6=0 B0:>6 7 CA?VE>< 28:>@8AB>2C20B8 2 @568<=8E 
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?@8<VI5==OE, 45 F8@:C;OFVO 0:CAB8G=>W (<>2=>W) V=D>@<0FVW 701>@>=5=0 
27030;V. 

'�� 004.9:519.2 
#5B@8: �.�.1, �59=530 �.$.2, !5;0A0 �.�.3 

��%&"%'��!!3 ������&-�!����' ��3 ��3���!!3 
�!" ����  �$����"�" &$�(��' 

�06;82>N 7040G5N 5D5:B82=>W ?@>B84VW <5@56528< 0B0:0< є 
?@>2545==O O:VA=>3> 0=0;V7C <5@5652>3> B@0DV:C B0 A2>єG0A=5 28O2;5==O 
?>B5=FV9=8E 703@>7. #5@52030 2592;5B30=0;V7C 4;O 28@VH5==O B0:>W 7040GV 
?>;O30є 2 B><C, I> 2V= 4>72>;Oє @>73;O40B8 40=V 2 G0A>2V9 >1;0ABV, I> 
7=0G=> A?@>ICє ;>:0;V70FVN 0=><0;V9 B@0DV:C. �592;5B30=0;V7 40є 
<>6;82VABL ?@54AB02;5==O <5@5652>3> B@0DV:C 2 @V7=8E <0AHB010E. &0:89 
?V4EV4 40є ?5@5203C C 28O2;5==V <0;>?><VB=8E E0@0:B5@=8E 45B0;59. 

�592;5B30=0;V7 ?5@5410G0є ?>40==O <5@5652>3> B@0DV:C O: 
>4=>28<V@=>3> F8D@>2>3> <0A82C 40=8E C 283;O4V G8A;>2>3> @O4C, 
7040=>3> 2 >:@5<V <><5=B8 G0AC. �3V4=> 7 4>A;V465==O< [1],  4;O 
5D5:B82=>3> 0=0;V7C 40=8E 4>FV;L=>  28:>@8AB>2C20B8 2592;5B )00@0 B0 
0;3>@8B<  0;;0. 

$>7:;040==O A83=0;C 2 A8AB5<V 1078A=8E DC=:FV9 )00@0 <0є 
287=0G5=C AB@C:BC@C. #5@H0 107>20 DC=:FVO @>7:;040==O )00@0 3 F5 ?@O<0 
;V=VO, =0ABC?=V 1078A=V DC=:FVW @>7:;040==O <0NBL 283;O4 <0AHB01>20=8E 
70 ABC?5=5< 42V9:8 AE>48=>:. �E 7>1@065==O =02545=> =0 @8AC=:C 1. 

                                                           

 
1 ABC45=B !0FV>=0;L=>3> C=V25@A8B5BC «�0?>@V7L:0 ?>;VB5E=V:0» 
2 ABC45=B !0FV>=0;L=>3> C=V25@A8B5BC «�0?>@V7L:0 ?>;VB5E=V:0» 
3 ?@>D5A>@ !0FV>=0;L=>3> C=V25@A8B5BC «�0?>@V7L:0 ?>;VB5E=V:0» 
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$8AC=>: 1 3 (C=:FVW @>7:;040==O )00@0 4;O @V7=8E <0HB01V2 

' 0;3>@8B<V  0;;0 A83=0; ?@54AB02;OєBLAO O: AC:C?=VABL 
?>A;V4>2=8E 0?@>:A8<0FV9, I> =01;860NBL V 45B0;V7CNBL :><?>=5=B8, 4> 
O:8E 70AB>A>2CєBLAO =01V@ DV;LB@V2[2]. %?>G0B:C A83=0; ?5@540єBLAO G5@57 
DV;LB@ =87L:8E G0AB>B, 2 @57C;LB0BV G>3> >B@8<CNBLAO :>5DVFVє=B8 
0?@>:A8<0FVW, I> E0@0:B5@87CNBL 3;>10;L=V >A>1;82>ABV @O4C 40=8E. 
#>G0B:>20 ?>A;V4>2=VABL B0:>6 ?@>?CA:0єBLAO G5@57 28A>:>G0AB>B=89 
DV;LB@, B>4V O: =0 28E>4V CB2>@NNBLAO :>5DVFVє=B8 45B0;V70FVW, I> 
E0@0:B5@87CNBL ;>:0;L=V >A>1;82>ABV @O4C 40=8E. ' @07V ?>B@518 <>6;825 
?>2B>@=5 @>7:;040==O 4;O :>5DVFVє=BV2 ?>?5@54=L>3> @V2=O (@8AC=>: 2). 

 

$8AC=>: 2 3 %E5<0 ?>A;V4>2=>ABV 4V9 C 0;3>@8B<V  0;;0 

�;O ?V428I5==O O:>ABV A83=0;V2 28:>@8AB>2CNBLAO <5B>48 CAC=5==O 
HC<V2. #@8 2592;5B30=0;V7V A83=0; @>7:;040єBLAO =0 0?@>:A8<CNGV 
:>5DVFVє=B8, I> ?@54AB02;ONBL A>1>N 73;0465=89 A83=0;, V :>5DVFVє=B8 
45B0;V70FVW, I> >?8ACNBL :>;820==O A83=0;C. %:;04>20 HC<C :@0I5 
2V4>1@060єBLAO =0 :>5DVFVє=B0E 45B0;V70FVW, B><C 2V4 =5W <>6=0 ?>71CB8AO 
70 4>?><>3>N ?5@5@0EC=:C :>5DVFVє=BV2 45B0;V70FVW, 7=0G5==O O:8E <5=HV 
?>@V2=O=> 7 2AB0=>2;5=8<8 ?>@>3>28<8 7=0G5==O<8 [3]. � ?V4AC<:C, F5 
4>72>;8BL C=8:=CB8 ?><8;>: C ?5@540GV A83=0;C. 
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"B65, C @>1>BV 1C;> @>73;O=CB> ?8B0==O 0=0;V7C <5@5652>3> 
B@0DV:C 4;O 28O2;5==O ?>B5=FV9=8E ?@>1;5< 70 4>?><>3>N 2592;5B-
0=0;V7C 7 28:>@8AB0==O< 2592;5BC )00@0 B0 0;3>@8B<C  0;;0. &0:>6 1C;> 
>?8A0=> ?@>F5A CAC=5==O HC<V2 C A83=0;V ?@8 2592;5B-0=0;V7V. 

#9D9?V> CBE<?4AP 
1. &8H8=0, !.�. "1=0@C65=85 2B>@65=89 =0 >A=>25 2592;5B30=0;870 A5B52>3> 
B@0D8:0 / !.�. &8H8=0, !.�. %>;>2L52, �.�. �2>@>2>9 // �5AB=8: '��&' / =0CG-
=>3?@0:B8G5A:89 6C@=0;. 3 'D0, 2010. 3 & .14. 75(40). %. 188 3194. 2. ,5;CE8=, 
". �. "1=0@C65=85 DOS 8 DDOS30B0: <5B>4>< 48A:@5B=>3> 2592;5B30=0;870 / ". 
�. ,5;CE8=, �. �. �0@<0H52 // T3Comm3&5;5:><<C=8:0F88 8 &@0=A?>@B. 4 

2011. 4 7 1. 4 C. 44346. 3. SUN Donghong, SHU Zhibiao, LIU Wu, REN Ping, WU 

Jian3ping, Analysis of Network Security Data Using Wavelet Transforms Journal of 

Algorithms & Computational Technology, Vol. 8 No. 1, pp. 59379, Received: 

13/01/2013; Accepted: 19/06/2013, 2013. 

'�� 621.39 
#>;VB0=AL:89 �.(.1, �?>AB>;N:  .�.2, �>2GC: �.�.3,  

�>9F8H8= �.�.4, �=4@V9GC: �. .2 
%�%&� � �"!&$"�2 ���#$"���!"�" �������!"�" 

�"%&'#' �" "�’Є�&' !� "%!"�� ARDUINO 

%8AB5<8 70E8ABC V=D>@<0FVW 2 FV;><C B0 A8AB5<8 B5E=VG=>3> 70E8ABC 
>1’є:BV2 є =04728G09=> 0:BC0;L=8< B0 ?>ABV9=> ?@>3@5ACNG8< =0?@O<>< 
@>728B:C B0 28@>1=8FB20.  

!0 AL>3>4=VH=V9 45=L VA=Cє 25;8:0 :V;L:VABL A8AB5< >E>@>=8 
>1’є:BV2, I> E0@0:B5@87CNBLAO @V7=8< @V2=5< 70E8ABC. #@>B5, ?0@0;5;L=> 
V7 WE @>728B:>< 24>A:>=0;NNBLAO <5B>48 >1E>4C B0:8E A8AB5<, I> 2A5 
1V;LH5 ?V428ICє ?>B@518 2 @V7=><0=VB=>ABV 20@V0=BV2 B5E=VG=8E 70A>1V2 
>E>@>=8, O:V 2 A2>N G5@3C <>6CBL 74V9A=N20B8 FV;>4>1>289 =03;O4 70 
>1’є:B><, =04V9=89 70E8AB 2V4 2B>@3=5==O, 2545==O AB0B8AB8:8 2V42V4C20=L 

                                                           

 
1 �.B.=, ?@>D5A>@, +5@=V25FL:89 =0FV>=0;L=89 C=V25@A8B5B V<. .@VO (54L:>28G0 
2 %BC45=B, +5@=V25FL:89 =0FV>=0;L=89 C=V25@A8B5B V<. .@VO (54L:>28G0 
3 �.B.=, 0A8AB5=B, +5@=V25FL:89 =0FV>=0;L=89 C=V25@A8B5B V<. .@VO (54L:>28G0 
4 �02V4C20G A5:B>@C :><?'NB5@=>-B5E=VG=8E 4>A;V465=L, +5@=V25FL:89 =0C:>2>-
4>A;V4=89 5:A?5@B=>-:@8<V=0;VAB8G=89 F5=B@  �% ':@0W=8 
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>1’є:BC, B>I>. !5>1EV4=VABL @>728B:C B0 24>A:>=0;5==O A8AB5< >E>@>=8 
>1’є:BC =0?@O<C 70;568BL 2V4 <0B5@V0;L=>W B0 V=D>@<0FV9=>W FV==>ABV 
40=>3> >1’є:BC, I> 2 A2>N G5@3C 7C<>2;Nє 4>FV;L=VABL B0 045:20B=VABL 
20@B>ABV A0<>W A8AB5<8. 

#@8;04 7V1@0=89 =0 107V <V:@>:>=B@>;5@V2 Arduino UNO B0 Arduino 
MEGA. �;O 70157?5G5==O 1030B>D0:B>@=>W 02B5=B8DV:0FVW 28:>@8AB0=> 
<>4C;L Bluetooth HC-06 B0 <>4C;L RFID-RC522 [1], 4;O 2545==O 
AB0B8AB8:8 28:>@8AB0=89 Ethernet <>4C;L ECN28J60 (@8A. 1). 

%CBL @>1>B8 ?@8AB@>N ?>;O30є 2 :>=B@>;V 4>ABC?C 4> 425@=>3> 
70<:0 [2], 70 @0EC=>: 42>ED0:B>@=>W 02B5=B8DV:0FVW, 70 4>?><>3>N RFID-

<VB>: B0 22545==O< ?0@>;N 7 B5;5D>=0 G8 V=H>3> ?@8AB@>N G5@57 
Bluetooth, 0 B0:>6 ?@8AB@V9 A?>2VI0є 2;0A=8:0 ?> email 2 @07V 
=5A0=:FV>=>20=>W A?@>18 ?@>=8:=5==O. &0:>6 70?@>?>=>20=0 <>6;82VABL 
22545==O :><0=4 04<V=VAB@0B>@0 ?> Bluetooth G5@57 Serial Port , B0:8E O: 
?@8є4=0==O 01> 2840;5==O ?@02 4>ABC?C 4> A8AB5<8 :>=B@>;N 2V440;5=>3> 
4>ABC?C >:@5<8< :>@8ABC20G0<, C=5<>6;82;5==O 2E>4C, 0 B0:>6 
?5@570?CA: A8AB5<8, B>I>. 

 

$8AC=>: 1 3  >45;L ?>1C4>20=>W A8AB5<8 :>=B>;N 4>ABC?C 

"B65, 1C;> 70?@>?>=>20=> B0 @50;V7>20=> ?@>B>B8? A8AB5<8 
:>=B@>;N 157?@>2V4=>3> 2V440;5=>3> 4>ABC?C. �=0;V7 ACG0A=8E 0=0;>3V2 
A8AB5<8 ?>:0702, I>, =572060NG8 =0 28A>:89 ?>?8B =0 A8AB5<8 B0:>3> 
@>4C, A?V22V4=>H5==O FV=0/O:VABL, FV=0/DC=:FV>=0;L=VABL, FV=0/3=CG:VABL 
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70;8H0NBLAO 28A>:8<8. �8E>4OG8 7 FL>3>, ?@89=OB> @VH5==O @>7@>18B8 
1030B>DC=:FV>=0;L=89, 3=CG:89 B0 <0;>20@BVA=89 ?@>B>B8? A8AB5<8 
4>ABC?C 4> >1’є:BC =0 >A=>2V Arduino. �C;> ?@89=OB> @VH5==O I>4> 
2?@>20465==O 2 4>A;V46C20=V9 A8AB5<V 1030B>D0:B>@=89 A?>AV1 
02B5=B8DV:0FVW, I> 2:;NG0є V45=B8DV:0FVN :>@8ABC20G0 G5@57 RFID-<>4C;V 
B0 22545==O ?0@>;V2. �8:>@8AB0==O< B0:>3> A?>A>1C 02B5=B8DV:0FVW 
C<>6;82;Nє 70157?5G5==O ?V428I5=>3> @V2=O 70E8I5=>ABV 2V4 
=5A0=:FV>=>20=>3> 4>ABC?C. 

#9D9?V> CBE<?4AP 
1. #>@B0; «RTLService» 3 «#@8=F8? @01>BK RFID 8 55 ?@8<5=5=85»   [�;5:B@>=-
=89 @5AC@A] 3 $568< 4>ABC?C 4> @5AC@AC: https:// 
rtlservice.com/ru/company/blog/princip_raboty_tehnologii_rfid_i_ee_primenenie/. 

2. %8AB5<0 :>=B@>;O 8 C?@02;5=8O 4>ABC?><. #@8=F8? 459AB28O [�;5:B@>==89 
@5AC@A] 3 $568< 4>ABC?C 4> @5AC@AC: http://www.intersyst.ru/solutions/165/460 . 

'�� 004.(056:932.2) 
#@>3>=>2 �.".1 

�#��� #"#�$��!0"�" ��,' ��!!3 !� &"+!�%&0 
��3���!!3 %&���!"�$� , %("$ "��!�) ����!" 

���#&��!�)  �&"��� MG &� MIPOD 

�EFGC 
�06;82>N A:;04>2>N ?>1C4>28 :><?;5:A=8E A8AB5< 70E8ABC 

V=D>@<0FVW ?@820B=8E :><?0=V9 B0 45@602=8E CAB0=>2 є 28:>@8AB0==O 
<5B>4V2 ?@>B84VW 28B>:C :>=DV45=FV9=8E 40=8E ?@8 ?5@540GV ?>2V4><;5=L 2 
V=D>@<0FV9=>-:><C=V:0FV9=8E A8AB5<0E. "A>1;820 C2030 ?@84V;OєBLAO 
@>7@>1FV 28A>:>B>G=8E <5B>4V2 28O2;5==O ?@8E>20=8E ?>2V4><;5=L 
(AB530=>3@0<), AD>@<>20=8E 73V4=> =>2VB=VE 040?B82=8E AB530=>3@0DVG=8E 
<5B>4V2 (�% ). �0=V <5B>48 4>72>;ONBL <V=V<V7C20B8 A?>B2>@5==O D09;V2-
:>=B59=5@V2, 7>:@5<0 F8D@>28E 7>1@065=L (*�), I> CA:;04=Nє 
70AB>AC20==O  2V4><8E AB53>45B5:B>@V2 (%�) 4;O 28O2;5==O AB530=>3@0< 
[1]. &><C 0:BC0;L=>N B0 206;82>N 7040G5N є @>7@>1:0 AB53>45B5:B>@V2, 
740B=8E =04V9=> 28O2;OB8 A;01:V 7<V=8 AB0B8AB8G=8E E0@0:B5@8AB8: 
7>1@065=L-:>=B59=5@V2 (��), >1C<>2;5=8E 70AB>AC20==O< �% . 

%CG0A=V <5B>48 28O2;5==O AB530=>3@0< 70A=>20=V =0 ?>?5@54=V9 
                                                           

 
1 :.B.=., 4>F5=B (V78:>-B5E=VG=>3> V=AB8BCBC, �#� V<. �3>@O %V:>@AL:>3>. 
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>1@>1FV (:0;V1@C20==V) *� 7 <5B>N ?V4A8;5==O A;01:8E 7<V=, >1C<>2;5=8E 
?@8E>20==O< ?>2V4><;5=L [1]. �0;V1@C20==O 4>A;V46C20=8E 7>1@065=L, 
70728G09, ?@>2>48BLAO 7 28:>@8AB0==O< <5B>4V2 DV;LB@0FVW *� 4;O 
2V4=>2;5==O 28EV4=>3> 284C =570?>2=5=>3> ��. �0157?5G5==O 28A>:>W 
B>G=>ABV 28O2;5==O AB530=>3@0< ?>B@51Cє 287=0G5==O FV;L>2>3> <5B>4C 
DV;LB@0FVW *� 4;O :>6=>3> 284C �% , I> є =5B@82V0;L=>N 7040G5N. 
�;LB5@=0B82=8< ?V4E>4>< 4> :0;V1@C20==O *� є 70HC<;5==O 7>1@065=L 
4;O ?V4A8;5==O A?>B2>@5=L ��, 2=5A5=8E ?@8 21C4>2C20==V ?>2V4><;5=L. � 
@>1>BV [2] 4>A;V465=> 5D5:B82=VABL 40=>3> ?V4E>4C 4;O 28O2;5==O 
AB530=>3@0<, AD>@<>20=8E 73V4=> <5B>4C S-UNIWARD, C 28?04:C 
28:>@8AB0==O 048B82=8E 70204, 0 A0<5 30CA>2>3> B0 ?C0A>=>2>3> HC<C. 
 5B>N @>1>B8 є 4>A;V465==O B>G=>ABV 28O2;5==O AB530=>3@0<, 
AD>@<>20=8E 73V4=> =>2VB=VE 040?B82=8E <5B>4V2 MG B0 MiPOD, ?@8 
2=5A5==V 4> 7>1@065=L HC<V2 7 =>@<0;L=8< B0 ?C0A>=>28<  @>7?>4V;><. 

"FD<@4AV D9;G?PF4F< 
�>A;V465==O B>G=>ABV 28O2;5==O AB530=>3@0<, AD>@<>20=8E 73V4=> 

<5B>4V2 MG [3] B0 MiPOD [4], ?@>2>48;>AO =0 281V@FV 7 10,000 7>1@065=L 7 
B5AB>2>3> ?0:5BC ALASKA. %BC?V=L 70?>2=5==O �� AB53>40=8<8 
7<V=N20;0AO 2V4 3% 4> 5% 7 :@>:>< 2%, B0 2V4 10% 4> 50% 7 :@>:>< 10%. 

$V25=L 2=5A5=8E 048B82=8E 70204 >18@02AO @V2=8< ?>BC6=>ABV 
2;0A=8E HC<V2 *�, I> >FV=N202AO 7 28:>@8AB0==O< DV;LB@C �V=5@0 [2]. 
$>7<V@ :>27=>3> 2V:=0 DV;LB@C �V=5@0 20@VN202AO 2 <560E 2V4 3E3 4> 11E11 
?V:A5;V2 7 :@>:>< 2 ?V:A5;V. 

�;O 28O2;5==O AB530=>3@0< 1C2 28:>@8AB0=89 %� =0 >A=>2V 
AB0=40@B=>W AB0B8AB8G=>W <>45;V SPAM. �>A;V465==O ?@>2>48;>AO 73V4=> 
AB0=40@B=>W ?@>F54C@8 ?5@5E@5A=>W ?5@52V@:8 (0=3;. cross-validation). 
#>4V; B5AB>2>3> ?0:5BC *� =0 =02G0;L=C (50%) B0 :>=B@>;L=C (50%) 
281V@:8 7>1@065=L ?@>2>482AO ?A524>28?04:>28< G8=>< 10 @07V2. 

�0 @57C;LB0B0<8 B5ABC20==O =0;0HB>20=8E %� >B@8<0=V CA5@54=5=V 
7=0G5==O B>G=>ABV 28O2;5==O AB530=>3@0< 2 70;56=>ABV 2V4 ABC?5=O 
70?>2=5==O �� AB53>40=8<8 B0 284C 2=5A5=>W 048B82=>W 702048. 

�<EAB6>< 

�AB0=>2;5=>, I> 70HC<;5==O *� 7 28:>@8AB0==O< 048B82=8E 70204, 
I> <0NBL =>@<0;L=89 (30CA>289) @>7?>4V;, =5 4>72>;Oє ?V428I8B8 
B>G=VABL 28O2;5==O AB530=>3@0<, AD>@<>20=8E 73V4=> =>2VB=VE �% . 
�8O2;5=>, I> 70AB>AC20==O 048B82=8E 70204 7 ?C0A>=>28< @>7?>4V;>< 
4>72>;Oє =5ACBBє2> (4> 1%) ?V428I8B8 B>G=VABL 28O2;5==O AB530=>3@0< C 
28?04:C A;01:>3> (4> 10%) B0 A5@54=L>3> (2V4 10% 4> 40%) ABC?5=O 
70?>2=5==O �� AB53>40=8<8. 
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#9D9?V> CBE<?4AP 
1. Fridrich J. Steganography in Digital Media: Principles, Algorithms, and Applications. 

1st edition. 3 Cambridge University Press, 2009.  3 p. 437. ISBN 978-0-521-19019-0. 

2. #@>3>=>2 �.". �=0;V7 B>G=>ABV 28O2;5==O AB530=>3@0<, AD>@<>20=8E 040?B82-
=8<8 <5B>40<8, ?@8 4>40B:>2><C 70HC<;5==V 7>1@065=L-:>=B59=5@V2 / #@>3>=>2 
�.". //  0B5@V0;8  V6=0@>4=>W =0C:>2>-B5E=VG=>W :>=D5@5=FVW «$04V>B5E=VG=V ?>-
;O, A83=0;8, 0?0@0B8 B0 A8AB5<8». 3 �8W2, 2019. 3 A. 225-227; 3. Sedighi V. Content-

Adaptive Pentary Steganography Using the Multivariate Generalized Gaussian Cover 

Model / Sedighi V., Fridrich J., Cogranne R. // Proc. SPIE, Electronic Imaging, Media 

Watermarking, Security, and Forensics, 2015, vol. 9409. 4. Sedighi V. Content-

Adaptive Steganography by Minimizing Statistical Detectability / Sedighi V., Cogranne 

R., Fridrich J. // IEEE Trans. Inf. Forensics Security. Vol. 11, 2016, pp. 221-234. 

'�� 621.391 
-5:>B8E8= ".�.1, �0@?C:>2 �. .2, %02G5=:> �.�.3 

%#"%�� ��)�%&' �!("$ �*�� � �"�� 

�A=Cє A?>AV1 70E8ABC 2>;>:>==>->?B8G=V9 ;V=VW 72'O7:C (�"��) 2V4 
=5A0=:FV>=>20=>3> 7=OBBO V=D>@<0FVW (!��), O:89 ?>;O30є C B><C, I> 
28:>=CєBLAO <0A:C20==O V=D>@<0FV9=>3> A83=0;C ?5@54 ?5@540G5N ?> 
�"��, B>1B> 70157?5GCєBLAO >4=0:>20 D>@<0 70?>2=5==O :>6=>W G0AB8=8 
B0:B>2>3> V=B5@20;C Τ O: ?@8 ?5@540GV 42V9:>2>3> =C;O, B0: V ?@8  ?5@540GV 
42V9:>2>W >48=8FV  =0  @V7=8E  E28;OE [1]. !54>;V:>< FL>3> A?>A>1C є B5, 
I> E>G0 <0A:C20==O V=D>@<0FVW 28:>=CєBLAO O: ?@8 ?5@540GV 42V9:>2>W 
>48=8FV, B0: V ?@8 ?5@540GV 42V9:>2>3> =C;O =0 ACAV4=VE E28;OE G0AB>B=>3>  
?;0=C WDM, 0;5 ?@8 28:>@8AB0==V 2C7L:>E28;L>28E DV;LB@V2, V=D>@<0FVO 
<>65 1CB8 @>7H8D@>20=0. 

' 40=V9 @>1>BV ?>AB02;5=0 V 28@VH5=0 7040G0 @>7@>1:8 A?>A>1C 
70E8ABC V=D>@<0FVW C �"�� 2V4 =5A0=:FV>=>20=>3> 4>ABC?C 7 ?>;V?H5=8<8 
E0@0:B5@8AB8:0<8, B>1B> 7 ?V428I5=>N 70E8I5=VABN, =04V9=VABN B0 7 
?>:@0I5=>N O:VABN  V=D>@<0FV9=>3> A83=0;C =0 ?@89<0;L=V9 AB>@>=V. 
�8@VH5==O ?>AB02;5=>W 7040GV 4>AO30єBLAO B8< I> 4>268=0 E28;L 7 
70E8I5=>N V=D>@<0FVєN ?>ABV9=> 7<V=NєBLAO 70 @V2=V V=B5@20;8 G0AC 01> 
70 =5@V2=V V=B5@20;8  G0AC ?> 28?04:>2><C 70:>=C. !0O2=VABL ?>ABV9=>W 
                                                           

 
1 :.B.=., 4>F., 4>F5=B :0D. «�0I8B0 8=D>@<0F88», !' «�0?>@V7L:0 ?>;VB5E=V:0»  
2 4.B.=., ?@>D., 702. :0D. «�0I8B0 8=D>@<0F88», !' «�0?>@V7L:0 ?>;VB5E=V:0» 
3 0A?. :0D. «$048>B5E=8:8 8 B5;5:><<C=8:0F89», !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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7<V=8 4>268=8 E28;L, =0 O:V9 ?5@540єBLAO 70E8I5=0 V=D>@<0FVO, ACBBє2> 
?V428ICє WW 70E8I5=VABL 2V4 !��.  

!0 (V3. 1 ?>:070=V :>4>3@0<8 @>7@>1;5=>3> A?5:B@0;L=>3> A?>A>1C 
<0A:C20==O V=D>@<0FV9=8E A83=0;V2 ?@8 ?5@540GV V=D>@<0FVW C �"�� 70 
@V2=V ?@><V6:8 G0AC, 0 =0 (V3. 2 70 =5@V2=V ?@><V6:8 G0AC. #@8 <0A:C20==V 
V=D>@<0FV9=8E A83=0;V2 ?@8 ?5@540GV V=D>@<0FVW C 2>;>:>==>->?B8G=8E 
;V=VOE 72'O7:C 70 @V2=V ?@><V6:8 G0AC A?>AV1 ?@0FNє =0ABC?=8< G8=><. 
#5@540G0 70<0A:>20=8E 42V9:>28E >48=8FL B0 =C;V2 2V41C20єBLAO 
>1>2'O7:>2> =0 42>E ACAV4=VE 4>268=0E E28;L AB0=40@B=>3> G0AB>B=>3> 
?;0=C WDM, O:V <C;LB8?;5:ACNBLAO B0 ?5@540NBLAO >4=>G0A=> =0 
4>;268=0E E28;L �n B0 �m. +0AB>B=89 ?;0= WDM ?>4V;OєBLAO =0 @V2=V 
G0AB8=8. �0 @V2=V G0AB8=8 G0AC t1, t2,&, tn ?5@540NBLAO AC<VA=V ?0@8 G0AB>B 
�n B0 �m. !0 :>6=V9 =>2V9 G0AB8=V G0AC tn 7<V=NNBLAO 4>268=8 E28;L �n B0 
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CREATION A SECURE NETWORK INFRASTRUCTURE OF UNIED 

INFORMATION PROCESSING SYSTEMS-CLUSTERS 

In the modern world, there are many different types of tasks that can be 
processed by breaking them up into small parts and solving them 
simultaneously on a number of computers - nodes. This method allows to 
increase the speed of data processing in times and provide scalability and 
variability. For these purposes we created arrays of computers of the same type 
- clusters, united into a single network and having a common gateway for 
input-output and distribution of cluster tasks. 

Due to the fact that a universal cluster that can perform the entire range 
of tasks cannot provide a sufficient level of performance, reliability, security 
and is very difficult to maintain and manage, it has been divided into separate 
clusters with a narrower range of tasks. Clusters can solve various types of 
tasks, such as data flow distribution, information processing, database systems, 
information storage, and other types of data processing. 

The interaction of clusters can occur by routing the data flow at the 
network level, this can provide faster access to a large amount of data. It can 
also take place through a single I / O gateway of the cluster, this provides the 
ability to centrally work with the cluster, ensure transparent task parallelization, 
access security and load prioritization. 

All nodes must have firewall restrictions on access to network ports. In 
the process of building a LAN cluster, the nodes must be placed in a separate 
network ecosystem that does not have access from the outside, this is 
implemented by setting labels on all network packets inside the LAN, called 
VLAN tagging. Also, at this network level, using a switch, you can provide 
additional levels of network protection, such as using the Spanning Tree 
Protocol (STP), protection against broadcast storms (broadcast/multicast), ARP 
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attack variations, and DDOS attack protection. With this approach, the entire 
network infrastructure of the cluster can be isolated from any external 
influences and only the gateway can act as an input/output point of information. 
Load balancing systems (load balancers) can also be used on gateways. They 
can be represented as a separate hardware unit or as a software implementation. 

To combine several clusters that perform different types of data 
processing, they mainly use data transfer through cluster gateways(Fig. 1), 
since it allows you to fully track data from the client to the endpoint node of 
any of the clusters. However, sometimes, to increase performance and reduce 
latency, a separate VLAN can be allocated - a subnet that will be common for 
the nodes of some clusters and will act as a kind of data bus within which nodes 
of different clusters can transmit data requests to each other bypassing 
gateways (Fig. 1 - dotted lines). Basically, such schemes are created to provide 
a high transfer rate for large amounts of data. For example, the implementation 
of a single bus of information processing clusters, database systems and 
network storages. With this approach, any data processing node can access any 
node of the storage or database cluster bypassing the gateway, thus removing 
unnecessary load from it. 

Figure 1 3 Diagram of network data channels by combining different types of 

clusters 

Due to the constantly growing number of different types of information 
processing, more and more different cluster systems appear that require a 
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unique approach to construction, options of the level and type of integration of 
subsystems to provide the best parameters of data processing speed, storage, 
security and reliability. 
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INFORMATION SYSTEM FOR DC MOTOR`S DATA ACQUISITION 

A DC motor is an internally commutated electric motor designed to be 
run from a direct current power source. Since the brushes wear down and 
require replacement, brushless DC motors using power electronic devices have 
displaced brushed motors from many applications. But brushed motors 
continue to be used for electrical propulsion, cranes, paper machines and steel 
rolling mills. Small DC motors are used in tools, toys, and appliances. Larger 
DC motors are currently used in propulsion of electric vehicles, elevator etc.  

The rotor of the DC machine has a current carrying conductor in which a 
magnetic field is produced. In order to feed the armature current into the 
rotating rotor, brushes are needed. The carbon brush is a crucial piece to keep 
machines operating efficiently. As an estimate, 7500 hours brush life could be 
considered normal for general purpose, medium horsepower DC motors. It is 
not uncommon however, for motors with light or variable loads, such as 
machine tool motors, to have brush life that is less than 2000 hours. Brush life 
is even further reduced at higher commutator surface speeds [1] and is also 
affected by load.  

After commutator condition, the next most important priority for DC 
motor upkeep is minimizing arcing and destructive sparking, by keeping motors 
clean and clear of the loose carbon dust which is created as brushes wear. The 
main reasons that reduce DC motor’s life are arcing and sparking. When arcing 
or/and sparking happens motors can experience catastrophic failure. So, after 
commutator condition, the next most important priority for DC motor upkeep is 
minimizing arcing and destructive sparking, by keeping motors clean and clear 
of the loose carbon dust which is created as brushes wear.  

The following are the most probable reasons to cause sparking in DC 
generator [2]: 

- due to brushes (uncorrected position of the brushes, unequal brush 
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spacing, worm out brushes, inadequate pressure on brushes etc.); 
- due to armature (overloading of armature, Earth fault in armature 

windings, short circuit in the armature coils. play in the armature etc.); 
- due to commutator (weak mica between segments of commutator, 

rough commutator surface, commutator is not fully round etc.). 
Excessive overloads may result in severe sparking, especially if the 

interpoles have passed their saturation point and are therefore, unable to 
increase their strength as required. If the machine has an ammeter, compare its 
load with the nameplate rating. In modern drives, the armature voltage is 
electronically controlled by converters or DC choppers. Using a buck chopper, 
the armature voltage can be adjusted from zero to DC link source voltage. 
Vibration of the machine itself may cause brush sparking and eventually result 
in commutator damage. There are other reasons for the sparking [3]. 

All generally involve brush sparking usually accompanied by chatter 
and often excessive wear or chipping. Sparking may result from poor 
commutator conditions or it may cause them. The causes of sparks are very 
many, as we see. Sparking generally feeds upon itself and becomes worse with 
time until serious damage results. The key to minimizing motor problems is 
scheduled routine inspection and service. The degree of sparking should be 
determined by careful visual inspection. Our eyes looking through a 
commutator viewing window are still one of the best tools for identifying 
excessive arcing and sparking of the brushes on a DC motor [4]. It`s impossible 
to visually control the process all the time, so it should automate the 
observation, which will allow to stop the motor at the early stages of sparking.  

Many common faults such as shorted turns or commutator bars, 
grounded windings, and off magnetic neutral axis faults may be detected using 
online current and voltage signature analysis. According to their spectra we can 
also determine the beginning of a dangerous spark or arc. Thus, the task is to 
investigate the waveforms of currents and voltages to determine the key signs 
of the beginning of the arc and spark. This will allow to design the Information 
and Measurement System for data acquisition and control a safe Motor`s 
shutdown at the beginning of the dangerous level of sparking. 
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4. Maintenance and Troubleshooting of Electric Motors http:// 

www.maintenanceworld.com/maintenance-and-troubleshooting-of-electric-motors/  
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45 m  3 4V5;5:B@8G=0 ?@>=8:=VABL <0B@8FV; ò  3 >1’є<=89 2<VAB <5B0;52>W 
D@0:FVW; ø ù÷  3 4V5;5:B@8G=0 DC=:FVO <5B0;C, O:C 70 2V4ACB=>ABV 7030A0==O 
<>6=0 70?8A0B8 C 283;O4V 
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÷

÷ ý 
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.    (2) 

&CB ø ù1 22 *
0/

p e
e n m÷ ý  3 G0AB>B0 >1’є<=8E ?;07<>=V2; 

e
n  3 :>=F5=B@0FVO 

2V;L=8E 5;5:B@>=V2; *
m  3 5D5:B82=0 <0A0 5;5:B@>=V2 ?@>2V4=>ABV. 

� 283;O4C DC=:FVW ø ùeff ÷  7@>7C<V;>, I> ### C 4>A;V46C20=><C 
:><?>78BV ?>H8@NNBLAO ;8H5 70 28:>=0==O C<>28  
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1 �A?V@0=B :0D54@8  V!� !' «�0?>@V7L:0 ?>;VB5E=V:0».  
2 �0=4. DV7.-<0B. =0C:, 4>F5=B :0D54@8  V!� !' «�0?>@V7L:0 ?>;VB5E=V:0». 



187 

 

�2V4A8, 7 C@0EC20==O< D>@<C;8 (2), >B@8<Cє<> 28@078 4;O =86=L>W 
B0 25@E=L>W <56 7>=8, 2 O:V9 =5 <>6CBL ?>H8@N20B8AO ###, 3 
«701>@>=5=>W» 7>=8: 
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ÿ ÿ÷ ý ÷  û ò òý ý

ö öÿ ÿò÷ ÷ÿ ÿø øþ þ

.  (4) 

$57C;LB0B8 @>7@0EC=:V2 G0AB>B=8E 70;56=>AB59 5D5:B82=>W 
4V5;5:B@8G=>W DC=:FVW 7 =87L:8< B0 28A>:8< 2<VAB>< <5B0;528E 2:;NG5=L, 
=02545=V =0 @8A. 1, 45<>=AB@CNBL =0O2=VABL 701>@>=5=>W 7>=8. �V47=0G8<>, 
I> 4;O :><?>78BV2 V7 28A>:>N :>=F5=B@0FVєN <5B0;528E =0=>AB@86=V2 

eff 0ü  ?@8 
p

÷ü ÷  (:@V< G0AB>B, I> ?>B@0?;ONBL C 701>@>=5=C 7>=C), 
B><C 4;O G0AB>B 

p
÷ó ÷  WE 4>FV;L=> 28:>@8AB>2C20B8 2 O:>ABV <0B5@V0;V2 7 

2V4’є<=>N 4V5;5:B@8G=>N ?@>=8:=VABN. 

 

$8AC=>: 1 3 +0AB>B=0 70;56=VABL 5D5:B82=>W 4V5;5:B@8G=>W ?@>=8:=>ABV 
�@C45-:><?>78BC 7 <5B0;528<8 =0=>AB@86=O<8  

?@8 0,1ò ý  (a) B0 0,9ò ý  (5). 

#9D9?V> CBE<?4AP 
1. Sarychev A.K., Shalaev V.M. Electrodynamics of metamaterials. 3 Singapore: World 

Scientific, 2007. 3 xii, 247 p. 
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'�� 538.9 
#>3>A>2 �.�.1, �C@10FL:89 �.#.2, �>@>BC= �.�.2 

#�$�!"$ '��!!3 #�"-� #"��$)!� &� $"� �$!� 

�����!�%&0 #"��$)!��"�" !�&3�' !�!"���%&�$� 

%CG0A=V @57C;LB0B8 7 ?;02;5==O <5B0;528E :;0AB5@V2 [1,2] 
?V4B25@46CNBL 0=0;VB8G=V @57C;LB0B8 #02;>20 [3], 73V4=> 7 O:8<8, ?>-
?5@H5, B5<?5@0BC@0 ?;02;5==O 7<5=HCєBLAO 7V 7<5=H5==O< @>7<V@V2 
:;0AB5@0, 0, ?>-4@C35, ?@8 4V0<5B@0E 2 2D Rý þ =< @>7<V@=0 70;56=VABL 
B5<?5@0BC@8 ?;02;5==O AB0є =5?><VB=>N. 

 0965 ?V2B>@0 AB>;VBBO B><C �V11A ?5@5410G82 7<5=H5==O 5=5@3VW 
?>25@E=V ( )Ró  :@0?5;L:8 7V 7<5=H5==O< R . "A:V;L:8 ?@>25AB8 ?@O<V 
28<V@N20==O 70;56=>ABV ( )Ró 4> A8E ?V@ =5 ?@54AB02;OєBLAO <>6;828<, 
1030B> C2038 2 ;VB5@0BC@V ?@84V;5=> @>7@0EC=:0< FVєW 25;8G8=8. 

"4=8< V7 >A=>2=8E @57C;LB0BV2 є D>@<C;0 &>;<5=0 [4] 4;O @V4:>W 
:@0?5;L:8, O:0 C73>46CєBLAO 7 B5@<>48=0<VG=8<8 28A=>2:0<8 �V11A0: 

ø ù ø ù 1
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ô
ø ý ,   (1) 

45 ( )ó   3 ?>25@E=520 5=5@3VO ?;>A:>W ?>25@E=V ( )R  , 0 E0@0:B5@8AB8-
G=0 «4>268=0 &>;<5=0» 1ô û  0=3AB@5< V 70;568BL 2V4 @>4C <0B5@V0;C. �V 
7<5=H5==O< R  157@>7<V@=0 25;8G8=0 ø  7@>AB0є, 0 ó  7<5=HCєBLAO. #@8 
282545==V D>@<C;8 ?5@5410G0;0AO B>G:>2VABL 0B><V2 :@0?5;L:8 B0 V450;L-
=0 AD5@8G=VABL ?>25@E=V :;0AB5@0. ' FL><C 28?04:C ?>2=C 5=5@3VN :;0A-
B5@0 <>6=0 ?@54AB028B8 C 283;O4V @>7:;040==O 70 ABC?5=O<8 1

R


 

ø ù ø ù3 24
4

3
E R R Rý õ  ð ûó ð     (2) 

є ?@028;L=8<. �5;8G8=0 ( )õ   C D>@<C;V (2) F5 5=5@3VO, I> ?@8?040є =0 1 
0B>< C 3D-<0B5@V0;V. 

!0A?@024V :;0AB5@ <>6=0 ?@81;87=> 22060B8 AD5@8G=8< (@8A. 1) 
;8H5 4;O :V;L:>ABV 0B><V2 13, 55, 147, 309...N ý , O:8< 2V4?>2V40NBL 
=><5@0 1,2,3,4...m ý  :>>@48=0FV9=8E AD5@ 0B><V2. &V;L:8 C F8E 28?04:0E 

                                                           

 
1 �-@ DV7.-<0B5<. =0C:, 702V4C20G :0D54@8  V!� !' «�0?>@V7L:0 ?>;VB5E=V:0». 
2 �0=4. DV7.-<0B. =0C:, 4>F5=B :0D54@8  V!� !' «�0?>@V7L:0 ?>;VB5E=V:0». 
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:;0AB5@ є >?C:;8< 1030B>3@0==8:>< V7 IV;L=>C?0:>20=8E :C;L-0B><V2. 
�>@5:B=8< 28E>4>< 7 A8BC0FVW, I> A:;0;0AO є ?@54AB02;5==O ?>2=>W 

5=5@3VW :;0AB5@0 C 283;O4V @>7:;040==O 70 ABC?5=O<8 1/3 1
N R
 õ : 

2/3 1/3
1 2 3E A N A N A N

 ý û û .    (3) 

&>4V, ?>@V2=NNG8 (2) V (3) <0є<> =5 @V2=>ABV, 0 =0ABC?=V 
?@>?>@FV9=>ABV: ø ù1A õ õ  , ø ù2A õó  , ø ù3A õ ôó  . �5;8G8=0 � <>65 
1CB8 >1G8A;5=0 FV;:>< C 1C4L-O:V9 <>45;V, 0 ?>BV< ?@54AB02;5=0 C 283;O4V 
(3). 

 

$8AC=>: 1 3 �>1@065==O :;0AB5@0 V7 IV;L=8< ?0:C20==O< 0B><V2 

' :@0?5;L=V9 <>45;V (Liquid Drop Model), O:0 4>1@5 
70@5:><5=4C20;0 A515 2 O45@=V9 DV78FV B0 DV78FV :;0AB5@V2, <0є <VAF5 
=5@V2=VABL 3 0A þ , O:0 AC?5@5G8BL D>@<C;V (1). *5 ?@>B8@VGGO 7=V<0єBLAO 
?5@5=>@<C20==O< ?;>IV ?>25@E=V, 2 O:C «2?8A0=89» :;0AB5@ [5] 01> 
C@0EC20==O< @04VCAC 5;5:B@>==>W E<0@8 R R Rò ý û þ . �5;8G8=0 Rò  
D0:B8G=> 287=0G0є 5;5:B@8G=C є<=VABL :;0AB5@0 V 1C;0 >1G8A;5=0 2 [6] 
<5B>4>< DC=:FV>=0;0 3CAB8=8 7 C@0EC20==O< :20=BC20==O A?5:B@0 
5;5:B@>=V2 4;O <5B0;528E :;0AB5@V2 V7 250N ü . 

#9D9?V> CBE<?4AP 
1. D. Vollath, F.D. Fischer, D. Holec. Beilstein J. Nanotechnol. 9, 226532276 (2018). 

2. D. Holec, P. Dumitraschkewitz, D. Vollath, F.D. Fischer. Nanomaterials, 10, 484 (14) 

(2020). 3. P.Z. Pawlow. Phys. Chem. 65U, 1335 (1909). 4. R.C. Tolman, J. Chem. Phys. 

17, 3333337 (1949). 5. V.V. Pogosov, Sol. State Commun. 89, 1017-1021 (1994). V.V. 

Pogosov, V.I. Reva, J. Chem. Phys. 148, 044105 (2018). 
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'�� 004.3; 004.5 

%<8@=>20 !.�.1, �2G5=:> %.�.
2 

���"$�%&�!!3 �!&����&'��0!�) $��� ��3 #���"&"��� 
�������$�� %#�*���0!"%&� 152 « �&$"�"��3 &� 
�!("$ �*��!"-�� �$2���0!� &�)!���» 

' AL>3>4=VH=L><C A2VBV 28A>:8E B5E=>;>3V9 A2>N =VHC =0 @8=:C 
70A>1V2 02B><0B870FVW 402=> V <VF=> 709<0NBL ?@>3@0<>20=V ;>3VG=V 
:>=B@>;5@8 (#��), ;V=V9:0 O:8E 157?5@5@2=> @>7H8@NєBLAO. 

�:>=><VG=V 5D5:B82=V, DC=:FV>=0;L=>, :>=AB@C:B82=> V B5E=VG=> 
@V7=><0=VB=V, 3=CG:V, =04V9=V, 2>;>4VNBL 2V4?@0FL>20=8<8 <5B>48:0<8 
?>HC:C B0 CAC=5==O =5A?@02=>AB59 3 #�� A?@>ICNBL ?@>F5A :5@C20==O 
5;5:B@8G=8<8 0?0@0B0<8, I> ?V428ICє WE =04V9=VABL B0 4>23>2VG=VABL, 
>A:V;L:8 =5<0є ?>ABV9=>3> <5E0=VG=>3> 2?;82C V ?><8;>: 7 1>:C 
:>@8ABC20G0. 

"4=0: 70;56=VABL 5:>=><VG=>ABV #�� 2V4 A:;04=>ABV AE5<8, O:0 
@50;V7CєBLAO; ?>B@510 C :20;VDV:>20=><C ?5@A>=0;V; <>6;82V A:;04=>IV 7 
@5<>=B>< 2 @07V 28E>4C 7 ;04C 2AL>3> #�� (A:;04=>ABV 7 <>45@=V70FVєN V 
70<V=>N, V, ?>B5=FV9=>, 4>23V ?5@V>48 ?@>AB>N); 2?;82 =0 @>1>BC ?0<'OBV 
#�� G0AB>B=8E ?5@5H:>4, 682;5==O B0 7075<;5==O 3 2A5 F5 40є 
<>6;82VABL ?@>O28B8AO V=H8< ?@54AB02=8:0< F8E ?@8AB@>W2. 

�=B5;5:BC0;L=5 @5;5 (�$) ‒ F5 >48= 7 ?V4284V2 ?@>3@0<>20=8E 
;>3VG=8E :>=B@>;5@V2, 3>;>2=0 ?5@52030 O:>3> ?5@54 #�� є 20@BVABL 
?>40;LH>W <>45@=V70FVW, O:0 2 @078 =86G0. &0:>6 >1;04=0==O ?V4B@8<Cє 
<>6;82VABL 02B><0B870FVW =5 BV;L:8 @CG=>3>, 0;5 9 @>1>B87>20=>3> 
?@>F5AC. �@V< B>3>, :>@8ABC20G52V =5 ?>B@V1=> 2>;>4VB8 A?5FV0;L=8<8 
7=0==O<8 2 <>20E ?@>3@0<C20==O, 4>A8BL ?@>25AB8 45O:89 G0A 7 
>1;04=0==O< V 2V= 7@>7C<Vє, O: 2>=> 2;0HB>20=5 B0 DC=:FV>=Cє. 

�V4<V==0 @8A0 ?>4V1=>3> >1;04=0==O ‒ 28:>@8AB0==O 2 =525;8:8E 
?>1CB>28E A8AB5<0E G5@57 <0;89 >1'є< >?5@0B82=>W V ?@>3@0<=>W ?0<'OBV B0 
=525;8:C :V;L:VABL :0=0;V2 22>4C-282>4C O: F8D@>28E, B0: V 0=0;>3>28E. 
&><C V=B5;5:BC0;L=V @5;5 2A5 1V;LH5 702>9>2CNBL A2V9 @8=:>289 ?@>ABV@ C 
;>:0;L=8E :>=BC@0E (>:@5<V 03@530B8, :5@C20==O A8AB5<0<8 >A2VB;5==O, 
45O:V ?@8AB@>W A8AB5<8 ��), ;>:0;L=V :>=BC@8 @V7=8E A8AB5< 
02B><0B870FVW, ?>1CB>20 B5E=V:0, «@>7C<=89» 4V< B>I>). 

#@>3@0<C20==O <>65 25AB8AO =0 42>E <>20E: FBD 01> LD. #5@H89 
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 %B. 28:;. :0D.  V:@>- B0 =0=>5;5:B@>=V:8 !' «�#» 
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 �>;>2=89 V=65=5@ &"� �%' �=68=V@8=3 
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‒ <>20 DC=:FV>=C20==O 1;>:V2 4V03@0<, 0 4@C389 ‒ C=V25@A0;L=0 <>20 
@5;59=>W ;>3V:8, O:0 7CAB@VG0єBLAO 2 1030BL>E AE>68E ?@8;040E. �>;>2=0 
28<>30 4> B0:8E A8AB5< ‒ 2V4?>2V4=VABL 7030;L=>A2VB>28< AB0=40@B0< 
 �� 61131-3. #@>3@0<=0 G0AB8=0 ?>4V1=8E ?@8AB@>W2 <0є 4>A8BL ?@>AB89 
V=B5@D59A, O:89 =5 28:;8G5 ?8B0=L =02VBL C =54>A2V4G5=8E :>@8ABC20GV2, 
[1]. &0:8< G8=><, =528A>:0 ?>@V2=O=> V7 #�� 20@BVABL B0 ?@>AB>B0 
V=B5@D59AC є ?@8G8=0<8 28:>@8AB0==O ?>4V1=8E @5;5 4;O ?V43>B>2:8 
ABC45=BV2 2 30;C7V 02B><0B870FVW, 7>:@5<0, 70 A?5FV0;L=VABN 152 3 
 5B@>;>3VO B0 V=D>@<0FV9=>-28<V@N20;L=0 B5E=V:0. 

�8:>@8AB0==O B8?>28E ?@>3@0< 40є <>6;82VABL ;53:> =02G8B8AO 
>A=>20< @>1>B8 V7 A8AB5<0<8 =0 >A=>2V �$, H284:> ?5@52V@8B8 
?@028;L=VABL =0?8A0=>W ?@>3@0<8, 0 :@V< FL>3>, 2V4:@820є <>6;82VABL 4;O 
7<V=8 C<>2 70240==O 2 @568<V @50;L=>3> G0AC. %0<5 B><C 4;O =0?>2=5==O 
:C@AC «#@8AB@>W V=D>@<0FV9=>-28<V@N20;L=>W B5E=V:8» 4;O A?5FV0;L=>ABV 
152 « 5B@>;>3VO B0 V=D>@<0FV9=>-28<V@N20;L=0 B5E=V:0» �$ є ?@5:@0A=8< 
281>@>< 4;O ?@>5:BC20==O B0 >1A;C3>2C20==O ;>:0;L=8E A8AB5< :5@C20==O 
4;O B5E=>;>3VG=> =570;56=8E >1’є:BV2 V7 :><?0:B=> @>7B0H>20=8< 
>1;04=0==O< V =5A:;04=8<8 7040G0<8 :5@C20==O. �;O FL>3> 28:>@8AB0=> 
<V=V-AB5=4 DV@<8 �%' �=68=V@8=3, I> є ?@54AB02=8:>< =V<5FL:>W :><?0=VW 
Moeller Holding GmbH, 28@>1=8:>< =87L:>2>;LB=>3> 5;5:B@>B5E=VG=>3> 
>1;04=0==O V 70A>1V2 02B><0B870FVW. � A0<5 @5;5 :5@C20==O A5@VW easyE4. 

$5;5 :5@C20==O easyE4 ?@87=0G5=V 4;O H8@>:>3> A?5:B@0 
70AB>AC20=L, 2 O:8E ?>B@V1=V 3=CG:V <>4C;L=V A8AB5<8. #@8 28:>@8AB0==V 2 
?>є4=0==V 7 V=H8<8 :><?>=5=B0<8 7 0A>@B8<5=BC Eaton, B0:8<8 O: ?V;>B=V 
?@8AB@>W B0 ?CA:0GV, easyE4 4>72>;ONBL 2?@>2046C20B8 A8AB5<=V 
0@EVB5:BC@8 7 <>6;82VABN @>7H8@5==O [2]. 

#9D9?V> CBE<?4AP: 
1. ,:>;0 4;O 5;5:B@8:0  [-;5:B@>==K9 @5AC@A].3 2020.3 $568< 4>ABC?C: 
http://electricalschool.info/spravochnik/eltehustr/840-programmiru-emye-

ntellektualnye-rele.html. 2. Moeller: M;5:B@>>1>@C4>20=85 8 A@54AB20 02B><0B870F88 
Moeller, ':@08=0 [-;5:B@>==K9 @5AC@A].3 �.: 2020.3 $568< 4>ABC?C: 
http://www.moeller.com.ua. 
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$"�$"��� %&�!��$&' "$��!���*�� «��$��!�*&�" � 
3�"%&�» ��3 ����$� "!&!"�" #��#$�Є %&�� 

��$���!"� ����*�� '�$��!� 

"A=>2=8< 4>:C<5=B>< 4;O DC=:FV>=C20==O A8AB5<8 <5=546<5=BC 
O:>ABV (% /), O:0 ?>28==0 1CB8 @>7@>1;5=0 2V4?>2V4=> 4> 28<>3 
 V6=0@>4=>3> AB0=40@BC ISO 9001 [1],  V6=0@>4=>3> �5@>:>A<VG=>3> 
AB0=40@BC AS/EN 9100 =0 02V0@5<>=B=><C ?V4?@8є<AB2V 45@602=>W 02V0FVW 
':@0W=8, 4>:C<5=B0;L=> >D>@<;5=0, 2?@>20465=0 V ?>ABV9=> 
?V4B@8<C20B8AO 2 @>1>G><C AB0=V є «�5@V2=8FB2> 7 O:>ABV», 2 O:><C 
?>28==V 1CB8 2@0E>20=V B0:>6 28<>38 «�5@V2=8FB20 02V0@5<>=B=>3> 
?V4?@8є<AB20 7 B5E=VG=>3> >1A;C3>2C20==O B0 @5<>=BC ?>2VB@O=8E AC45=» 
B0 �%&' � 3453 [2]. 

(C=:FV>=C20==O % / ?>28==0 70157?5GC20B8 ?V4?@8є<AB2C 
<>6;82VABL: 

- 45<>=AB@C20B8 A2>N 740B=VABL ?>ABV9=> 70157?5GC20B8 28?CA: 
28A>:>W O:>ABV ?@>4C:FVW V ?>A;C3 4;O 71V;LH5==O ABC?5=O 704>2>;5=>ABV 
A?>6820G0; 

- >?B8<V70FVW 2=CB@VH=VE ?@>F5AV2 C?@02;V==O B0 28@>1=8FB20; 
- A:>@>G5==O @878:V2 ?@8 ?>AB02:0E :><?;5:BCNG8E, A8@>28=8 B0 

?>A;C3; 
- ?V428I5==O 4>2V@8 V ;>O;L=>ABV 70<>2=8:V2; 
- ?V428I5==O :>=:C@5=B>A?@><>6=>ABV =0 2=CB@VH=L><C V 

7>2=VH=L><C @8=:0E. 
«�5@V2=8FB2> 7 O:>ABV» O: >A=>2=89 4>:C<5=B 2 A8AB5<V 

<5=546<5=BC O:>ABV є >1>2'O7:>28< V ?@87=0G5=8< 4;O 28:>@8AB0==O 2AV<0 
?@0FV2=8:0<8 V AB@C:BC@=8<8 ?V4@>74V;0<8 2A5@548=V ?V4?@8є<AB20, 0 
B0:>6 <>65 1CB8 =040=5 A?>6820G52V 2 O:>ABV V=D>@<0FV9=>3> <0B5@V0;C 
4;O >7=09><;5==O 7 % / ?V4?@8є<AB20. �8<>38 A?>6820GV2, ?5@A>=0;C V 
?>AB0G0;L=8:V2, 70:>=>402GV V =>@<0B82=V 28<>38, I> AB>ACNBLAO 
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O:>ABV», 0 B0:>6 70 >@30=V70FVN 9>3> ?5@V>48G=>3> ?5@53;O4C B0 2=5A5==O 
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«�5@V2=8FB2>< 02V0@5<>=B=>3> ?V4?@8є<AB20 7 B5E=VG=>3> >1A;C3>2C20==O 
B0 @5<>=BC ?>2VB@O=8E AC45=», 0 B0:>6 C 2V4?>2V4=V9 B5E=VG=V9 
4>:C<5=B0FVW V ?>;>65==OE ?@> AB@C:BC@=V ?V4@>74V;8 ?V4?@8є<AB20. 

�8<>38 % / 28:;045=V 2 «�5@V2=8FB2V 7 O:>ABV» 2:;NG0NBL 2 A515 
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?5@A>=0;L=8E :><?'NB5@0E, B0: V =0 ACG0A=8E 1030B>?@>F5A>@=8E 
>1G8A;N20;L=8E <0H8=0E. "A=>2=0 <5B0 @>7@>1:8 �% «�CAB5=»  
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%?V;L=V 28<V@N20==O A:;040NBLAO 7 28<V@N20=L 45:V;L:>E 25;8G8= 
2 C<>20E, I> 7<V=NNBLAO V ?>40;LH>3> 287=0G5==O 70;56=>ABV <V6 F8<8 
25;8G8=0<8. !091V;LH ?>H8@5=8< 4;O 287=0G5==O 25;8G8= C 283;O4V 
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:>>@48=0B є ;V=50@870FVO DC=:FV>=0;L=>W 70;56=>ABV (@8A. 1). 

 

 

�;O 287=0G5==O 25;8G8= � V � 

?>B@V1=C 70;56=VABL y(x) <>6-
;82> >B@8<0B8 45:V;L:><0 
20@V0=B0<8: 
1. �8<V@ :>6=>W B>G:8 (7 
1...10) ?> 5 @07V2, @07>< 50 28-
<V@N20=L (@8A.1). 
2. �8<V@ B>G>: 71 V 710 ?> 5 
@07V2, @07>< 10 28<V@N20=L 
(@8A. 20). 
3. �8<V@ B>G>: 75 V 76 ?> 5 
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(:>@83C20==O) B5E=>;>3VG=8<8 ?@>F5A0<8 74V9A=NєBLAO 2 @568<V 
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�><?'NB5@=5 <>45;N20==O 5:A?5@8<5=BC 1C;> 28:>=0=> 70 
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�. �;O 20@V0=BC 4 1C;> 735=5@>20=> ?> >4=><C 7=0G5==N 4;O B>G>: 
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RELIABILITY MODEL OF A COMPLEX TECHNICAL OBJECT 

Complex technical objects in modern society are extremely important. 
We are talking primarily about various electronic complexes for military and 
special purposes, radar stations, automated control systems (air traffic, energy 
facilities, etc.). The level of reliability of such facilities depends on the state's 
defense capabilities, economic security, the lives of hundreds and thousands of 
people. 

Such objects belong to the class of renewable objects of long-term 
reusability. They are usually expensive and require significant operating costs. 

The problem is that in the development of such facilities, all issues 
related to maintainability and maintenance should be addressed in the early 
stages of facility design. Since all these issues must be addressed at the stage of 
creating the object (when the object does not yet exist), the necessary 
mathematical models of maintenance process, which could calculate the 
possible gain in the level of failure of the object through maintenance, to assess 
the necessary this cost.  

The development of the model is intended for rejecting the functions of 
immobility without video robots (or functions of the development process) for 
the purpose of whole and all constructive elements for the obvious 
demonstration of informationless. Functions and indicators of the lack 
uninvolved objects, so the model will call the model of uninvolvedness (MU) 
of an uninvolved object. 

Ob'kt as a whole is looked at as an element of zero level. Winning a 
single one and not entering any of the other items. 

The strategy of "adaptive maintenance" did not seem to have come to 
fruition. The parameter of adaptive maintenance (post-exponential smoothing) 
was set equal to 0.5 for all test objects. 

The price of information about the neutral situation, if the "weight" of 
the previous data about the indicators of the lack information about the 
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elements (depending on the information) and about the actual data about the 
actual values of the initial parameters of the same (aposterious). 

The obtained data fully confirm the assumption that the strategy of 
"adaptive maintenance" is better in the case of inaccurate (inaccurate) 
information about the reliability elements of the object. 

 .  

                Fig. 1 3 The coefficient of reliability 
0Tô , % 

Based on the results obtained, the following conclusions can be drawn: 
1. The effectiveness of various maintenance strategies depends on the 

reliability and cost structure of the object. If the distribution of the cost  
renewable (including serviced) elements is closely correlated with the 
distribution of their failure rates, the difference in the effectiveness of different 
maintenance strategies is reduced. 

2. The optimal parameters of different maintenance strategies 
significantly depend on both the reliability and cost structure of the object, and 
on the specified requirements for the level of reliability  objects. The larger the 
set value, the more serviceable elements should be included in the optimal 
maintenance strategy. 
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#0@0<5B@ �>70, A<-2 

1013 1014 1015 1016 

 

80 

RT, "< 71,0 27,5 20,5 22,3 

ΔRT / RT" % - 11  - 66 - 74 - 72 

IT, <� 0,56 1,45 1,95 1,79 

ΔIT/ ITO, % 12 190 290 260 

 

120 

RT, "< 21,0 11,2 7,5 10,4 

ΔRT /RTO, % - 16 55,2 70,0 58,4 

IT, <� 1,9 3,6 5,3 3,9 

ΔIT/ ITO, % 19 123 223 160 

                                                           

 
1 4.B.=., 4>F5=B, 702V4C20G :0D54@8 �;5:B@>=V:8  B0 <V:@>A8AB5<=>W B5E=V:8, "45AL-
:>W 45@602=>W 0:045<VW B5E=VG=>3> @53C;N20==O B0 O:>ABV. 



205 

 

 

�8<V@N20==O B5<=>2>3> AB@C<C V B5<=>2>3> >?>@C ?@>2>48;8 157 
?>?5@54=L>3> >?@><V=5==O D>B>@578AB>@0 28?@><V=N20==O< ;075@0 ��-

74. 
�V4?>2V4=> 4> �"%& 17772-88 B5<=>289 >?V@ 28@0E>2C20;8 70 

D>@<C;>N: 

                                   

T
T I

U
R ý ,                                                  (1) 

45 U  3 =0?@C30 682;5==O ?@8;04C, �. 
#>E81:8 28<V@N20=L 707=0G5=8E ?0@0<5B@V2 D>B>@578AB>@0 =5 

?5@528IC20;8 ± 5% ?@8 4>2V@GV9 9<>2V@=>ABV $ = 0,95. 
�=0;V7 >B@8<0=8E 40=8E 4>72>;Oє :>=AB0BC20B8 =0ABC?=5: 
- >?@><V=5==O 5;5:B@>=0<8 4>70<8 1013 3 1016 A<-2 ?@872>48BL 4> 

7<5=H5==O B5<=>2>3> >?>@C V 71V;LH5==O B5<=>2>3> AB@C<C; 
- 2V4=>A=V 7<V=8 B5<=>2>3> >?>@C V B5<=>2>3> AB@C<C 1V;LH5 ?@8 

B5<?5@0BC@V 28<V@N20==O 80 �; 
- 4;O 4>7 >?@><V=5==O 1V;LH5 1015 A<2 2V4=>A=V 7<V=8 ?0@0<5B@V2 

D>B>@578AB>@V2 2V4@V7=ONBLAO =57=0G=>. 
�<EAB6><. �07=0G5=V 7<V=8 ?0@0<5B@V2 D>B>@578AB>@V2 <>6CBL 1CB8 

?>OA=5=V CB2>@5==O< 2 :@8AB0;0E Cd-Hg-Te @04V0FV9=8E 45D5:BV2 
4>=>@=>3> B8?C, 2=0A;V4>: G>3> :>=F5=B@0FVO 2V;L=8E 5;5:B@>=V2 
71V;LHCєBLAO. "A:V;L:8 :V;L:VABL 45D5:BV2 4>=>@=>3> B8?C 7C<>2;NєBLAO 
:V;L:VABN 20:0=AV9 @BCBV <V6 2C7;0<8 :@8AB0;VG=>W @5HVB:8, B> AB0є 
7@>7C<V;8<, I> 7<V=8 :>=F5=B@0FVW 22545=8E >?@><V=5==O< =>AVW2 70@O4C, 
0 >B65, B5<=>2>3> >?>@C D>B>@578AB>@0, >1<565=V 70 25;8G8=>N 
:>=F5=B@0FVєN 20:0=AV9 @BCBV. 

#9D9?V> CBE<?4AP 
1. �0=70: ".�. #>;C?@>2>4=8:>2K5 45B5:B>@K =>2>3> ?>:>;5=8O 4;O @0480F8>=-
=>3> :>=B@>;O 8 4>78<5B@88 8>=878@CNI8E 87;CG5=89 / ".�. �0=70:, ".�.  0A-
;>2, �.�.  >:@8F:89: #>4 @54. �.�.  >:@8F:>3>, ".�.  0A;>20. 3  >=>3@0D8O. 3 
"45AA0, 2013. 3 �74-2>  «� �». 3 220 A.  2. �0=70: ".�.  5B>48:0 ?@>5:B8@>20=8O 
F8D@>2>3> 30<<0-A?5:B@><5B@0 / ".�. �0=70:, �.�. �0@?5=:>, ".�.  0A;>2, �.�. 
 >:@8F:89  // %8AB5<0 >1@>1:8 V=D>@<0FVW. 3 71(108). 3 )0@:V2, 2013. 3 %. 35338.  
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'�� 314.4 

�0E@CH8= �.Є1
. 

"*�!2��!!3 #"���!��� IFR ��3 COVID-19 �� 
� #�$�+!� � ��!� � 

#>:07=8: IFR (Infection fatality rate) є >4=8< 7 206;828E V=48:0B>@V2 
5?V45<V9 B0 ?0=45<V9, I> E0@0:B5@87Cє G0AB:C ;5B0;L=8E 28?04:V2 A5@54 
2AVE V=DV:>20=8E [1]. �V= 70;568BL 2V4 1030BL>E D0:B>@V2, 7>:@5<0, 2V4 
2V:>2>W AB@C:BC@8 =0A5;5==O, AB0=C A8AB5<8 >E>@>=8 74>@>2’O B0 
=020=B065==O =0 =5W, 4>A;V465=>ABV V=D5:FVW B>I>. &><C F59 ?>:07=8: 
<>65 1CB8 @V7=8< 4;O @V7=8E :@0W= G8 @53V>=V2 B0 7<V=N20B8AO 7 G0A><. 
&8< =5 <5=H >FV=:8 9>3> CA5@54=5=8E 7=0G5=L 4;O COVID-19 =0 AL>3>4=V 
є 0:BC0;L=>N ?@>1;5<>N. !09?@>ABVH8< 5<?V@8G=8< ?>:07=8:><, I> 
<>65 28:>@8AB>2C20B8AO O: >FV=:0 IFR, є ?>:07=8: CFR (Case fatality rate), 
O:89 @>7@0E>2CNBL O: 2V4=>H5==O :V;L:>ABV ;5B0;L=8E 28?04:V2 4> 
:V;L:>ABV 2AVE 70@5єAB@>20=8E 28?04:V2. &0:0 >FV=:0, 7 >4=>3> 1>:C, =5 
2@0E>2Cє =0O2=VABL >AV1, O:V =0 <><5=B WW @>7@0EC=:C I5 E2>@VNBL V 
@57C;LB0B E2>@>18 =52V4><89. &><C V=>4V 28:>@8AB>2CNBL V=H89 ?>:07=8: 
3 2V4=>H5==O :V;L:>ABV ;5B0;L=8E 28?04:V2 4> AC<8 :V;L:>AB59 ;5B0;L=8E 
28?04:V2 B0 >AV1, I> >4C60;8. ' A5@548=V A?0;0EC F59 ?>:07=8: <>65 1CB8 
7=0G=> 28I8< 70 CFR, 0;5, O: A2V4G8BL 0=0;V7 48=0<V:8 ?>:07=8:V2 
?0=45<VW COVID-19 C @V7=8E :@0W=0E, ?@8 =01;865==V 4> 70:V=G5==O 
A?0;0EC 2V= 7<5=HCєBLAO V ?@O<Cє 4> >FV=>: CFR, O:V ?@8 FL><C <>6CBL 
45I> 7@>AB0B8 0;5 70;8H0NBLAO 7=0G=> 1V;LH ABV9:8<8. � V=H>3> 1>:C, 
>FV=:8 CFR 107CNBLAO =0 :V;L:>ABV 70@5єAB@>20=8E 28?04:V2, O:0 <>65 
1CB8 2 :V;L:0 @07V2 G8 =02VBL C :V;L:0 45AOB:V2 @07V2 <5=H>N 70 @50;L=C 
:V;L:VABL V=DV:>20=8E. %B0=>< =0 01.10.2020 >FV=:8 CFR 4;O @V7=8E :@0W=, 
@>7@0E>20=V 70 40=8<8 www.worldometers.info/coronavirus, 20@VNNBLAO 2 
H8@>:><C 4V0?07>=V 2V4 7=0G5=L, <5=H8E 70 0,1% 4> B0:8E, I> 
?5@528ICNBL 10%. &0:89 @>7:84 7=0G=>N <V@>N 7C<>2;5=89 @V7=8<8 
?>;VB8:0<8 B5ABC20==O B0 @5єAB@0FVW 28?04:V2 V=DV:C20==O B0 A<5@B=>ABV.  

�;LB5@=0B82=8< A?>A>1>< >FV=N20==O IFR є 28:>@8AB0==O 40=8E 
A5@>;>3VG=8E 4>A;V465=L 4;O 28O2;5==O @50;L=>W :V;L:>ABV V=DV:>20=8E. 
!0 AL>3>4=V @57C;LB0B8 B0:8E 4>A;V465=L A2V4G0BL, I> :V;L:VABL >AV1, I> 
<0NBL 0=B8BV;0, O:V CB2>@NNBLAO ?VA;O >4C60==O 2V4 COVID-19, C 2AVE 
:@0W=0E VAB>B=> ?5@528ICє :V;L:VABL 70@5єAB@>20=8E 28?04:V2. � >3;O4C =0 

                                                           

 
1 �.D.-<.=., ?@>D5A>@ :0D54@8 A8AB5<=>3> 0=0;V7C B0 >1G8A;N20;L=>W <0B5<0B8:8 
!0FV>=0;L=>3> C=V25@A8B5BC «�0?>@V7L:0 ?>;VB5E=V:0» 
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F5, 70 @57C;LB0B0<8 >AB0==VE 4>A;V465=L IFR, V<>2V@=> ?5@51C20є 2 
4V0?07>=V 0,2 3 1% [1, 2]. 

!0 AL>3>4=V 7’O28;0AO <>6;82VABL >B@8<C20B8 25@E=V B0 =86=V 
>FV=:8 CA5@54=5=>3> IFR 157?>A5@54=L> 70 =0O2=8<8 ?C1;VG=8<8 40=8<8 
I>4> 70E2>@N20=>ABV V A<5@B=>ABV. &0:, AB0=>< =0 01.10.2020 7=0G5==O 
CFR 4;O 4>AB0B=L> 25;8:>W :V;L:>ABV :@0W= є =86G8<8 70 0,5%. �>:@5<0, F5 
�0E@59= ((0,36%), �A;0=4VO (0,35%), �0B0@ (0,17%), "�� (0,44%), %V=30?C@ 
(0,05%), %;>20GG8=0 (0,44%). -5 1V;LH0 :V;L:VABL :@0W=0 <0є =87L:V 
7=0G5==O CFR 4;O C<>2=>W 4@C3>W E28;V (?5@V>4 2V4 01.07.2020 ?> 
01.10.2020). #@8 B><C, I> 7030;L=0 :V;L:VABL 28?04:V2 70 F59 ?5@V>4 2 
1030BL>E є2@>?59AL:8E B0 ?V2=VG=>0<5@8:0=AL:8E :@0W=0E 7@>A;0 2 :V;L:0 
@07V2, >FV=:8 CFR є <5=H8<8 70 0,5% 2 �2AB@VW (0,35%), �=4>@@V (0,08%), 
�0=VW (0,29%), �AB>=VW (0,14%), �V?@V (0,39%), �8B2V (0,47%), �N:A5<1C@7V 
(0,30%),  !V45@;0=40E (0,41%), !>@253VW (0,44%), %;>20GG8=V (0,22%), 
,259F0@VW (0,496%). � �A;0=4VW B0 �VEB5=HB59=V ?@8 7030;L=><C 7@>AB0==V 
:V;L:>ABV 70@5єAB@>20=8E 28?04:V2 2 1,45 3 1,5 @07V2, =>28E ;5B0;L=8E 
28?04:V2 70 FV B@8 <VAOFV =5 1C;>. �8E>4OG8 7 FL>3>, 25@E=O >FV=:0 IFR 
<>65 1CB8 2 <560E 0,3 3 0,5%. 

!86=V >FV=:8 <>6=0 >B@8<0B8 70 ?>:07=8:0<8 :V;L:>ABV ;5B0;L=8E 
28?04:V2 C @>7@0EC=:C =0 1 <;=. <5H:0=FV2. !0 AL>3>4=V є =87:0 :@0W= V 
@53V>=V2, 45 F59 ?>:07=8: =01;860єBLAO 4> 1000 G8 =02VBL ?5@528ICє F5 
7=0G5==O. �>:@5<0, AB0=>< =0 05.10.2020 2V= 4>@V2=Nє 4;O �5;L3VW 3 867, 
#5@C 3 989; %0=- 0@8=> 3 1237. #@8 FL><C 2 �5;L3VW >AB0==V :V;L:0 
B86=V2 A?>AB5@V30єBLAO VAB>B=5 7@>AB0==O 70E2>@N20=>ABV, 0 2 #5@C A?0;0E 
945 =0 A?04, 0;5 @V25=L 70E2>@N20=>ABV 70;8H0єBLAO 28A>:8<. -5 2 =87FV 
:@0W= 7 28A>:8< @V2=5< 70E2>@N20=>ABV F59 ?>:07=8: ?5@528ICє 600 
28?04:V2 =0 1 <;=. <5H:0=FV2. �8E>4OG8 7 FL>3>, IFR =5 <>65 1CB8 
<5=H8< 70 0,15 3 0,20%. "B@8<0=V 25@E=V B0 =86=V >FV=:8 IFR 
2V4?>2V40NBL  @57C;LB0B0< 281V@:>28E A5@>;>3VG=8E 4>A;V465=L. �;5 
<0NBL 2C6G89 4V0?07>= V є ?@O<8<8 B0 107CNBLAO =0 ?5@28==8E 40=8E. 

#9D9?V> CBE<?4AP 
1. Estimating mortality from COVID-19. 

https://www.who.int/publications/i/item/WHO-2019-nCoV-Sci-Brief-Mortality-2020.1. 

2. J. Blackburn, C. Yiannoutsos, A. E. Carroll et. al. Infection Fatality Ratios for 

COVID-19 Among Noninstitutionalized Persons 12 and Older: Results of a Random-

Sample Prevalence Study. https://doi.org/10.7326/M20-5352. 
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'�� 004.9:519.2 
�@8=G5=:> #.1, �59=530 �.

2
, �C1@>2V= �.3,  

#5B@8: �.2, &25@4>E;V1 ..4 

��3���!!3 !�%�!�*�"!"��!�) ��� �  �$���) 

 �&"�"  ������&-�!����'. 

� @>1>BV 1C2 70?@>?>=>20=89 @>728B>: <5B>4C 2592;5B-0=0;V7C 4;O 
<>45;N20==O <5@5652>3> B@0DV:C, I> 70157?5GCє ?V428I5==O 
4>AB>2V@=>ABV ?@89=OB8E @VH5=L A8AB5<>N 28O2;5==O 2B>@3=5=L 70 C<>2 
?0@0<5B@8G=>W =5287=0G5=>ABV V=D>@<0FV9=8E ?@>F5AV2. 

$>7@>1;5=> :>=BC@ 02B><0B870FVW 04<V=VAB@C20==O 157?5:8 
V=D>@<0FV9=>W A8AB5<8 ?5@A>=0;L=8E 40=8E (�%#�) 7 ?V4B@8<:>N DC=:FVW 
02B><0B8G=>3> C?@02;V==O 107>N ?@028;, I> 70157?5GCє ?V428I5==O 
>?5@0B82=>ABV ?@89=OB8E @VH5=L. 

�0?@>?>=>20=> <5B>48:C >1�@C=BC20==O ?>@>30 0=><0;L=>W 
0:B82=>ABV AC1’є:BV2 �%#�, I> є @>728B:>< <5B>4V2 @>7?V7=020==O B5>@VW 
AB0B8AB8G=8E @VH5=L 7040GV 28O2;5==O 2B>@3=5=L. 

�> B5E=VG=8E 28<>3 I>4> 70E8ABC ?5@A>=0;L=8E 40=8E ?@8 WE 
>1@>1FV 2 V=D>@<0FV9=V9 A8AB5<V ?5@A>=0;L=8E 40=8E (�%#�) 2E>48BL 
28O2;5==O 2B>@3=5=L =0 >A=>2V 157?5@5@2=>3> 0=0;V7C <5@5652>3> B@0DV:C 
70 ?52=89 V=B5@20; G0AC. &@0DV: @>73;O40єBLAO O: >4=>28<V@=89 F8D@>289 
<0A82 40=8E C 283;O4V G8A;>2>3> @O4C f(ti), 7040=89 2 48A:@5B=V <><5=B8 
G0AC ti. 

�2V4A8 <0B5<0B8G=0 <>45;L <5@5652>3> B@0DV:C =01C20є 
283;O4C (1): 

 )(t  + )(t )()()( iDia õõûûý icimi tqtqtf .  (1) 

#0@0<5B@8G=0 =5287=0G5=VABL 2AB0=>2;NєBLAO ?5@H8<8 42><0 
A:;04>28<8 @O4C (qm, qc), I> CA:;04=Nє >?8A <5@5652>3> B@0DV:C 
2V4><8<8 <5B>40<8 AB0B8AB8G=>3> 01> 30@<>=V9=>3> 0=0;V7C. 

� @>1>BV 28AC=CB0 3V?>B570 ?@> <>6;82VABL 045:20B=>3> >?8AC 
A:;04>28E <0B5<0B8G=>W <>45;V <5@5652>3> B@0DV:C <5B>40<8 B5>@VW 
2592;5B-0=0;V7C. 

%:;04=VABL 0;3>@8B<V2 28O2;5==O 0=><0;VW <5@5652>3> B@0DV:C 2 
                                                           

 
1 0A?V@0=B :0D54@8 %�, !'�# 
2 ABC45=B !'�#  
3 ?@>D. :0D54@8 #�, !'�# 
4 :.B.=., data scientist, web developer, :><?0=VO Freshcode 
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@50;L=><C G0AV, 0 B0:>6 =87L:0 4>AB>2V@=VABL 28O2;5==O 7=86CNBL 
?@>4C:B82=VABL <5@56V. #@>2545=5 4>A;V465==O ?>:070;>, I> B@0DV: 
B5;5:><C=V:0FV9=>W <5@56V, I> 7<V=NєBLAO 2 G0AV, є <C;LB8<0AHB01=8<, 0 
2V4<V==VABL <V6 0=><0;L=8< V D>=>28< B@0D8:0<8 2V4@V7=OєBLAO 2 @V7=8E 
A<C30E G0AB>B. ' @57C;LB0BV 2 45O:V9 A<C7V G0AB>B 5=5@3VO 0=><0;L=8E 
D@03<5=BV2 B@0DV:C 4>A8BL 28A>:0, V 0=><0;VO <>65 1CB8 ;53:> 28O2;5=0. 
�592;5B-?5@5B2>@5==O 4>72>;8;8 >FV=8B8 E0@0:B5@8AB8:8 4>2V;L=>3> 
A83=0;C 2 G0AB>B=V9 >1;0ABV V 2V4@V7=8B8 020@V9=89 AB0= <5@56V 2V4 
=>@<0;L=>3> [1]. 

�8:>=0==O 2592;5B-?5@5B2>@5==O 4>72>;8;> 284V;8B8 =091V;LH 
203><C V=D>@<0FVN O: A83=0;, 2V4?>2V4=89 :>;820==O< 7 28A>:>N 
0<?;VBC4>N, V V3=>@C20B8 V=D>@<0FVN 2 :>;820==OE 7 =87L:>N 0<?;VBC4>N 
O: HC<>2C A:;04>2C. #@8 FL><C, E0@0:B5@=V 45B0;V, O:V <>6CBL 70;8H0B8AO 
=5?><VG5=8<8 ?@8 >4=V9 @>74V;L=>ABV, ;53:> <>6CBL 1CB8 28O2;5=V =0 
V=HV9. 

�>A;V465==O ?>:070;8, I> 4;O <>=VB>@8=3C <5@5652>3> B@0DV:C 
4>FV;L=> 28:>@8AB>2C20B8 <0AHB01CNGC DC=:FVN φm,k(t) V 2592;5B )00@0 
Ëm,k(t). 

�592;5B-0=0;V7, ?@8 ?>A;V4>2=><C 71V;LH5==V 7=0G5=L m, 
?@872>48BL 4> D>@<8 H284:8E VB5@0FV9=8E >1G8A;5=L 2592;5B-
:>5DVFVє=BV2. $V2=O==O >1G8A;5==O 2592;5B-:>5DVFVє=BV2 70157?5GCNBL 
@50;V70FVN H284:>3> 2592;5B-0=0;V7C >4=>28<V@=>3> G8A;>2>3> @O4C =0 
>A=>2V ?V@0<V40;L=>3> 0;3>@8B<C >1G8A;5==O 2592;5B-:>5DVFVє=BV2 
(0;3>@8B<  0;;0B0), O:89 4>72>;Oє 0=0;V7C20B8 G0AB>B=>-G0A>25 
?@54AB02;5==O A83=0;C ?> =87L:>G0AB>B=8< V 28A>:>G0AB>B=8< 
:><?>=5=B0<, I> =040є 7<>3C ;>:0;V7C20B8 0=><0;VW A83=0;C @V7=>3> @>4C 
[2]. 

�8@07 2592;5B-<>45;V ?>:07Cє <>6;82VABL 0?@>:A8<0FVW 1C4L-O:>W 
4>2V;L=>W DC=:FVW f(ti) =01>@>< ?@>AB8E ;>:0;L=8E DC=:FV9 φm,k(t) V Ëm,k(t), 
I> ?>2=VABN ?>:@820NBL ?@>ABV@ 70 @0EC=>: 7<V=8 ?0@0<5B@0 7AC2C (k) B0 
>@B>3>=0;L=8E =0 @V7=8E @V2=OE 7=0G5=L ?0@0<5B@0 <0AHB01C (m). 

$50;V70FVO 2592;5B-<>45;V 2 @568<0E =02G0==O V 0=0;V7C 7 <5B>N 
287=0G5==O ?>B>G=>3> @V2=O 0=><0;L=>ABV V=D>@<0FV9=8E ?@>F5AV2 
4>72>;8;0 2AB0=>28B8 70;56=VABL, I> 40;> <>6;82VABL CAC=CB8 B@5=4 V 
F8:;VG=C A:;04>2C V =0 ?52=><C @V2=V @>74V;L=>ABV >FV=8B8 0:B82=>ABV 
AC1’є:BV2 �%#�. &0:8< G8=><, 2592;5B-0=0;V7 4>72>;82 045:20B=> >?8A0B8 
=5AB0FV>=0@=V 2 G0AV V =5>4=>@V4=V 2 ?@>AB>@V V=D>@<0FV9=V ?@>F5A8 �%#�. 

� >A=>2C >1�@C=BC20==O ?>:;045=89 <5B>4 AB0B8AB8G=8E @VH5=L 
4;O 7040GV ?5@52V@:8 42CE0;LB5@=0B82=>W 3V?>B578. �;O B>3>, I>1 70240==O 
28O2;5==O 2B>@3=5=L 7=09H;> <0B5<0B8G=C 7<VAB>2=VABL, 1C;8 22545=V 
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?>:07=8:8 9<>2V@=>ABV ?><8;:>2>W B@82>38 V ?@>?CA:C 2B>@3=5==O [3]. 
�0 4>?><>3>N A?V22V4=>H5=L 7=0E>465==O ?>B>G=>3> @V2=O 

0=><0;L=>ABV V ?>:07=8:0 ?><8;:>2>W B@82>38 @>7@0E>2CєBLAO 3@0=8G=89 
@V25=L 0=><0;L=>ABV <5@5652>3> B@0DV:C 2V4?>2V4=> 4> ?@89=OB>3> 
:@8B5@VO >?B8<0;L=>ABV. 

&0:8< G8=><, 70?@>?>=>20=0 <5B>48:0 V 0;3>@8B< @>7@0EC=:C 
?>@>30 0=><0;L=>W 0:B82=>ABV AC1’є:BV2 <5@56V є @>728B:>< <5B>4V2 
@>7?V7=020==O B5>@VW AB0B8AB8G=8E @VH5=L 2 7040GV 28O2;5==O 2B>@3=5=L. 
�0?@>?>=>20=5 @VH5==O 7040GV 157?5:8 �%#� 2 C<>20E ?0@0<5B@8G=>W 
=5287=0G5=>ABV V=D>@<0FV9=8E ?@>F5AV2 3 02B><0B870FVO <>=VB>@8=3C 
157?5:8 =0 >A=>2V 2592;5B-0=0;V7C 4>72>;Oє ?V428I8B8 2V@>3V4=VABL 
28O2;5==O 2B>@3=5=L =0 10-12% 7 V<>2V@=VABN 28O2;5==O 0,78-0,88 ?@8 
?><8;:>2V9 B@82>7V =5 1V;LH5 0,05. 

#9D9?V> CBE<?4AP 
1. &25@4>E;V1 .. �.  5B>48 B0 V=D>@<0FV9=0 B5E=>;>3VO :><?;5:A=>3> >FV=N20=-
=O ?0@0<5B@V2 2592;5B-?5@5B2>@5==O =5AB0FV>=0@=8E A83=0;V2 [&5:AB] : 02B>@5D. 
48A. ... :0=4. B5E. =0C: : 05.13.06 / .. �. &25@4>E;V1 : )0@:V2. =0F. 5:>=. C=-B V<. 
%5<5=0 �C7=5FO. 3 )0@:V2, 2018. 3 20 A. 2. Dubrovin V. Cybersecurity: Wavelet 

analysis as a way to detect network attacks / V. Dubrovin, B. Petrik, H. Nelasa. // 

Applied scientific and technical research : fourth international scientific and practical 

conference, 01303 April 2020 : proceedings. 3 Ivano-Frankivsk : Vasyl Stefanyk 

Precarpathian National University, 2020. 3 Vol. 2. 3 P. 32335. 3. "1=0@C65=85 2B>@-
65=89 =0 >A=>25 2592;5B-0=0;870 A5B52>3> B@0D8:0 [�;5:B@>=89 @5AC@A]. 3 $568< 
4>ABC?C: https://cyberleninka.ru/article/n/obnaruzhenie-vtorzheniy-na-osnove-veyvlet-

analiza-setevogo-trafika/viewer. 

'�� 32.324 
�@8=G5=:> #.�.

1, �C1@>2V= �.�.2, %CE0 �.%.3 
 �&"� #�$����0!"�" #��$�)'!�' �"�"%�� #�� +�% 

#$"����!!3 ���"$�� 

' @>1>BV ?@>?>=CєBLAO 28:>@8AB0==O <5B>48:8 ?0@0;5;L=>3> 
?V4@0EC=:C =0 >A=>2V AB0B8AB8G=8E ?@8=F8?V2 O: V=AB@C<5=BC 4;O >FV=:8 
7030;L=>W O:>ABV ?@>F54C@, I> <0NBL <VAF5 2 45=L 281>@V2, 0 B0:>6 

                                                           

 
1 0A?V@0=B :0D54@8 %�, !'�# 
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>W A:;04>2>W  AC<VHV i=1,2,&m,  j=1,2,&n.         

"A>1;82VABN 70?@>?>=>20=>W <>45;V є B5, I> 2>=0 >?8ACє A8BC0FVN, 
:>;8 FV=8 =0 A:;04>2V є =5287=0G5=8<8 V <8 <>65<> 2:070B8 BV;L:8 
V=B5@20;8, 2 O:8E 2>=8 ?5@51C20NBL.  

�040GC (1) 3 (3) 1C;> @>72'O70=> 2 C<>20E �#,!� «%�.%,"$ 7 
:V==>3> A?>@BC» � $. �> @>73;O4C 1C;> 27OB> ?'OBL A:;04>28E :><?>=5=BV2 
AC<VHV, 0 A0<5: AV=> ;C3>25, AV=> ;NF5@=>25, AV=> @V7=>B@02’O, A>;><0 
OG<V==0, A8;>A :C:C@C47O=89; V7 2@0EC20==O< >1<565=L =0 5 5;5<5=BV2: 
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@>72'O70B8 =5GVB:C 7040GC V  >FV=8B8 O:VABL >B@8<0=>3> @>72'O7:C.  
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SWELLING CATARACT DIAGNOSING USING NEURAL NETWORK  

Cataract is one of the main causes of blindness in Ukraine and in the 
world. To prevent blindness and non-reversible changes in vision, it is 
advisable to perform operations in the early stages of cataracts with 
concomitant swelling of the lens. To do this, it is necessary to identify such 
patients in a timely manner. The aim of this work is to develop a mathematical 
model of diagnosis that will reliably detect the early preclinical stages of 
cataract swelling. 

When diagnosing cataracts of the eye the important objective 
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measurable parameters, which may depend on the conclusion of suspected CS 
(cataract swelling), are as follows: AD1 3 anterior depth of the eye under study 
(first eye); IOP 3 intraocular pressure according to Maklakov of the first eye; 
LT1 3 lens thickness of the first eye; AL1 3 axial length of the first eye; R 3 
change of refraction towards the myopia of the first eye; AD2 3 anterior depth 
of the second eye; LT2 3 lens thickness of the second eye; AL2 3 axial length of 
the second eye.  

Measurements on paired eyes were performed as for the control group. 
Thus, to assess the likelihood of suspicion of swelling cataracts CS of the first 
eye, it is necessary to build a model of the form (1): 

).,AL,LT,R,AD,AL,IOP,LT CS(ADCS 222111ý   (1) 

The above parameters, which we consider crucial in the diagnosis of 
swelling cataracts, were obtained in 145 patients at the Department of Eye 
Microsurgery LLC Clinic "Motor Sich" in Zaporizhzhia in the period from 
September to December 2019. As a result, a training sample D for 100 patients 
was formed, which is a table of one hundred rows (cases of measurement for an 
individual patient) and nine columns (values of X - measured parameters, 
values of Y - suspicion of cataract swelling): 

YXD ,ý .    (2) 

The parameters of the training sample correspond to the measured 
parameters of the eye: 

.28272651413211 , Y = CS = AL, x = LT, x = AD = R, x,x = AL, x = LT = IOP, x, x = ADx  

Simulation of the solution of the problem of diagnosing the swelling 
cataract was performed on the basis of the constructed training sample using a 
perceptron. In the synthesis of a neuromodel, a weighted sum was used as a 
discriminant function. Neural network training was performed on the basis of 
the error backpropagation method. The constructed neural network model is a 
hierarchical structure that contains neurons, and allows you to diagnose 
swelling cataract in the early stages. The value of the root mean square error of 
the model was 5,22*10-15, which is more than an acceptable result for this kind 
of problems, which are solved using the synthesized model. 



239 

 

ø ù
ø ù ø ùø ùø ù

ø ù
ø ù ø ù ø ù ø ù ø ù ø ùø ùø ù

ø ù
ø ù ø ù ø ù ø ù ø ù ø ùø ùø ù

ø ù
ø ùø ù

ø ù
ø ùø ù

ø ù
ø ùø ù

ø ù
ø ùø ù

ø ù
ø ùø ù

ø ù
ø ùø ùÿ

ÿ
ÿ
ÿ
ÿ
ÿ
ÿ
ÿ

þ

ÿ
ÿ
ÿ
ÿ
ÿ
ÿ
ÿ
ÿ

ý

ü

ûý

ûý

ûý

ûý

ûý

ûý

ûý

ûý

ûýý

ûûûûû

ûûûûûûû

ûûû

ûûûûû

ûûû

ûûûûû

ûûû

ûûû

û

.1

;1

;1

;1

;1

;1

;1

;1

;1

1803,4799,0688.351.2419,1338,224,3188,273,0
6,1

1841,7737,8682.2599.4418,8339,6232,11144,368,7
5,1

1802,5746,1667.3597.3442,6336,7276,1138,656,3
4,1

1864,0784,2675.6545.3444,3352,5211,1198,029,4
3,1

1867,6729,8615.4569.2435,0395,12234,7153,174,4
2,1

1812,6711,7667.11518.2436,1306,15236,4152,132,0
1,1

153,431,1514,1121,641,1728,2044,2

2,2

187,286,386,096,175,226,079,6

1,2

131,3922,454,19

1,3

6,15,14,13,12,11,1

6,15,14,13,12,11,1

2,21,2

xxxxxxxx

xxxxxxxx

xxxxxxxx

xxxxxxxx

xxxxxxxx

xxxxxxxx

e

e

e

e

e

e

e

e

eY

ù

ù

ù

ù

ù

ù

ù

ù

ù

ùùùùùù

ùùùùùù

ùù

(3) 

To perform an experimental study of the proposed model, appropriate 
software was developed for the Android mobile platform, which is convenient 
for doctors when diagnosing patients with suspected swelling eye cataracts. To 
study the proposed model, a test sample of 45 patients who were not included 
in the training sample was formed. The value of the root mean square error in 
the test sample was 8,31 * 10-11, which is four orders of magnitude worse than 
in the training sample, but remains within acceptable values and allows us to 
recommend the proposed model in practice. 
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OPTIMIZATION OF THE CHEMICAL COMPOSITION OF 

MAGNESIUM ALLOY FOR BIODEGRADABLE IMPLANTS 

(1) Nowadays biodegradable materials are used for producing the 
implants for osteosynthesis. The most promising materials among them are 
magnesium alloys of the system Mg - Zr - Nd. Studies showed that the 
chemical elements of the alloy are biologically inert, non-toxic; they don’t 
cause carcinogenic reactions and don’t lead to metallosis. Furthermore, the 
great advantage of such alloys is their mechanical properties: σB g 230 MPa, E 
= 43 - 45 GPa, · g 2%, which are close to the characteristics of bones (σB = 120 
- 150 MPa, E = 17 - 20 GPa, · = 1.4 - 3.1%), which prevents "stress shielding". 
(1) 

(2) However, the mechanical properties of Mg - Zr - Nd alloys are 
reduced by prolonged exposure to biocorrosion. Exposure of samples in 
artificial blood substitute (gelofusine) showed that after 3 months of 
exploitation (average fracture consolidation time) the characteristics of the 
implant are reduced by more than 50%. Thus, the development of a new alloy 
of the Mg - Zr - Nd system with a higher level of mechanical properties is an 
urgent task. (2) 

The impact of alloying elements in the intervals 0.4& 1.5% Zr, 2.2& 
3.4% Nd, 0.1 ,7 0.7% Zn on the tensile strength (σB) and relative elongation (·) 
was studied with using mathematical planning of an experiment according to 
plan 23. 

As a result of the studies, the regression equations that describe the 
influence of the studied alloying elements on the tensile strength (1) and 
relative elongation (2), were obtained: 

σ�= 249,5 3 6,75x1 + 15,75x2 3 9,5x1x2   (1) 
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· = 3,85 + 0,75x1 3 0,225x2 3 0,625x1x2   (2) 

As a result of the analysis of regression equations, it was determined that 
the increase in the neodymium content was increasing the strength limit, but its 
maximum concentration was reducing the relative elongation. The effect of 
zirconium had the opposite effect. The maximal concentration of zirconium 
significantly increased the ductility while reducing the strength. The combined 
effect of neodymium and zirconium was negative. The effect of zinc on the 
properties of the metal was negligible. (3) 

 (4) In this regard, for the obtaining of the maximal set of mechanical 
properties of the alloy graphical optimization of its chemical composition was 
carried out. 

As a consequence, the following values of the content of alloying 
elements were obtained: Zr = 1.2 - 1.3%, Nd = 3.05 - 3.15%, Zn = 0.6& 0.7%. 
(4) 

(5) Tests of samples from the developed alloy in gelofusin showed that it 
has the required level of physical and mechanical properties after 3 months of 
biocorrosion. Implants made of this alloy have shown their non-toxicity in 
animal studies and they are recommended for further studies. (5) 
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SIMPLIFYING PEAK DETECTION ALGORITHMS FOR FINITE 

BIOMEDICAL SIGNALS 

The role of biomedical signals in modern medical practice is steadily 
increasing, since various types of illnesses can be detected by using biomedical 
signals monitoring. Currently in order to detect any abnormal behaviour 
biomedical signals should be read, analyzed and classified by specially trained 
people - doctors, physicians, radiologists. Non-invasive heart activity 
monitoring is becoming a new standard for the medical industry. The most 
popular method for this type of monitoring is photoplethysmography (PPG). 
Photoplethysmography is based on measuring the difference in blood vessels 
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light reflection. Medical PPG monitoring devices are able to monitor not only 
the heart-rate, but also blood oxygenation and blood pressure. Mass-market 
PPG sensors are used predominantly to detect heart rate and monitor user 
behaviour, differentiating periods of sleep from periods of activity .  In this 
project, PPG samples were taken on a Sony G8342 smartphone camera with a 
sampling frequency of 30 Hz. In resting conditions heart rate should be in the 
range from 60 bpm to 80 bpm, and after moderate activity it should not exceed 
120 bpm. Therefore regarding system requirements, the device was chosen to 
operate with following heart rate: Lowest detectable heart rate: 60±5 bpm, 
highest detectable heart rate: 120±5 bpm.   

Algorithms comparison and final algorithm implementation 

The Adaptive threshold algorithm(ADT) works by starting from an 
amplitude-dependent position, either a maximum or a minimum, and then 
increases or decreases a virtual threshold until the ADT-generated signal will 
meet the original signal. Then, ADT will follow the original signal until an 
inflection point will be detected. After detecting an inflection point, the virtual 
threshold will be modified to stop following the original signal and the process 
will be repeated until every peak is found. 

The Weighted peaks algorithm is based on two principles: 
● Peak should have significant amplitude difference compared to the 

mean amplitude 
● Peak should have characteristics that will be unique within certain 

time window 

It was decided to construct a method which will incorporate all the 
beneficial features,providing a solution that is both simple to implement and 
has the potential to perform with better accuracy for the given system 
restrictions.  

However, the original ADT algorithm implementation required the 
generated slope to stop following the original signal after the peak was 
detected. As it was previously mentioned, this can cause algorithm error when 
an  invalid slope changing rate is chosen. To eliminate this type of error, the 
final algorithm was based on using only on the developed approximate form 
detection algorithm. 

Several features were noticed while implementing the algorithms: 
● The Optimized moving average filter performs better than the simple 

moving average. 
● The Optimized moving average filter is simpler to implement in the 

Android application than the bandpass filter. 
● The ADT algorithm showed better accuracy for PPG with signals 

where the etalon heart rate ranges from 60 bpm to 120 bpm. 
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● The simplification of the ADT peak detection function did not change 
the accuracy of the algorithm. 

Android application implementation note 
Considering the fact that the implementation of accurate derivation on 

Android platform is a performance limiting factor, it was decided that the final 
application will use a specifically developed approximate form detection 
algorithm. It works by defining window size and searching for negative 
concavity within  

S_peak={_(V_n>V_(n-1)>V_(n-2)>V_(n-3)>...>V(n-

k))^(V_n>V_(n+1)>V_(n+2)>V_(n+3)>...>V_(n+k) )   

Where V_n is the current slope value, ý is the number of neighbor 
points that should be considered for detection, they form a calculation window 
of size  ý. When negative concavity is found, the peak is considered as a valid 
peak. In order to operate with stable accuracy the algorithm requires prior high-

frequency noise filtering. It was decided to use a simple moving average filter 
to better test its performance in case of baseline wandering 

Conclusions 
In this work, different algorithms for peak detection were compared in 

terms of accuracy and implementation difficulty. Algorithms were tested on the 
real data, which was represented by the PPG signals with different waveform 
morphology. Based on the testing, an optimized algorithm for the heart rate 
estimation was proposed. 
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>1A;C3>2C20==V V ?>B@51CNє 28A>:>:20;VDV:>20=8E D0EV2FV2 4;O 
2?@>20465==O B0 ?V4B@8<:8 A8AB5<8. "?;0GC20=V 0;LB5@=0B828 <>6CBL 
<0B8 2V4=>A=> 25;8:C FV=C 01> 6 =5 =04020B8 <>6;82>ABV =0;56=>3> 
=0;0HBC20==O LMS B0 4>4020==O =5>1EV4=>3> DC=:FV>=0;C. 

$57C;LB0B8 @>1>B8 <>6=0 28:>@8AB>2C20B8 4;O B>3>, I>1 <0B8 
?@54AB02;5==O ?@> DC=:FV>=0; B0 >1<565==O ACG0A=8E LMS, WE 
2V4?>2V4=VABL AB0=40@B0< B0 ?>@V2=N20B8 0;LB5@=0B82=V 20@V0=B8 ?@8 
281>@V >4=VєW 7 A8AB5< 4;O 2?@>20465==O 2 =02G0;L=89 ?@>F5A. 

�>A;V465==O 28:>=0=> 2 @0<:0E <V6=0@>4=>3> ?@>5:BC Virtual 
Master Cooperation Data Science (ViMaCs) 70 ?V4B@8<:8 DAAD. 



254 

 

'�� 004.9 
 8@>=>20 !.".1, +040є20 �.�.2 

�"%�����!!3 ��%"��� �����&�����*�� ��3 %�%&�  
��%&�!*��!"�" !��+�!!3 

!0AL>3>4=V 48AB0=FV9=0 >A2VB0 2 C<>20E ?0=45<VW 74V9A=NєBLAO 7 
28:>@8AB0==O< @5AC@AV2 B0 B5E=>;>3V9 3;>10;L=>W <5@56V �=B5@=5B, 70 
4>?><>3>N ;>:0;L=8E <5@56 B0 2V45>72'O7:C B>I>. %8AB5<0 48AB0=FV9=>3> 
=02G0==O 01> e-learning management system, LMS 3 A8AB5<0 C?@02;V==O 
=02G0;L=>N 4VO;L=VABN, O:0 28:>@8AB>2CєBLAO 4;O @>7@>1:8, C?@02;V==O B0 
?>H8@5==O =02G0;L=8E >=;09=-<0B5@V0;V2 V7 70157?5G5==O< A?V;L=>3> 
4>ABC?C. %B2>@NNBLAO 40=V <0B5@V0;8 7 70240==O< ?>A;V4>2=>ABV 
282G5==O. �> A:;04C A8AB5<8 2E>4OBL B0:V >A=>2=V :@8B5@VW: 

- 281V@ =02G0;L=>3> :C@AC; 
- 70=OBBO 7V ABC45=B0<8; 
- V=482V4C0;L=V 70240==O; 
- ?@>5:B8 4;O @>1>B8 2 <0;8E 3@C?0E; 
- 740G0 70240=L, ?@><V6=8E V DV=0;L=8E >=;09= VA?8BV2 B0 B5ABC20=L. 
� E>4V 4>A;V465==O 1C;> @>73;O=CB> =091V;LH ?>?C;O@=V A8AB5<8 

48AB0=FV9=>3> =02G0==O. %5@54 CAVE @>73;O=CB8E =02G0;L=8E A5@54>28I 
1C;> 284V;5=> =0ABC?=V: Moodle, ILIAS, Sakai, StudIp. %5@54 @>73;O=CB8E 
20@V0=BV2 =091V;LH0 C2030 ?@84V;OєBLAO =02G0;L=><C A5@54>28IC Moodle.  

Moodle (<>4C;L=5 >1’є:B=>->@Vє=B>20=5 A5@54>28I5 48AB0=FV9=>3> 
=02G0==O) 3 157:>HB>2=0 A8AB5<0, O:0 >@Vє=B>20=0 =0A0<?5@54 =0 
>@30=V70FVN 270є<>4VW <V6 28:;040G0<8 B0 ABC45=B0<8. Moodle 
?5@5:;045=0 =0 45AOB:8 <>2, C B><C G8A;V 9 =0 C:@0W=AL:C. %8AB5<0 
28:>@8AB>2CєBLAO C 175 :@0W=0E A2VBC. 

&8?>20 DC=:FV>=0;L=VABL Moodle 2:;NG0є: 
- 4>ABC? 4> =02G0;L=8E <0B5@V0;V2 (B5:AB8 ;5:FV9, 70240==O 4> 

?@0:B8G=8E/;01>@0B>@=8E B0 A0<>ABV9=8E @>1VB; 4>40B:>2V <0B5@V0;8 
(:=838, 4>2V4=8:8, ?>AV1=8:8, <5B>48G=V @>7@>1:8) B0 70A>1V2 4;O 
A?V;:C20==O V B5ABC20==O «24 =0 7»; 

- 70A>18 4;O 3@C?>2>W @>1>B8 (2V:V, D>@C<, G0B, A5<V=0@, 251V=0@);  
- 7020=B065==O D09;V2; 
- <>6;82VABL ?5@53;O4C @57C;LB0BV2 ?@>E>465==O B5ABC, VA?8BC, 

48AB0=FV9=>3> :C@AC ABC45=B><, B>I>; 

                                                           

 
1:.B.=., =0C:>289 A?V2@>1VB=8: FH Dortmund 
2ABC45=B 3@. �!&-119< !' <�0?>@V7L:0 ?>;VB5E=V:0= 
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- :0;5=40@ ?>4V9; 
- =>28=8 B0 0=>=A8 ?>4V9 (4;O @V7=8E @V2=V2: A09B, :C@A, =02G0;L=0 

3@C?0), 0 B0:>6 <>6;82VABL 28:>@8AB0==O =0304C20=L ?@> ?>4VW C :C@AV. 
� E>4V @>1>B8 1C;> @>73;O=CB> 70A>18 4V468B0;V70FVW 4;O LMS 

Moodle: =01V@ AB0=40@BV2 Sharable Content Object Reference Model, SCORM 
4;O LMS, ?@>B>:>; Learning Tools Interoperability, LTI, 4>72>;Oє 
70157?5G8B8 AC<VA=VABL 70A>1V2 =02G0==O, V=B53@C20B8 DC=:FV>=0; >4=8E 
A8AB5< 48AB0=FV9=>3> =02G0==O 2 V=HV B0 =040є <>6;82VABL @50;V7>2C20B8 V 
21C4>2C20B8 2;0A=V DC=:FV>=0;L=V <>4C;V 2 C65 VA=CNGV 70AB>AC=:8, 0 
B0:>6 V=AB@C<5=B8 External tools 4;O 2?@>20465==O 2=CB@VH=VE <>4C;V2 V 
?;03V=V2 C LMS. 

�;O 1V;LH 45B0;L=>3> 0=0;V7C 1C;> ?@>2545=> 4>A;V465==O B8?V2 
?;03V=V2 Moodle B0 28:>=0=> 281V@, O:V A0<5 ?;03V=8, :>@8A=V 7 B>G:8 7>@C 
ABC45=B0, ?V4E>4OBL 4> 4V468B0;V70FVW =02G0==O. Moodle ?V4B@8<Cє @V7=V 
B8?8 <>4C;V2: 

- B8?8 4VO;L=>AB59 (2:;NG0NG8 <>6;82V =02G0;L=V V3@8); 
- B8?8 @5AC@AV2; 
- B8?8 B5AB>28E ?8B0=L; 
- B8?8 ?>;V2 4;O 1078 40=8E (<0єBLAO =0 C207V 4VO;L=VABL 1070 

40=8E); 
- B5<8 4;O >D>@<;5==O; 
- @V7=V <5B>48 0CB5=B8DV:0FVW; 
- @V7=V <5B>48 70@0EC20==O =0 :C@A; 
- DV;LB@8 4;O :>=B5=BC. 
�8:>@8AB>2CNG8 FN <>6;82VABL, @>7@>1=8:0<8 1C;> AB2>@5=> 

1030B> 70AB>AC=:V2 7 4>40B:>2>N DC=:FV>=0;L=VABN. 
� @57C;LB0BV 1C;> >1@0=> 45:V;L:0 >A=>2=8E 70AB>AC=:V2, 0 A0<5: 

BigBlueButtonBN 3 AB>@>==V9 A5@2VA 4;O ?@>2545==O 2V45>:>=D5@5=FV9, 
Virtual program Lab 3 AB>@>==V9 V=AB@C<5=B ?5@52V@:8 ?@>3@0<=>3> :>4C, 
VmWare Learning Platform 3 ?;0BD>@<0, O:0 =040є ?@0:B8G=V 2V@BC0;L=V 
;01>@0B>@VW, Feedback 3 2=CB@VH=V9 <>4C;L 72>@>B=>3> 72’O7:C 4;O 
?@>2545==O 4>A;V465=L B0 >?8BC20=L. 

$57C;LB0B8 @>1>B8 <>6=0 28:>@8AB>2C20B8 4;O B>3>, I>1 <0B8 
?@54AB02;5==O ?@> 70A>18 4V468B0;V70FVW ACG0A=8E LMS, 0 A0<5 
<>6;82>ABV 2?@>20465==O 2 =02G0;L=89 ?@>F5A @V7=><0=VB=8E ?;03V=V2 B0 
AB>@>==VE ?@>3@0<, ?;0BD>@<, 2V4?>2V4=8E 4> AB0=40@BV2 SCORM, 70 
4>?><>3>N V=AB@C<5=BV2 LTI B0 External tools. 

�>A;V465==O 28:>=0=> 2 @0<:0E <V6=0@>4=>3> ?@>5:BC Virtual 
Master Cooperation Data Science (ViMaCs) 70 ?V4B@8<:8 DAAD. 
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'�� 61:621.397 

%0<>9;8: %.%. 1, %0<>9;8: �.�. 2 
 "����"%&� ���'+�!!3 &��� ���*�!� ' 

����!"%&�+!�� #$"*�% 

&5;5<548F8=0 3 >48= 7 =091V;LH H284:> 7@>AB0NG8E A53<5=BV2 
>E>@>=8 74>@>2'O 2 A2VBV (1;87L:> 20% =0 @V:). � Є2@>?V @V25=L 
?@>=8:=5==O B5E=>;>3VW AL>3>4=V AB0=>28BL 1;87L:> 50% B0 
A?>AB5@V30єBLAO V ?>40;LH5 9>3> 7@>AB0==O [1]. 

�024O:8 28:>@8AB0==N ACG0A=8E :><C=V:0FV9=8E B5E=>;>3V9  
<5@560 <548G=8E D0EV2FV2 <0B8<5 <>6;82VABL >FV=8B8 AB0= 74>@>2’O 
?0FVє=B0, 2AB0=>28B8 ?@028;L=89 4V03=>7 V =040B8 2V4?>2V4=V @5:><5=40FVW 
2 @568<V @50;L=>3> G0AC. 

&5E=>;>3VW, I> 28:>@8AB>2CNBLAO 2 B5;5<548F8=V 70 ?@87=0G5==O< 
<>6=0 ?>4V;8B8 =0 B@8 25;8:V :0B53>@VW: 

1) �V440;5=89 <>=VB>@8=3. &5E=>;>3VW 48AB0=FV9=>3> <>=VB>@8=3C, 
<>6CBL 28:>@8AB>2C20B8AO 4;O <>=VB>@8=3C 74>@>2'O ?0FVє=BV2 7 
E@>=VG=8<8 70E2>@N20==O<8/B@820;8<8 AB0=0<8 H;OE>< ?5@540GV 
:;V=VG=8E 40=8E. *5 4>72>;Oє :;V=VF8ABC, ?0FVє=BC 01> >1>< @503C20B8 B0 
:>@83C20B8 AE5<8 ;V:C20==O 1V;LH >?5@0B82=>, =V6 F5 1C;> 1 <>6;82>, 
=0?@8:;04, ?@8 728G09=8E 2V42V4C20==OE :;V=V:8; 

2) �15@V30==O B0 ?5@5A8;0==O <548G=>W V=D>@<0FVW. *V A8AB5<8 
?5@540NBL :;V=VG=V 40=V, O:V A;V4 ?@>0=0;V7C20B8 ?V7=VH5, V <>6CBL B0:>6 
28:>@8AB>2C20B8AO, O:I> VA=Cє ?5@5@82G0AB89 72’O7>:. *V B5E=>;>3VW 
28:>@8AB>2CNBLAO ?@>BO3>< 1030BL>E @>:V2, =0?@8:;04, C 45@<0B>;>3VW, 
@5=B35=>;>3VW B0 ?@8 0=0;V7V ?0B0=0B><VG=8E 4>A;V465=L; 

3) �=B5@0:B82=V. �0 4>?><>3>N F8E B5E=>;>3V9  :;V=VF8AB8 B0 
?0FVє=B8 <>6CBL >1<V=N20B8AO V=D>@<0FVєN B0 A?V;:C20B8AO 2 @568<V 
@50;L=>3> G0AC. �;V=VG=V 40=V <>6CBL =04020B8AO 7 ?@8AB@>W2 
A0<>:>=B@>;N ?0FVє=B0, F8D@>2>W :0<5@8 01> @5=B35=V2AL:8E 7=V<:V2. 
�>=AC;LB0FV9=89 :;V=VF8AB <>65 7=0E>48B8AL C 28I><C F5=B@V 01> C 
A?5FV0;L=><C F5=B@V B5;5<548F8=8; ?0FVє=B <>65 ?5@51C20B8 24><0 01> 2 
<548G=><C 70:;04V. 

&0:>6 <>6;825 ?>є4=0==O 707=0G5=8E  B5E=>;>3V9 2 70;56=>ABV 2V4 
>@30=V70FV9=8E D0:B>@V2 B0 :;V=VG=8E ?>B@51.  

"A=>2=0  DC=:FVO B5;5<548F8=8 <>65 7<V=N20B8AO 2 70;56=>ABV 2V4 

                                                           

 
1 :.D.-<.=., 4>F5=B !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 :.<.=., 0A8AB5=B �� ' 
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:;V=VG=>3> AB0=C E2>@>3>, 0;5, 70728G09, ?>B@0?;Oє 2 >4=C 7 =0ABC?=8E 
H5AB8 :0B53>@V9, 7 45O:8<8 ?5@5:@8BBO<8: 

1)  >=VB>@8=3 E@>=VG=>3> 70E2>@N20==O 4;O 28O2;5==O @0==VE 
>7=0: ?>3V@H5==O AB0=C B0 H284:5 9>3> ;V:C20==O; 

2) �0157?5G5==O ;V:C20==O 01> @501V;VB0FVW; 
3) "A2VB0, ?>@048 I>4> A0<>;V:C20==O B0 <548G=0 ?V4B@8<:0; 
4) �>=AC;LB0FVW A?5FV0;VABV2 I>4> ?>AB0=>2:8 4V03=>7C B0 

;V:C20==O; 
5) "FV=:0 :;V=VG=>3> AB0=C 2 @568<V @50;L=>3> G0AC; 
6) %:@8=V=3. 
�=0;V7 =0C:>28E AB0B59 ?>:0702, I>, =0@07V, B5;5<548F8=0 

5D5:B82=> 28:>@8AB>2CєBLAO 4;O ?>AB0=>2:8 4V03=>7V2, ?>2’O70=8E 7 
45@<0B>;>3VG=8<8 AB0=0<8 [2]. *5 =5 28<030є =0O2=>ABV 2 B5;5<548G=><C 
F5=B@V :>HB>2=>W 0?0@0BC@8, 4V03=>78 <>6CBL 1CB8 2AB0=>2;5=V, 
28:>@8AB>2CNG8 ;8H5 D>B> B0 >=;09= A?V;:C20==O. ,8@>:5 70AB>AC20==O 
B5;5<548F8=0 7=09H;0 C 4V03=>AB8FV A5@F52>-AC48==8E 70E2>@N20=L [3], 
7>:@5<0 ?V4 G0A >FV=:8 @57C;LB0BV2 :><?’NB5@=>W B><>3@0DVW B0 
@04V>;>3VG=8E 4>A;V465=L, 4;O =040==O ?0FVє=B0< <>6;82>ABV =04VA;0B8 
���-70?8A8 B0 ?@>:>=AC;LBC20B8AO 7 :;V=VF8AB>< 2 @568<V @50;L=>3> G0AC 
[4] B>I>. �8:>@8AB0==O B5E=>;>3V9 B5;5<548F8=8 H8@>:> 
28:>@8AB>2C20;>AL ?@8 =5>1EV4=>ABV :>=AC;LBC20==O 28?04:V2 C ;V:0@V2 
7030;L=>W ?@0:B8:8 [5]. 

#@57845=BAL:0 ?@>3@0<0 @5D>@< B0 ?@>5:B8 ?0@;0<5=BC 284V;ONBL  
@5D>@<C A8AB5<8 >E>@>=8 74>@>2’O B0, 7>:@5<0, @>728B>: B5;5<548F8=8 
A5@54 ?5@H>G5@3>28E 70240=L. �:A?5@B0<8 ?V4@0E>20=>, I>1 =0:@8B8 
A8AB5<>N B5;5<548F8=8 2AN ':@0W=C ?>B@V1=0 7>2AV< =57=0G=0, O: 4;O 
<0AHB01V2 45@6028, AC<0 3 B@>E8 1V;LH5 8 <;= 3@=. � 2?@>20465==O 
B5;5<548F8=8 40ABL 7<>3C 70>I048B8 4> 40% 28B@0B =0 >E>@>=C 74>@>2’O 
[6]. 

#9D9?V> CBE<?4AP 
1. #>?>20  . &5;5CA:>@5=85 // �><<5@A0=BJ. 2017.-7 95. C.17. 2. Bergmo T. S. 

Webbased consultations for parents of children with atopic dermatitis: results of a ran-

domized controlled trial // T. S Bergmo, S.C. Wangberg, T.R. Schopf, T. Solvoll // Acta 

Paediatrica. 2009. Vol.98. P.16320. 3. Wong H.T. // The comparative impact of video 

consultation on emergency neurosurgical referrals / H.T. Wong, W.S. Poon, P. Jacobs, 

K.Y. Goh et al. // Neurosurgery. 2006. Vol.59. P. 6073613. 4. Katalinic A The 

TeleGuard trial of additional telemedicine care in CAD patients. 1 Utilization of the 

system // A. Katalinic, A. Waldmann, B. Schwaab, G. Richardt et al. // Journal of Tele-

medicin and Telecare. 2008. Vol.4(1). P.17321. 5. Flodgren G. Interactive Telemedi-

cine: Effects on Professional Practice and Health Care Outcomes / G. Flodgren, A. Ra-
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chas, A. J. Farmer, M. Inzitari, S. Shepperd // Cochrane Database of Systematic Re-

views. 2015. Vol.9. 579 p. 6. �577C1 �. &5;5<548F8=0 2 ':@0W=V: @50;VW B0 ?5@A?5:B8-
28 [�;5:B@>==89 @5AC@A] // *5=B@ 4>A;V465=L A>FV0;L=8E :><C=V:0FV9 !�'� $5-
68< 4>ABC?C: 
http://nbuviap.gov.ua/index.php?option=com_content&view=article&id=2466:telemedit

sina-v-ukrajini&catid=8&Itemid=350. 

'�� 004.031.4  
%>15@60=AL:0 %... 1, #0@E><5=:> �.�. 2 

�"%�����!!3 &� #$"�$� !� $������*�3 �"&�-
�"!%'�0&�!&� ��3  ���+!"� ���'�� 

%L>3>4=V, ?@0:B8G=> =0 :>6=><C ACG0A=><C <>1V;L=><C ?@8AB@>W 
2AB0=>2;5=> >4=C 01> 45:V;L:0 ?@>3@0<-<5A5=465@V2 (WhatsApp, Viber, 
WeChat, Snapchat, Telegram B0 V=.).  

+0B-1>B 3 F5 ?@>3@0<0-@>1>B, O:0 V<VBCє <>2=C ?>254V=:C ;N48=8 B0 
28ABC?0є 2 O:>ABV A?V2@>7<>2=8:0 2 <5A5=465@0E. %5@25@=0 G0AB8=0, O:0 
@50;V7Cє 1V7=5A-;>3V:C ?@>3@0<8 @>7<VICєBLAO =0 A5@25@0E @>7@>1=8:0 V 
270є<>4Vє 7 ?;0BD>@<>N <5A5=465@0 G5@57 API (Application Programming 
Interface). �A=CNBL 1>B8 @V7=>W A?@O<>20=>ABV, =0?@8:;04, 1>B <>65 
?>2V4><;OB8 ?>3>4C, =04A8;0B8 =>28=8, ?>2V4><;OB8 01> =0304C20B8 ?@> 
?>4VN. (0:B8G=> G0B-1>B - F5 I5 >48= @V7=>284 V=B5@D59AC 4;O 270є<>4VW 
:>@8ABC20G0 7 ?@>3@0<>N, 28:>@8AB0==O O:>3> =040є 157;VG ?5@5203. 
�>:@5<0, 70 @0EC=>: 2V4ACB=>ABV ?@>F5AC CAB0=>2:8, G0B-1>B ?@>3@0<8 
;53H5 ?>H8@N20B8 2 ACG0A=8E @50;VOE. +0B-1>B 4>A8BL 4>40B8 2 :>=B0:B 
;8AB C 265 2AB0=>2;5=><C <5A5=465@V B0 @>7?>G0B8 4V0;>3. �><0=48 C 
1V;LH>ABV G0B-1>BV2 @50;V7>20=V 73V4=> 7 CAB0;5=8<8 ?@0:B8:0<. 
�5@V2=8FB20 7 ?@>є:BC20==O V=B5@D59AC G0B-1>BV2 <>6=0 7=09B8 2 <5@56V 
�=B5@=5B C 2V4:@8B><C 4>ABC?V [1]. *5 >A>1;82> 206;82> ?@8 @>7@>1FV 
A>FV0;L=> :>@8A=>W ?@>3@0<8 7 <V=V<0;L=8< 1N465B><.  

� ?>G0B:>< ?0=45<VW G5@57 ?>H8@5==O 2V@CAC COVID-19 7@>A;> 
=020=B065==O =0 <548G=V CAB0=>28 G5@57 =04E>465==O 25;8:>W :V;L:>ABV 
70?8BV2 =0 >B@8<0==O 4>2V4:>2>W V=D>@<0FVW ?@> 2V@CA. �=H0 ?@>1;5<0, 7 
O:>N 7VB:=C;8AO <548G=V D0EV2FV - F5 :>=AC;LB0FVO ?>B5=FV9=> 70@065=8E 
;N459 2V@CA>< COVID-19, :V;L:VABL O:8E ?>ABV9=> 7@>AB0є.  
                                                           

 
1 AB. 3@. �!&-219< !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 �.B.=., 4>F. :0D54@8 ?@>3@0<=8E 70A>1V2 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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/: ?>:070;8 ?@>2545=V 4>A;V465==O, 265 є @>7@>1:8 1>BV2-
:>=AC;LB0=BV2, 7>:@5<0 cosiBot, O:89 2V4?>2V40є =0 70?8B0==O :>@8ABC20GV2 
?@> :>@>=02V@CA V HC:0є V=D>@<0FVN BV;L:8 =0 4>2V@5=8E V 02B>@8B5B=8E 
465@5;0E, 0;5 F59 G0B-1>B ?@0FNє BV;L:8 4;O 0=3;><>2=8E :>@8ABC20GV2.  

 5B>N FVєW @>1>B8 є @>7@>1:0 C:@0W=><>2=>3> G0B-1>BC, I> 
4>72>;8BL :>@8ABC20G0< ;53:> >B@8<0B8 2V4?>2V4V =0 =0ABC?=V ?8B0==O: 45 
?@>9B8 B5AB =0 COVID-19; 4> O:>3> ;V:0@O <>6=0 725@=CB8AO; 45 <>6=0 
7=09B8 4>AB>2V@=89 ?5@5;V: A8<?B><V2; 45 ?@8410B8 >:A8<5B@8; AB0BCA 
70E2>@N20=>ABV =0 :>@>=02V@CA 2 @53V>=V; 70?8A =0 ?@89>< 4> ;V:0@O.  

�;O @>7@>1:8 ?@>3@0<8 G0B-1>B0 >1@0=> ?>?C;O@=C ?;0BD>@<C 
Telegram, B><C I> API 40=>W ?;0BD>@<8 2>;>4Vє H8@>:8< DC=:FV>=0;>< V 
30@=> 4>:C<5=B>20=89. �;O @50;V70FVW A5@25@=>W G0AB8=8 ?@>3@0<8 
28:>@8AB>2CєBLAO 28A>:>@V2=520 <>20 ?@>3@0<C20==O 7030;L=>3> 
?@87=0G5==O Python. �;O 270є<>4VW 7 =040=8< HTTP API 28:>@8AB>2CєBLAO 
2V;L=> @>7?>2AN46C20=89 Python Web-Framework Flask V 157:>HB>2=0 
@5;OFV9=0 1070 40=8E 7 ?V4B@8<:>N B@0=70:FV9 MySQL 25@AVW 5+ (7 
28:>@8AB0==O< 4283C=0 InnoDB). *59 ?>?C;O@=89 B5E=>;>3VG=89 AB5: 
4>72>;Oє =5 BV;L:8 25AB8 H284:C @>7@>1:C ?@>3@0<8, 0;5 V 2 ?>40;LH><C 
AC?@>2>46C20B8 WW 7 =09<5=H>N :V;L:VABN 7CA8;L. �;O @50;V70FVW 
A5@25@=>W G0AB8=8 ?@>3@0<8, O:0 <VAB8BL 1V7=5A ;>3V:C G0B-1>B0, 1C;> 
@>7@>1;5=> 1030B>H0@>2C 0@EVB5:BC@C, O:0 4>72>;Oє =570;56=> B5ABC20B8 
01> 70<V=N20B8 >:@5<V G0AB8=8 ?@>3@0<8. 

"4=8< 7 =091V;LH 206;828E 5B0?V2 2 @>7@>1FV ?@>3@0<=>3> 
70157?5G5==O є B5ABC20==O. �;O A:>@>G5==O G0AC 4;O B5ABC20==O 157 2B@0B8 
=04V9=>ABV 28:>@8AB>2C20;8AO 02B><0B8G=V B5AB8 =0 @V2=V <>4C;V2. &>1B> 
25;8:0 G0AB8=0 DC=:FV9 40=>W G0B-1>B ?@>3@0<8 <>65 1CB8 ?5@52V@5=0 157 
4>ABC?C 4> API.  

#@>3@0<0 ?>28==0 1CB8 =5 BV;L:8 @>7@>1;5=0, 0;5 I5 
28:>@8AB>2C20B8AO V 28@VHC20B8 ?>AB02;5=C 7040GC. &><C, 4;O 40=>W G0B-
1>B ?@>3@0<8 ?5@5410G5=> 420 :0=0;8 ?@>AC20==O: 7304:0 2 ?C1;V:0FVOE 
@53V>=0;L=8E &5;53@0< :0=0;V2 V @>7<VI5==O @5:;0<=8E ?>AB5@V2 �2 7 
;>3>B8?>< &5;53@0<, AB8A;8< >?8A>< V QR :>4><, ?@8 =02545==V =0 O:89 
2V4:@820єBLAO G0B-1>B.  8 A?V;:Cє<>AO 7 ;V:0@O<8 V 2>=8 ?@>O2;ONBL 
70FV:02;5=VABL B0 ?>3>46CNBLAO ?V4B@8<0B8 40=89 ?@>є:B. 

&0:8< G8=><, @>7@>1;N20=89 G0B-1>B 40ABL 2V4?>2V4V =0 B8?>2V 
70?8B8 :>@8ABC20GV2 4>2V4:>2>3> E0@0:B5@C, I> 4>?><>65 7=878B8 
=020=B065==O =0 <548G=8E D0EV2FV2 V =040B8 W< <>6;82VABL 1V;LH5 G0AC 
?@0FN20B8 7 E2>@8<8 ?0FVє=B0<8. +0B-1>B 1C45 ?>2V4><;OB8 :>@8ABC20G0 
?@> A?0;0E8 :>@>=02V@CAC 2 @53V>=V B0 =04020B8 0:BC0;L=C V=D>@<0FVN ?@> 
<VAFO 4;O ?@>E>465==O B5ABV2 =0 70@065==O COVID-19. 
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#9D9?V> CBE<?4AP 
1. %>25BK ?> ?@>5:B8@>20=8N 8=B5@D59A0 G0B-1>B>2: ;CGH0O ?@0:B8:0 [�;5:B@>=-
=89 @5AC@A]. 3 $568< 4>ABC?C: https://tproger.ru/articles/chat-bots-best-practice/  

'�� 004.896 

(@>;>20 �... 1, #0@E><5=:> �.�. 2, �;04:>20 ". .
2
 

�!("$ �*��!� &�)!"�"��3 #$"Є�&'��!!3 
��$&'��0!"�" #$"&"&�#' $"�"&��"��!"�" #$"&��' 

$>728B>: ACG0A=8E B5E=>;>3V9 2 30;C7V <548F8=8 =040є =>2V 
<>6;82>ABV, ?>G8=0NG8 2V4 @>7C<=8E V<?;0=BV2 V ?@>B57V2, 70:V=GCNG8 3D-

?@8=BV=3>< B:0=8= V =02VBL >@30=V2. /:I> @0=VH5 ;N48=0 2B@0B82H8 
:V=FV2:C 2V4GC20;0 7=0G=89 48A:><D>@B V =5?@8@>4=VABL ?@8 =>AV==V 
?@>B570, B> ACG0A=V ?@>B578 AB0;8 1V;LH =01;865=8<8 O: DC=:FV>=0;L=>, 
B0: V 2V7C0;L=>. � B>9 65 G0A VA=Cє 1030B> ?@>1;5<, ?>2'O70=8E 7 
?@>є:BC20==O<, 28@>1=8FB2>< B0 28:>@8AB0==O< V=B5;5:BC0;L=8E 
?@>B57V2. �>:@5<0, F5 A:;04=VABL ?0@0;5;L=>3> ?@>є:BC20==O <5E0=VG=8E 
B0 5;5:B@>==8E G0AB8= ?@>B57C [1]. #0@0<5B@8 B0 E0@0:B5@8AB8:8 
@50;L=>3> 28@>1C <>6=0 ?>:@0I8B8, 0 9>3> 20@BVABL 7=878B8 =0 >A=>2V 
4>A;V465==O 2V@BC0;L=>3> ?@>B>B8?C @>1>B87>20=>3> ?@>B57C. 

 5B>N @>1>B8 є @>7@>1:0 V=D>@<0FV9=>W B5E=>;>3VW ?@>є:BC20==O 
2V@BC0;L=>3> ?@>B>B8?C <5E0=VG=>W G0AB8=8 @>1>B87>20=>3> ?@>B57C 
25@E=L>W :V=FV2:8 ;N48=8 2 A5@54>28IV PTC Creo 4.0. %B2>@5==O B0 
4>A;V465==O 2V@BC0;L=>3> ?@>B>B8?C ?@>є:B>20=>3> 28@>1C 4>72>;Oє: 
28O28B8 ?><8;:8 =0 @0==VE 5B0?0E AB2>@5==O ?@>є:BC B0, 2V4?>2V4=>, 
7<5=H8B8 G0A @>7@>1:8 B0 7=878B8 28B@0B8 =0 4>@>1:C; 4>A;V48B8 1V;LH5 
0;LB5@=0B82=8E 20@V0=BV2 B0 H;OEV2 @>728B:C ?@>є:BC; 28:>=0B8 
4>A;V465==O ?@>B>B8?C, O:V V=:>;8 є =5<>6;828<8 2 @50;L=8E C<>20E =0 
=0BC@=><C <0:5BV; ?@>2>48B8 <5=HC :V;L:VABL DV78G=8E 5:A?5@8<5=BV2, 
I> ?>B@51CNBL 7=0G=>3> G0AC B0 <0B5@V0;L=8E 28B@0B.  

"A=>2=8<8 5B0?0<8 @>7@>1;5=>W V=D>@<0FV9=>W B5E=>;>3VW є 
=0ABC?=V: 

1. #>1C4>20 Vє@0@EVG=>W AE5<8 ?@>є:B>20=>3> 28@>1C (@8A.1).  
2. �=0;V7 :>=AB@C:B82=8E >A>1;82>AB59 A:;04>28E 28@>1C (28W<:0 

                                                           

 
1 AB. 3@. �!&-219<-� !' �0?>@V7L:0 ?>;VB5E=V:0 
2 :.B.=., 4>F. :0D54@8 ?@>3@0<=8E 70A>1V2 !' «�0?>@V7L:0 ?>;VB5E=V:0» 

https://tproger.ru/articles/chat-bots-best-practice/
https://tproger.ru/articles/chat-bots-best-practice/
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4;O A5@2><>B>@0, :0=0;8 4;O 2>;>AV=L B0 >?>@=8E G0AB8=). 
3. #@>є:BC20==O >:@5<8E G0AB8= 7 28:>@8AB0==O< ?0@0<5B@870FVW B0 

70157?5G5==O< <5E0=VG=8E DC=:FV9 (7>:@5<0 738=0==O ?0;LFV2). 
4. #>1C4>20 DV=0;L=>W 71V@:8 B0 @5=45@V=3 (@8A.2).  
5. #>1C4>20 2D :@5A;5=8:V2 B0 D>@<C20==O D09;V2 4;O 4@C:C 

A:;04>28E 28@>1C =0 3D-?@8=B5@V. 

 

$8AC=>: 1 3 �є@0@EVG=0 AB@C:BC@0 2V@BC0;L=>W <>45;V 

 

$8AC=>: 2 3 (V=0;L=89 283;O4 2V@BC0;L=>W <>45;V 

�0AB>AC20==O B5E=>;>3V9 ?@>B>B8?C20==O ?@8 02B><0B87>20=><C 
?@>є:BC20==V @>1>B87>20=8E ?@>B57V2 2V4:@820є H;OE8 ?>40;LH>3> 
24>A:>=0;5==O WE D>@<8, <0A>3010@8B=8E E0@0:B5@8AB8: B0 0;3>@8B<V2 
C?@02;V==O.  

#9D9?V> CBE<?VAP 
1. Belter, &.J. Mechanical design and performance specifications of anthropomorphic 

prosthetic hands/&.J.Belter, L.J.Segil, M.D.Aaron, F.R.Weir // Journal of Rehabilitation 
Research & Development 50(5), 2013. - @@. 599-618. 
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'�� 615.47 : 004.9  
,8BV:>20 ".�.1, &01C=I8: �.�.2 

 "���0 �"!&$"�2��!!3 $������  ���+!�) %�%&�   

 548G=V V=D>@<0FV9=V A8AB5<8, I> ?@87=0G5=V 4;O 02B><0B870FVW 
<548G=8E ?@>F5AV2 B0 є WE A:;04>28<8, <>6CBL AB2>@N20B8 4>40B:>2V 
D0:B>@8 @878:C 4;O @5AC@AV2 FL>3> ?@>F5AC B0 ?>28==V 1CB8 2@0E>20=V ?@8 
>@30=V70FVW @878:-<5=546<5=BC :>=:@5B=>3> <548G=>3> ?@>F5AC 01> 
28@>1C. 

�> <548G=8E V=D>@<0FV9=8E A8AB5< 4VNBL BV 6 A0<V 28<>38, I> V 
4;O <548G=8E 28@>1V2 AB>A>2=> 70157?5G5==O O:>ABV B0 157?5:8 
DC=:FV>=C20==O, 7>:@5<0 B>9 G0AB8=8, O:0 AB>ACєBLAO ?@>F5AC C?@02;V==O 
@878:0<8. &>6 157?5G=8< 22060єBLAO 28@V1, I> 28:>@8AB>2CєBLAO 73V4=> 
?5@5410G5=>3> 70AB>AC20==O B0 4;O O:>3> 2V4ACB=V9 =5?@8?CAB8<89 @878:. 

� ?@>F5AV C?@02;V==O @878:>< ?VA;O 2AB0=>2;5==O ?@8?CAB8<>ABV 
G8 =5?@8?CAB8<>ABV :>6=>3> 7 287=0G5=8E @878:V2 ?5@5E>4OBL 4> 
=0ABC?=>3> 5B0?C 3 :>=B@>;N20==O. #V4 G0A FL>3> 5B0?C 2AB0=>2;NNBL 
=5>1EV4=VABL B0 70 ?>B@518 287=0G0NBL 70E>48 4;O 7<5=H5==O @878:V2 4> 
?@89=OB=>3> @V2=O. �;O 1V;LH 45B0;L=>3> >?@0FN20==O B0 2V4>1@060==O 
270є<>4VW <V6 :><?>=5=B0<8 ?@>F5AC C?@02;V==O @878:>< <548G=8E 
A8AB5< 7 <>6;82VABN 9>3> 02B><0B870FVW 1C;0 @>7@>1;5=0 <>45;L 
:>=B@>;N20==O @878:V2. 

$>1>B0 28:>=0=0 2 @0<:0E ?@>3@0<8 Erasmus+ 586114-EPP-1-2017-
1-ES-EPPKA2-CBHE-JP «Innovative Multidisciplinary Curriculum in 
Artificial Implants for Bio-Engineering BSc/MSc Degrees» [BIOART]. 

�0 >A=>2C 1C;0 27OB0 <>45;L 270є<>72’O7:C <V6 =5157?5:>N, 
?>A;V4>2=VABN ?>4V9, =5157?5G=>N A8BC0FVєN B0 H:>4> [1], O:0 2 ?@>F5AV 
@>1>B8 1C;0 4>?>2=5=0 7 C@0EC20==O< 5B0?C :>=B@>;N20==O @878:V2 
(@8AC=>: 1). 

�C2 4>40=89 @V25=L «�>=B@70E>48», I> C>A>1;Nє 45O:V :5@CNGV 4VW, 
740B=V 2?;820B8 =0 @V25=L @878:V2 7 <5B>N 7=865==O BO6:>ABV H:>48 
B0/01> 7=865==O 2V@>3V4=>ABV 28=8:=5==O H:>48. %;V4 2@0E>2C20B8, I> 
2?@>20465==O :>=B@70E>4V2 4>FV;L=> BV;L:8 70 C<>28 =0O2=>ABV 
=5?@8?CAB8<>3> @V2=O @878:C.  

%5@54 :>=B@70E>4V2 4;O <548G=8E A8AB5< =091V;LH 4Vє28<8 
2@0E>2CNBLAO =0ABC?=V [2]: 
                                                           

 
1�0=4. B5E=. =0C:, V=65=5@-:>=AB@C:B>@ 1 :0B53>@VW '?@02;V==O 3>;>2=>3> :>=-
AB@C:B>@0 �" « "&"$ %�+» 
2�0=4. B5E=. =0C:, ?@>D. :0D54@8 ?@>3@0<=8E 70A>1V2 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
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3 70E>48 157?5:8 ?5@5410G5=V 2 ?@>F5AV ?@>є:BC20==O 
(:>=AB@C:FVєN, 0@EVB5:BC@>N V=D>@<0FV9=8E A8AB5< B>I>); 

3 70?>1V6=V 70E>48 C A0<V9 <548G=V9 A8AB5<V 01> 28@>1=8G><C 
?@>F5AV, I> A?@0FL>2CNBL 70 C<>28 =0AB0==O =5157?5G=>W A8BC0FVW; 

3 V=D>@<C20==O I>4> 157?5:8 70 @0EC=>: ?>?5@5465=L ?@> 
<>6;82VABL 28=8:=5==O H:>48 B0 WW BO6:>ABV. 

%5@54 G8==8:V2, I> E0@0:B5@87CNBL :>=B@70E>48, <>6=0 
2V4>:@5<8B8 <>6;82C :>@8ABL 2V4 2?@>20465==O :>=B@70E>4C B0 28B@0B8 
=0 9>3> @50;V70FVN. #@8 2AB0=>2;5==V <>6;82>W :>@8ABV A;V4 2@0E>2C20B8 
5D5:B82=VABL :>=B@70E>4C, O:0 70;568BL 2V4 >GV:C20=>3> ABC?5=O 
7<5=H5==O @878:C 4> ?@89=OB=>3> @V2=O, =0O2=VABL 70;8H:>2>3> @878:C, 0 
B0:>6 40=V I>4> :>@8ABV V=H8E :>=B@70E>4V2.  

$>7@>1;5=0 <>45;L <>65 1CB8 28:>@8AB0=0 ?@8 ?@89=OBBV @VH5==O 
I>4> >FV=:8 A?V22V4=>H5==O @878:/:>@8ABL 28:>@8AB0==O <548G=>W 
A8AB5<8 B0 ?@8 >FV=N20==V 7030;L=>3> 70;8H:>2>3> @878:C. 

 

$8AC=>: 1 3  >45;L :>=B@>;N20==O @878:V2 

#9D9?V> CBE<?4AP: 
1. �8@>18 <548G=V. !0AB0=>28 I>4> C?@02;V==O @878:>< (ISO 14971:2007, IDT)  :  
�%&' ISO 14971:2009. 3 [+8==89 2V4 2012-01-01]. 3 �.: �5@6A?>682AB0=40@B 
':@0W=8, 2012. 3 66A. 3 (!0FV>=0;L=89 AB0=40@B ':@0W=8). 2. IEC/TR 60513:2.0. 2nd 

Edition, January 1994 3 Fundamental Aspects of Safety Standards for Medical Electrical 

Equipment . 3 130 p. 

�B;A4><: 
D1 3 2V@>3V4=VABL 28=8:=5==O 
=5157?5G=>W A8BC0FVW; 
D2 3 2V@>3V4=VABL B>3>, I> 
=5157?5G=0 A8BC0FVO A?@8G8-
=8BL H:>4C; 
R 3 @878: 28=8:=5==O H:>-
48; 
R?@ 3 @V25=L ?@89=OB=>3> 
@878:C; 
L(h) 3 BO6:VABL H:>48; 
L(K) 3 28B@0B8 =0 2?@>-
20465==O :>=B@70E>4V2; 
k 3 :>:DDVFVє=B, I> E0@0:B5-
@87Cє :>@8ABL 2V4 2?@>-
20465==O :>=B@70E>4C. 
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