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1 Doctor of Physical and Mathematical Sciences, Professor, National University  

«Zaporizhzhia Polytechnic» 
POGOSOV V.V.  

ON THE WORK OF SINGLE-ELECTRON TRANSISTORS  

The effect of the Coulomb blockade in a single-electron transistor, a device 

where Fermi-liquid leads are mediated by a quantum dot, plays an essential role in 

condensed matter physics, mesoscopics, and open quantum systems. The Coulomb 

spectroscopy and transport through a quantum dot are sensitive to the precise 

nature of the nonequilibrium steady state, the mechanisms of relaxation, electronic 

interactions, and topological order [1]. The <orthodox= theory of the Coulomb 
blockade is based on rate equations formulated in the basis of different charged 

states in the island [2]. Such states are well defined for almost isolated quantum 

dots which have weak tunnel coupling to the leads, i.e., with a small dimensionless 

conductance. In this theory, the distribution function in the island is not affected by 

the coupling to contacts; i.e., the internal relaxation in the island is assumed to 

prevail on the characteristic tunneling time scale.  

The elementary tunnel design schematically represents a kind of sandwich: a 

massive gold film (emitter) with a deposited dielectric; islands of monatomic 

height (disc-shaped clusters) [3] or spherical-like gold clusters [4] are formed on 

the dielectric film; a tunneling microscope tip (STM), also coated with gold, was 

used as the third electrode (collector). Measured I V2  characteristics have a 

plateau of the zero current (a current gap). 

In the limit of weak tunnelling, the probability nP  of detecting <on average= 
n  excess electrons on the island determined by the master equation in the 

stationary limit. The current flowing through the quantum island (with a limitation 

on the Coulomb instability [2]) was defined as 

 
max

min

( )

n

n n n

n

I e P ÷ ÷= 2 2õ  (1) 

where  
n

÷  are the electron flows to the island from left to right and from 

right to left.  

In this work, in comparison with [1], the dependence of the tunnel rate 
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0

2 2
�( ) � exp c

c

d mW
d = 2

ö ö
÷ ÷
ø ø

 (2) 

on the island-collector distance ( )Ed  is taken into account for calculating the 

reduced current 
0 0

/ ( � )I I ePú ; W  is the work function of electrons from gold. In 

this manner we have restored the correct dependence ( , )
c

I V d  missed in our 

previous article [2]. 

The width of the current gap 
is

Vô  is determined by the threshold voltages 

0 0
/V V

+ 2  from the condition of equality of zero collector current on the 

forward/reverse branches of the I-V characteristic. In the low-temperature limit 

(
B eff F
k T õüü ô ) for the current gap of almost isolated island (weak coupling) an 

analytical expression is obtained,  

 
0 0 0

1 1 1
| |,

2 ( ) 2
is C

E

V V V V E
d e e

õ
ø+ 2 � �

ô = + = + ô
2

ö ö
÷ ÷
ø ø

 (3) 

where ( )Edø �
 are the fractions of the voltage, 

C
E  is the Coulomb charging 

energy of island, and 
HO

0
is

õ õ ýô ú 2 ó . Here 
HOõ and 

is
ý are highest occupied 

electron level and the chemical potential of electrons in the island, respectively. 

 For the case of <strong quantization= the size of the current gap for non-magic 

clusters is equal to zero explicitly, because the emitter Fermi level is in line with 

the closed levels in the cluster. In this regime, the expression (2) describes the 

experimental values well. 

In the experiment [4] for the structure based on the magic disk with a radius 

of 
0

22R að  a feature was discovered: the current gap varies as 0.8 ³ 0.4 ³ 0.7 

V for cyclic variation of 
0

2 4 2Ed að ³ ³ , respectively. Such small values of 

Ed , smaller than the radius of a gold atom, indicate that this situation is associated 

with a strong tunneling coupling regime between the island and the collector. This 

leads to the fact that the values of 
C

E  and ( )Edø �
 become indefinite from the 

point of view of electrostatics. In this regard, formula (3) becomes inapplicable to 

this case. 
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5;5:B@>==>W ?V4A8AB5<8 =0?V2?@>2V4=8:>2>3> :@8AB0;0 .  

�D5:B82=VABL 35=5@0FVW 2V;L=8E 5;5:B@>=V2 ?@8 @5:><1V=0FVW 0B><V2 
2>4=N A:;040T 4;O 35@<0=VN ø=0,16. #@8 FL><C 7=0G=> 71V;LHCTBLAO 
9<>2V@=VABL <567>==>3> ?5@5E>4C <V620;5=B=>N 7>=>N ?@>2V4=>ABV. *5 
?@82>48BL 4> 7=0G=>3> ?V428I5==O ?@8?>25@E=52>W :>=F5=B@0FVW 
5;5:B@>==>3> 307C.  

� ?@8?>25@E=528E H0@0E :@8AB0;0 AB2>@NTBLAO 25;8:89 3@04VT=B 
:>=F5=B@0FVW @CE;828E =>AVW2 70@O4C (2V;L=8E 5;5:B@>=V2). 

�V;L=V 5;5:B@>=8 H284:> 48DC=4CNBL 2 >19T< :@8AB0;0. #@8 FL><C 
28=8:0T 5;5:B@8G=5 ?>;5 7=0G=>W =0?@C65=>ABV.  

https://journals.aps.org/search/field/author/Bing%20Wang
https://journals.aps.org/search/field/author/Jinlong%20Yang
https://journals.aps.org/search/field/author/X%20R%20Wang
https://journals.aps.org/search/field/author/H%20Q%20Wang
https://journals.aps.org/search/field/author/Qingshi%20Zhu
https://journals.aps.org/search/field/author/Xudong%20Xiao
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�B><8 <5B0;V2, O:V 7=0E>4OBLAO 2 :@8AB0;VG=V9 �@0BFV 35@<0=VN B0 
:@5<=VN, <>6CBL V>=V7C20B8AO B0 70@O460B8AO =530B82=> (2 2C7;0E �@0B:8) V 
?>78B82=> (2 <V62C7;OE). &><C 70 =0O2=>ABV ?>ABV9=>3> 5;5:B@8G=>3> ?>;O =0 
4><VH:>289 0B>< 2 :@8AB0;V 4VT A8;0 : qEF1 = , 345 q 3 70@O4 V>=0;  E 3 
=0?@C65=VABL 5;5:B@8G=>3> ?>;O.  

�@V< A8;8 1F  =0 V>= <>65 4VOB8 9 V=H0 A8;0, >1C<>2;5=0 @>7AVO==O< =0 

V>=0E 5;5:B@>=V2 V 4V@>:, I> @CE0NBLAO 4> 5;5:B@>4V2. %8;0 2F  BO3=5 
4><VH:>2V 0B><8 C =0?@O<:C @CEC 5;5:B@>=V2 V 4V@>:. �0E>?;5==O V>=V2 
5;5:B@>=0<8 ?@>2V4=>ABV <>65 1CB8 4C65 7=0G=8<, B0:8<, I> ?>78B82=> 
70@O465=V V>=8 1C4CBL @CE0B8AO ?@>B8 ?>;O, ?>4V1=> 4> 0B><V2 7 25;8:8< 
=530B82=8< 70@O4><. %8;0, I> 4VT =0 V>=, 287=0G0TBLAO: F  = (e1 - |e|ó)E.   �0 
2V4ACB=>ABV 7>2=VH=L>3> 5;5:B@8G=>3> ?>;O @>7?>4V; 5;5:B@>=V2 C :@8AB0;V 
(70 :>>@48=0B0<8 B0 V<?C;LA0<8) T V7>B@>?=8<, B><C @57C;LBCNG0 A8;0, I> 
4VT 7 1>:C 5;5:B@>=V2 =0 V>=, 4>@V2=NT =C;N.  

�>;8 =0:;040TBLAO 7>2=VH=T 5;5:B@8G=5 ?>;5 E, 5;5:B@>=8, 
?@8A:>@NNG8AL, =01C20NBL 4>40B:>2>3> V<?C;LAC. �>;8 ?@8:;045=> 
7>2=VH=T 5;5:B@8G=5 ?>;5 �, 5;5:B@>=8 ?@8A:>@NNBLAO, =01C20NG8 
4>40B:>289 V<?C;LA.  

�;O >FV=:8 70@O40 70E>?;5==O @>7@0E>2CNBL ?5@5B8= @>7AVN20==O =0 
AB0B8G=8E B>G:>28E 45D5:B0E. #5@5B8= @>7AVN20==O 2V;L=>3> 5;5:B@>=0 
287=0G0TBLAO 284>< ?>B5=FV0;C @>7AVN20==O, AB2>@N20=>3> B>G:>28< 
45D5:B><.  

!02VBL O:I> :>=F5=B@0FVO 70@O4V2 ns AB0=>28BL ;8H5 5·1013 A<-2, 5=5@3VO 
5;5:B@>AB0B8G=>3> ?>;O 265 4>@V2=NT ?>25@E=52V9 5=5@3VW :@8AB0;0. �0728G09 
A?>AB5@56C20=0 :>=F5=B@0FVO 7=0E>48BLAO 2 <560E 1011-1013 A<-2 . ' FL><C 
28?04:C 2 35@<0=VW ?>;5 ?>25@E=V 5:@0=CTBLAO =0 3;818=0E 10-2--10-4 A<.  

� B0:8E C<>20E =0?@C65=VABL ?>;O, A?@O<>20=>3> 2V4 ?>25@E=V 2 0B<>A-
D5@C: Eý =?@81;87=> 106 �/A<. !0?@C65=VABL ?>;O, A?@O<>20=>3> 23;81 :@8A-
B0;0 35@<0=VN: �ÿ=?@81;87=> 5÷105 �/A<. *5 7=86CT ?>B5=FV9=89 10@'T@ 48-
DC7VW C =0?@O<:C 2V4 ?>25@E=V 23;81 :@8AB0;0 ?@8 ?5@5A:>:C V>=0: ôE=Fa= 

eEÿ+(l+Z1)÷a, 45 0 - A5@54=O 2V4AB0=L <V6 ACAV4=V<8 <V62C7;O<8. �;O 35@<0-
=VN ôE=?@81;87=> 3÷10-2 MB.  

�>5DVFVT=B <V62C7;>2>W 48DC7VW 4><VH:8 C =0?@O<:C ?>;O 2=0A;V4>: 
7=865==O 5=5@3VW 0:B820FVW 7@>AB0T B0 >?8ACTBLAO =0ABC?=8< 28@07><:  
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ø
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&0:8< G8=>< 2?;82 5;5:B@>==>3> AB8<C;N20==O 48DC7V9=8E ?@>F5AV2  
<>65 1CB8 2 FL><C 28?04:C 4C65 7=0G=8<. 

 

'�� 621.372.852.1 
�0@?C:>2 �. .1, �>A:>1>9=8: �.".2 
1 4-@ B5E=. =0C:, ?@>D. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 :0=4. B5E=. =0C:, ?@>D. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

��$#'�"� �. ., �"%�"�"�!�� �." 

 �&"� $������*�� ' #$"*��'$� %�!&��'  ��$")���,"��) 
,���(!�) (��,&$��  

&@048FV9=V <5B>48 @>7@0EC=:C H;59D=8E DV;LB@V2, I> �@C=BCNBLAO =0 
?5@5B2>@5==V =87L:>G0AB>B=8E DV;LB@V2-?@>B>B8?V2 C :>=AB@C:FVW =0 
5;5<5=B0E 7 @>7?>4V;5=8<8 ?0@0<5B@0<8, =5 70157?5GCNBL >?B8<0;L=8E 
G0AB>B=8E E0@0:B5@8AB8:. ' [1] 70?@>?>=>20=> ?@O<89 <5B>4 A8=B57C 
H;59D=8E DV;LB@V2 70 DC=:FVTN DV;LB@0FVW, 4;O 0?@>:A8<0FVW O:>W 
70AB>A>2CNBLAO DC=:FVW +518H520. $>7@0EC=>: E28;L>28E >?>@V2 ;V=V9 
5;5<5=BV2 AB@C:BC@8 DV;LB@0 74V9A=NTBLAO C FL><C <5B>4V H;OE>< 28@VH5==O 
>?B8<V70FV9=>W 7040GV, O:VABL O:>3> 1030B> 2 G><C 70;568BL 2V4 ?>G0B:>2>3> 
=01;865==O. ' 72'O7:C 7 F8< V=B5@5A ?@54AB02;OT @50;V70FVO :;0A8G=>3> 
?V4E>4C 4> A8=B57C, I> 2:;NG0T, :@V< 5B0?C 0?@>:A8<0FVW, B0:>6 ?@>F54C@8 
D>@<0;V70FVW B0 @50;V70FVW. 

%B@C:BC@0 DV;LB@0 ?@54AB02;5=0 =0 @8A. 1, 45 Ã0 E28;L>2V >?>@8 2EV4=>3> 
B0 28EV4=>3> ?>@BV2, ÃA 3 2V4@V7:V2 ;V=V9, Ãs 3 H;59DV2. 

 

 
 

$8AC=>: 1 3 %B@C:BC@0 H;59D=>3> DV;LB@0 
 

+518H52AL:0 DC=:FVO, I> 0?@>:A8<CT DC=:FVN DV;LB@0FVW, <0T, =0?@8-
:;04, 4;O A<C3>2>3> DV;LB@0, =0ABC?=89 284 [1]:  
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òA1 
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õ
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45 S11=A11/B, S21=A21/B 3 ?0@0<5B@8 @>7AVN20==O DV;LB@0; m=ns/2, 

³=cos(¸) ?@8 ns ?0@=><C; m=( ns +1)/2, ³=1 ?@8 ns =5?0@=><C; ns 3 :V;L:VABL 
H;59DV2.  

�B0? D>@<0;V70FVW ?>;O30T C 284V;5==V <=>3>G;5=0 B(z), I> 704>2>;L=OT 
C<>2V DV78G=>W @50;V7>20=>ABV, V7 :204@0B0 <>4C;O |B(z)|2=|A11(z)|2+|A21(z)|2 

7=0<5==8:0 S-?0@0<5B@V2, I> A:;040TBLAO 70 (1), BCB z=exp(-j2¸), j- CO2=0 >48-
=8FO. !0 5B0?V @50;V70FVW 70 DC=:FVTN S11(z)=A11(z)/B(z), A:;045=>W ?@8 D>@<0-
;V70FVW, @>7@0E>2CNBLAO E28;L>2V >?>@8 ;0=>: AB@C:BC@8 DV;LB@0. ' 70?@>?>-
=>20=><C <5B>4V @50;V70FVW 28:>@8AB>2CTBLAO D>@<C;0 
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11 1
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e n e n
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A z B z B z A z
S z

D z B z A z A z2

2
=

2
 (2) 

O:0 72'O7CT :>5DVFVT=B8 2V4>1@065==O AB@C:BC@ 7 G8A;>< ;0=>: n B0 n-1. 

' ?@>F5AV ?>A;V4>2=>3> 2V4'T4=0==O ;0=>: 7 <0B@8F5N @>7AVN20==O Se WE 
E28;L>2V >?>@8 287=0G0NBLAO 70 C<>28 7<5=H5==O =0 >48=8FN ?>@O4:C 
?>;V=><V2 (2). �>40B:>2>N C<>2>N T: S11(0)=(1-ys-yc)/(1+ys+yc) 4;O H;59DC 
01> S11(0)=(1-yc)/(1+yc) 4;O 2V4@V7:0 ;V=VW =0 2E>4V AB@C:BC@8, y=1/Ã.  

!0 @8A. 2 ?@54AB02;5=0 V450;L=0 G0AB>B=0 E0@0:B5@8AB8:0, O:0 >B@8<0=0 
70 @57C;LB0B0<8 A8=B57C DV;LB@0, I> <VAB8BL 5 H;59DV2 V 4 2V4@V7:0 ;V=VW, 4;O 
7030A0=L ³A=0,1 dB C A<C7V ?@>?CA:0==O, ³s=40 dB C A<C7V 730A0==O B0 ?@8 50% 
2V4=>A=V9 A<C7V ?@>?CA:0==O. 
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1. Karpukov L., Savchenko Iu., Voskoboynik V. Optimal synthesis of stub 

microwave filters. // Radio Electronics, Computer Science, Control. 

2024. 7 2. P 15-23. doi: 10.15588/1607-3274-2024-2-2. 

 

'�� 621.382 
�@82>CA �.%.1, %=V6=>9 �.�.2, %>;>4>2=8: �.�.3 
1 0A?. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 4-@. B5E=. =0C:, ?@>D. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
3 48@5:B>@, &"� «�;5<5=B-#5@5B2>@N20G» 

�@82>CA �.%., %=V6=>9 �.�., %>;>4>2=8: �.�. 
�#��� "��%��!!/ !� %&����,!�%&, #$/ "� !�#$'�� 

%��"��) ��"��� #$�&�%�!"� �"!%&$'�*�� 
�06;82>N 28<>3>N 4> 4V>4V2, O:V 28:>@8AB>2CNBLAO 4;O ?0@0;5;L=>3> 

2:;NG5==O 2 ?>BC6=8E 28?@O<;ONG8E 03@530B0E, T AB01V;L=VABL 7=0G5=L 
?@O<>W =0?@C38 UFM ?V4 G0A B@820;>W 5:A?;C0B0FVW. !5:>=B@>;L>20=0 7<V=0 
7=0G5=L UFM =0 >:@5<8E 4V>40E ?@872>48BL 4> ?>@CH5==O @V2=><V@=>ABV 
@>7?>4V;5==O B>:C =020=B065==O 2 ?0@0;5;L=8E 3V;:0E 28?@O<;ONG>3> 
03@530BC V 28E>4C 7 ;04C 4V>4V2.  

#5@5410G0;>AL, I> 3>;>2=0 ?@8G8=0 7<V=8 2;0AB82>AB59 ?@8B8A:=8E 
:>=B0:BV2 T ?>O20 >:8A=8E ?;V2>: =0 ?>25@E=V <5B0;V2 ?V4 G0A B@820;>W 
5:A?;C0B0FVW. 

 5B0 @>1>B8 3 282G5==O 2?;82C >:8A=8E ?;V2>: @V7=8E <5B0;V2, O:V 
28:>@8AB>2CNBLAO 2 ?@8B8A:=8E :>=AB@C:FVOE :>=B0:BV2 A8;>28E 
=0?V2?@>2V4=8:>28E ?@8;040E, =0 ?@O<C =0?@C3C UFM A8;>28E 4V>4V2. 

+5@57 B@820;89 B5@<V= 5:A?;C0B0FVW 4V>4V2, 1C;> >1@0=> ?@8A:>@5=89 
<5B>4 28?@>1C20=L, B>1B> 7@07:8 :>=B0:B=8E <0B5@V0;V2 >:8A;N20;8AL ?@8 
1V;LH 28A>:V9 B5<?5@0BC@V (& = 200-300#), =V6 <0:A8<0;L=0 @>1>G0 
B5<?5@0BC@0 4V>40. 

$>1>B0 ?@>2>48;0AL 2 B@8 5B0?8. !0 ?5@H><C 5B0?V 4>A;V46C20;>AL 
>:8A;5==O A@V1=8E ?@>:;04>: 157 ?>:@8BBO, B0 ?>:@8B8E H0@>< E@><C 
(~ 1-3 <:<), 0 B0:>6 ?0A82>20=8E 2 1% @>7G8=V E@><?V:C. ":8A;5==O 
?@>2>48;>AL ?@8 42>E @568<0E: 

1) >:8A;5==O 2 ?0@0E 2>48 70 &=200# ?@>BO3>< 36 3>48=; 
2) >:8A;5==O =0 ?>2VB@V 70 &=200# ?@>BO3>< 120 3>48=. 
�8<V@N20==O UFM ?@>2>48;>AL ?@8 AB@C<V 6280 � 4> B0 ?VA;O 

>:8A;5==O. �;O 28<V@N20==O 1C;> >1@0=> >48= :>@?CA, >48= 
=0?V2?@>2V4=8:>289 28?@O<;ONG89 5;5<5=B B0 ?> B@8 :><?;5:B8 A@V1=8E 
?@>:;04>: 7 @V7=8< ?>:@8BBO<. �0 @57C;LB0B0<8 28<V@N20=L UFM 7@>1;5=> 
=0ABC?=V 28A=>2:8: 
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1) >:8A;5==O A@V1=8E ?@>:;04>: =5 ?@8725;> 4> 71V;LH5==O UFM 7 >1><0 
@568<0<8 >:8A;5==O; 

2) ?>:@8BBO A@V1=8E ?@>:;04>: E@>< 40;> 71V;LH5==O UFM =0 0,12-0,14 � 
7 ?5@H8< @568<>< >:8A;5==O B0 =0 0,09-0,3 � 7 4@C38< @568<>< >:8A;5==O. 

#V4 G0A 4@C3>3> 5B0?C 4>A;V465==O 2?;82C >:8A;5==O =0 UFM ?@>2>48;8 
>:8A;5==O ?@8 1V;LHV9 B5<?5@0BC@V (&=300# ?@>BO3>< 24 3>48=) ?@>:;04>: 7 
<V4=>W D>;L38 157 ?>:@8BBO, 7 ?>:@8BBO< A@V1;><, 7 ?>:@8BBO< EV<VG=8< 
=V:5;5<, 7 ?>:@8BBO< 30;L20=VG=8< =V:5;5< B0 7 ?>:@8BBO< E@><><. &>2I8=0 
?>:@8BBO A:;040;0 1-3 <:<. �@V< B>3>, ?V44020;8AL >:8A;5==N G>B8@8 
=0?V2?@>2V4=8:>28E 4V>4=8E 5;5<5=B0 B0 28<V@N20;>AL =0 =8E UFM 4> 
>:8A;5==O B0 ?VA;O. 

!0 B@5BL><C 5B0?V 4>A;V46C202AO 2?;82 >:8A;5==O =0?V2?@>2V4=8:>2>3> 
5;5<5=B0 7 =0?8;5=8< H0@>< 0;N<V=VN B>2I8=>N 16-20 <:< =0 :0B>4=C (Si) 
B0 0=>4=C AB>@>=8 (Mo) =0 7=0G5==O UFM.  

�@V< B>3>, =0 G>B8@8 28?@O<;ONG8 5;5<5=B8 7 =0?8;5=8< 0;N<V=VT28< 
H0@>< 4>40B:>2> 30;L20=VG=> >A046C20;>AL A@V1;> B>2I8=>N 4> 3 <:<.  

!5>1EV4=> 707=0G8B8, I> A@V1;> >A046C20;>AL ;8H5 =0 0=>4=89 1V: 
28?@O<;ONG>3> 5;5<5=BC. #V4 G0A B@5BL>3> 5B0?C @>1>B8 7@>18;8 =0ABC?=V 
28A=>2:8: 

1) 28?@O<;ONGV 5;5<5=B8 7 =0?8;5=8< B0 2?5G5=8< H0@>< 0;N<V=VN =0 
:0B>4=V9 ?>25@E=V A8;VFVN B0 0=>4=V9 ?>25@E=V <>;V145=>2>3> 48A:C 7V1@0=V 2 
:>@?CA 7 G8AB8<8 A@V1=8<8 ?@>:;04:0<8 ?@0:B8G=> =5 71V;LH8;8 7=0G5==O 
A2>WE UFM ?VA;O >:8A;5==O (&=300# ?@>BO3>< 24 3>48=); 

2) 28?@O<;ONGV 5;5<5=B8 7 =0?8;5=8< B0 2?5G5=8< H0@>< 0;N<V=VN =0 
:0B>4=V9 B0 0=>4=V9 ?>25@E=V 7 4>40B:>2> 30;L20=VG=> =0=5A5=8< H0@>< 
A@V1;0 =0 0=>4=C AB>@>=C B0:>6 =5 71V;LH8;8 7=0G5==O A2>WE UFM ?VA;O 
>:8A;5==O (&=300# ?@>BO3>< 24 3>48=). 

�0 @57C;LB0B0<8 ?@>2545=>3> 4>A;V465==O 2?;82C >:8A;5==O <5B0;V2 =0 
AB01V;L=VABL 7=0G5=L ?@O<>W =0?@C38 UFM 2AB0=>28;8: 

1) <>;V145=>289 48A:, O:89 ?5@5410G5=89 :>=AB@C:FVTN A8;>2>3> 4V>40 
2 O:>ABV B5@<>:><?5=A0B>@0, :>;8 >:8A;NTBLAO ?@872>48BL 4> 71V;LH5==O 
7=0G5=L UFM 9 A:>@VH5 70 2A5 T 3>;>2=>N ?@8G8=>N 71V;LH5==O UFM ?V4 G0A 
5:A?;C0B0FVW 4V>4V2; 

2) =0?8;5=89 B0 2?5G5=89 H0@ 0;N<V=VN =0 A8;VFVW B0 <>;V145=>2><C 
48A:C ?@0:B8G=> =5 ?@82>48BL 4> 71V;LH5==O UFM ?VA;O ?@8A:>@5=>3> 
>:8A;5==O (&=300#, t=24 3>48=8); 

3) >:8A;5==O A@V1=8E ?@>:;04>: B0:>6 =5 ?@872>48BL 4> ACBBT2>3> 
71V;LH5==O UFM ; 

4) 2AV V=HV 20@V0=B8 28:>@8AB0==O <5B0;V2 G8AB8E G8 7 ?>:@8BBO<8 
=V:5;5<, E@><>< B0 V=.. ?>:070;8 ?VA;O >:8A;5==O 71V;LH5==O 7=0G5=L UFM 

@V7=>3> ABC?5=N. 



15 

 

'�� 621 

�V7C=>2 %. �.1, �5@5I0:0  .#.2, (V;>1>: �.�.2 
1 :0=4. B5E=. =0C:, 4>F !' «�0?>@V7L:0 ?>;VB5E=V:0» 

2 0A?. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

���'!"� %. �., ��$�-���  .#., (��"�"� �.�. 
$"�, %"*���,!"� �!��!�$�� ' %'+�%!�) ����$�&���) &� 

 �&"�� #$"&���� 

' ACG0A=><C F8D@>2><C A2VBV B5E=>;>3VG=V @VH5==O AB0NBL 4540;V 
A:;04=VH8<8 B0 28B>=G5=VH8<8, 0 <5B>48 B@048FV9=>3> 7;><C G0AB> 
1;>:CNBLAO @>728=5=8<8 A8AB5<0<8 70E8ABC. #@>B5 =09A;01H>N ;0=:>N 2 
:V15@157?5FV 70;8H0TBLAO ;N48=0. %0<5 B><C A>FV0;L=0 V=65=5@VO AB0;0 
>4=VTN 7 =09?>H8@5=VH8E B0:B8: A5@54 :V15@7;>G8=FV2. 

%>FV0;L=0 V=65=5@VO 3 F5 <5B>48:0 <0=V?C;N20==O ;N4L<8 4;O 
>B@8<0==O :>=DV45=FV9=>W V=D>@<0FVW, =5A0=:FV>=>20=>3> 4>ABC?C 4> A8AB5< 
01> ?@8<CH5==O 65@B2 4> 28:>=0==O 4V9, I> H:>4OBL WE=V9 157?5FV. �>;>2=0 
=5157?5:0 ?>;O30T 2 B><C, I> B0:V 0B0:8 =5 28<030NBL B5E=VG=>3> 2B@CG0==O, 
0 28:>@8AB>2CNBL ;N4AL:V A;01:>ABV: 4>2V@;82VABL, AB@0E (H0=B06), >1@070 
(?><AB0), ?V4:C? 01> FV:02VABL. �3V4=> 7 4>A;V465==O< :><?0=VW Verizon, C 
2023 @>FV 1;87L:> 74% :V15@7;><V2 2:;NG0;8 5;5<5=B8 A>FV0;L=>W V=65=5@VW 
[1]. 

� @>728B:>< B5E=>;>3V9 <5B>48 A>FV0;L=>W V=65=5@VW B0:>6 
52>;NFV>=CNBL. "A=>2=8<8 B8?0<8 0B0: T: 

(VH8=3 (Phishing) 3 <0A>2V 0B0:8 G5@57 5;5:B@>==C ?>HBC, A>FV0;L=V 
<5@56V 01> <5A5=465@8, O:V 7<CHCNBL 65@B2C @>7:@8B8 A2>W >1;V:>2V 40=V 01> 
=0B8A=CB8 =0 H:V4;825 ?>A8;0==O. 

�VH8=3 (Vishing) B0 A<VH8=3 (Smishing) 3 0B0:8 G5@57 B5;5D>==V 472V=:8 
B0 SMS-?>2V4><;5==O. �;>2<8A=8:8 <>6CBL ?@54AB02;OB8AO ?@0FV2=8:0<8 
10=:C, B5E?V4B@8<:8 01> =02VBL ?@02>>E>@>==8E >@30=V2. 

�59B8=3 (Baiting) 3 28:>@8AB0==O "?@8<0=:8", =0?@8:;04, 70@065=8E 
USB-=0:>?8GC20GV2 01> ?V4@>1;5=8E 157:>HB>2=8E ?@>3@0<. 

#@5-B5:AB8=3 (Pretexting) 3 0B0:8, 2 O:8E 7;>G8=5FL 28304CT 
?@024>?>4V1=C VAB>@VN, I>1 >B@8<0B8 4>2V@C 65@B28 9 7<CA8B8 WW @>7:@8B8 
206;82C V=D>@<0FVN. 

�B0:8 G5@57 A>FV0;L=V <5@56V 3 AB2>@5==O ?V4@>1;5=8E 0:0C=BV2, 
<0=V?C;OFVO 4>2V@>N, 28:>@8AB0==O ?5@A>=0;L=8E 40=8E 4;O FV;L>28E 0B0:. 

"48= V7 =092V4><VH8E 28?04:V2 A>FV0;L=>W V=65=5@VW AB02AO C ;8?=V 2020 
@>:C, :>;8 3@C?0 E0:5@V2 >B@8<0;0 4>ABC? 4> 2=CB@VH=L>W A8AB5<8 Twitter [2]. 
�8:>@8AB>2CNG8 <5B>48 2VH8=3C, 7;>2<8A=8:8 ?5@5:>=0;8 A?V2@>1VB=8:V2 
:><?0=VW ?5@540B8 A2>W >1;V:>2V 40=V, I> 4>72>;8;> W< >B@8<0B8 :>=B@>;L =04 
0:0C=B0<8 �;>=0  0A:0, �0@0:0 "10<8, �V;;0 �59BA0 B0 V=H8E 2V4><8E >AV1. 
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)0:5@8 @>7<VAB8;8 H0E@09AL:V ?>2V4><;5==O, ?@>?>=CNG8 ;N4O< ?5@525AB8 
Bitcoin =0 ?52=89 30<0=5FL, >1VFONG8 ?>42>T==O :>HBV2. ' @57C;LB0BV 0B0:8 
2>=8 28:@0;8 ?>=04 120 000 4>;0@V2 %,�. 

�B0:0 =0 SolarWinds AB0;0 >4=VTN 7 =09A5@9>7=VH8E C AD5@V 
:V15@157?5:8 70 >AB0==T 45AOB8;VBBO [3]. �;>2<8A=8:8 28:>@8AB0;8 <5B>48 
A>FV0;L=>W V=65=5@VW, I>1 ?@>=8:=CB8 2 ;0=FN3 ?>AB0G0==O :><?0=VW. �>=8 
2V4?@02;O;8 A?V2@>1VB=8:0< ?V4@>1;5=V 5;5:B@>==V ;8AB8, O:V <VAB8;8 
H:V4;82V ?>A8;0==O, I> ?@872>48;> 4> :><?@><5B0FVW A8AB5<8 >=>2;5==O 
?@>3@0<=>3> 70157?5G5==O Orion. *O 0B0:0 2?;8=C;0 =0 ?>=04 18 000 
>@30=V70FV9, 2:;NG0NG8 C@O4>2V CAB0=>28 %,� B0 25;8:V :>@?>@0FVW. 

' 25@5A=V 2022 @>:C Uber AB02 65@B2>N 0B0:8 A>FV0;L=>W V=65=5@VW, :>;8 
E0:5@, 28:>@8AB>2CNG8 ?@5-B5:AB8=3, >B@8<02 4>ABC? 4> 2=CB@VH=L>W <5@56V 
:><?0=VW [4]. �V= 2840202 A515 70 ?@0FV2=8:0 IT-2V44V;C V 7<V3 ?5@5:>=0B8 
>4=>3> 7V A?V2@>1VB=8:V2 ?5@540B8 9><C :>4 42>D0:B>@=>W 02B5=B8DV:0FVW. *5 
40;> E0:5@C <>6;82VABL >B@8<0B8 4>ABC? 4> 2=CB@VH=VE @5AC@AV2 Uber, 
2:;NG0NG8 V=AB@C<5=B8 157?5:8 B0 DV=0=A>2V 40=V. 

' 3@C4=V 2022 @>:C :><?0=VO LastPass, I> A?5FV0;V7CTBLAO =0 :5@C20==V 
?0@>;O<8, ?>2V4><8;0 ?@> 28BV: 40=8E :;VT=BV2 G5@57 0B0:C A>FV0;L=>W 
V=65=5@VW =0 >4=>3> 7 WW A?V2@>1VB=8:V2 [5]. �;>2<8A=8:8 7<>3;8 >B@8<0B8 
4>ABC? 4> 70H8D@>20=8E @575@2=8E :>?V9 40=8E :>@8ABC20GV2, I> ?>AB028;> 
?V4 703@>7C <V;L9>=8 0:0C=BV2 ?> 2AL><C A2VBC. 

�;O 7=865==O @878:C 0B0: =5>1EV4=> ?>T4=C20B8 B5E=>;>3VG=V B0 
?>254V=:>2V 70E>48 157?5:8: 

!02G0==O B0 B@5=V=38 3 @53C;O@=5 ?@>2545==O A8<C;OFV9 DVH8=3>28E 
0B0: A5@54 A?V2@>1VB=8:V2 B0 :>@8ABC20GV2 4>?><030T ?V428I8B8 >1V7=0=VABL V 
7<5=H8B8 @878: <0=V?C;OFV9 [6]. 

�030B>D0:B>@=0 02B5=B8DV:0FVO (MFA) 3 =02VBL O:I> 7;>2<8A=8: 
>B@8<0T ?0@>;L 65@B28, 9><C 1C45 7=0G=> A:;04=VH5 ?@>9B8 4>40B:>2C 
?5@52V@:C (SMS-:>4, 1V><5B@VO, B>I>) [7]. 

�>=B@>;L 4>ABC?C 4> :@8B8G=8E A8AB5< 3 ?@8=F8? <V=V<0;L=8E 
?@82V;5W2 4>72>;OT C=8:=CB8 A8BC0FV9, :>;8 :><?@><5B0FVO >4=>3> 
>1;V:>2>3> 70?8AC ?@872>48BL 4> 7;0<C 2AVTW A8AB5<8 [8]. 

�8:>@8AB0==O ,� 4;O 0=0;V7C ?>254V=:8 :>@8ABC20GV2 3 ACG0A=V A8AB5<8 
:V15@157?5:8 <>6CBL 0=0;V7C20B8 4VW :>@8ABC20GV2 V 28O2;OB8 ?V4>7@V;C 
0:B82=VABL, =0?@8:;04, A?@>18 2E>4C 7 =5728G=8E ?@8AB@>W2 01> ;>:0FV9. 

(V;LB@0FVO 5;5:B@>==>W ?>HB8 B0 251-70E8AB 3 1;>:C20==O ?V4>7@V;8E 
?>2V4><;5=L B0 ?>A8;0=L =0 @V2=V :>@?>@0B82=>W 157?5:8 7=0G=> 7<5=HCT 
<>6;82VABL CA?VH=8E 0B0:. 

%>FV0;L=0 V=65=5@VO 70;8H0TBLAO >4=8< V7 =09=5157?5G=VH8E <5B>4V2 
0B0: C :V15@?@>AB>@V. �;>2<8A=8:8 ?@>4>26CNBL 28:>@8AB>2C20B8 
?A8E>;>3VG=V ?@89><8, I>1 >1E>48B8 =02VBL =09ACG0A=VHV A8AB5<8 157?5:8. 
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"AB0==V @50;L=V 28?04:8, B0:V O: 7;0< Uber, LastPass B0 0B0:0 =0 SolarWinds, 
?V4B25@46CNBL, I> 6>4=0 :><?0=VO G8 >@30=V70FVO =5 70AB@0E>20=0 2V4 
?>4V1=8E 703@>7. 

�D5:B82=0 1>@>BL10 V7 A>FV0;L=>N V=65=5@VTN ?>B@51CT :><?;5:A=>3> 
?V4E>4C, I> 2:;NG0T B5E=VG=V 70E>48 70E8ABC, =02G0==O :>@8ABC20GV2 B0 
2?@>20465==O =>2VB=VE <5B>4V2 28O2;5==O ?V4>7@V;>W 0:B82=>ABV. 
�8:>@8AB0==O HBCG=>3> V=B5;5:BC 4;O 0=0;V7C ?>254V=:8 :>@8ABC20GV2, 
1030B>D0:B>@=0 02B5=B8DV:0FVO B0 @53C;O@=5 >=>2;5==O ?>;VB8: 157?5:8 T 
:;NG>28<8 5;5<5=B0<8 AB@0B53VW ?@>B84VW ACG0A=8< :V15@0B0:0<.  

 

%#�%"� ���"$�%&�!"� ��&�$�&'$� 

1. Verizon Data Breach Report 2023 [�;5:B@>==89 @5AC@A]. 3 $568< 
4>ABC?C: https://www.verizon.com/business/resources/reports/dbir/ 

2. Twitter Security Incident Report, 2020 [�;5:B@>==89 @5AC@A]. 3 $568< 
4>ABC?C: https://blog.x.com/en_us/topics/company/2020/an-update-on-our-

security-incident 

3. SolarWinds Attack Analysis, 2021 [�;5:B@>==89 @5AC@A]. 3 $568< 
4>ABC?C: https://www.cisa.gov/news-events/cybersecurity-advisories/aa20-352a 

4. Uber Security Breach Report, 2022 [�;5:B@>==89 @5AC@A]. 3 $568< 
4>ABC?C: https://www.uber.com/newsroom/security-update 

5. LastPass Data Breach Statement, 2023 [�;5:B@>==89 @5AC@A]. 3 $568< 
4>ABC?C: https://blog.lastpass.com/posts/notice-of-security-incident 

6. Cybersecurity Awareness Training, 2023 [�;5:B@>==89 @5AC@A]. 3 $568< 
4>ABC?C: https://www.cisa.gov/cybersecurity-awareness-training 

7. NIST MFA Security Guidelines, 2023 [�;5:B@>==89 @5AC@A]. 3 $568< 
4>ABC?C: https://csrc.nist.gov/pubs/sp/800/63/b/upd2/final 

8. Zero Trust Architecture Guidelines, 2023 [�;5:B@>==89 @5AC@A]. 3 
$568< 4>ABC?C: https://www.cisa.gov/resources-tools/resources/zero-trust-

maturity-model 

 

 

'�� 004.45 

�V7C=>2 %. �.1, (V;>1>: �.�.2, �5@5I0:0  .#.2 
1 :0=4. B5E=. =0C:, 4>F !' «�0?>@V7L:0 ?>;VB5E=V:0» 

2 0A?. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

���'!"� %. �., (��"�"� �.�., ��$�-���  .#. 
 �&"�� &� �!%&$' �!&� *�($"�"� �$� �!���%&��� � 

$"�%���'��!!� %'+�%!�) ����$�!*���!&�� 

' ACG0A=><C A2VBV, 45 V=D>@<0FV9=V B5E=>;>3VW AB@V<:> @>72820NBLAO V 
?@>=8:0NBL C 2AV AD5@8 68BBO, :V;L:VABL V A:;04=VABL :V15@V=F845=BV2 

https://blog.twitter.com/en_us/topics/company/2020/an-update-on-our-security-incident
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?>ABV9=> 7@>AB0T. �;O B>3> I>1 5D5:B82=> @>7A;V4C20B8 B0:V V=F845=B8, 
=5>1EV4=> 28:>@8AB>2C20B8 A?5FV0;L=V <5B>48 B0 V=AB@C<5=B8 F8D@>2>W 
:@8<V=0;VAB8:8, O:V 4>72>;ONBL 718@0B8, 0=0;V7C20B8 B0 4>:C<5=BC20B8 
F8D@>2V 4>:078. 

�030;L=89 ?@8=F8? @>1>B8 F8D@>2>W :@8<V=0;VAB8:8 ?>;O30T C 
A8AB5<0B8G=><C ?V4E>4V 4> 71>@C B0 0=0;V7C F8D@>28E 4>:07V2 7 4>B@8<0==O< 
N@848G=8E ?@>F54C@. (0EV2FV 7 F8D@>2>W :@8<V=0;VAB8:8 >B@8<CNBL 40=V 7 
@V7=8E 465@5;, 0=0;V7CNBL WE =0 2V4?>2V4=VABL :@8B8G=8< 28<>30< 
@>7A;V4C20==O V D>@<CNBL 4>:07>2C 107C 4;O ?>40;LH>3> 28:>@8AB0==O 2 
N@848G=8E ?@>F5A0E. *V <5B>48 4>72>;ONBL 2V4=>28B8 E@>=>;>3VN ?>4V9, 
V45=B8DV:C20B8 7;>2<8A=8:V2 B0 287=0G8B8 <5E0=V7<8 0B0:8. 

$>73;O=5<> 1V;LH 45B0;L=> @V7=V B8?8 ACG0A=8E :V15@703@>7 B0 
2V4?>2V4=V <5B>48 WE @>7A;V4C20==O. 

#@>3@0<8-28<030GV (Ransomware) 
#@>3@0<8-28<030GV H8D@CNBL 40=V 65@B28 B0 28<030NBL 28:C? 70 WE 

@>7H8D@C20==O. %CG0A=V 20@V0=B8 ransomware, B0:V O: Ryuk, Conti B0 
DarkSide, 28:>@8AB>2CNBL ?>42V9=5 28<030==O 3 >:@V< H8D@C20==O 40=8E, 
7;>2<8A=8:8 28:@040NBL :>=DV45=FV9=C V=D>@<0FVN B0 ?>3@>6CNBL WW 
>?@8;N4=5==O< [1]. 

 5B>48 @>7A;V4C20==O 0B0: ransomware 2:;NG0NBL: 
0=0;V7 7@07:V2 H:V4;82>3> #� 4;O 287=0G5==O B8?C ransomware B0 

<>6;828E 2@07;82>AB59; 
4>A;V465==O 6C@=0;V2 ?>4V9 4;O 2AB0=>2;5==O 25:B>@C ?@>=8:=5==O; 

0=0;V7 <5@5652>3> B@0DV:C 4;O 28O2;5==O :><C=V:0FV9 7 :><0=4=8<8 
A5@25@0<8; 

2V4AB565==O B@0=70:FV9 :@8?B>20;NB B0 5;5:B@>==8E 30<0=FV2 4;O 
V45=B8DV:0FVW 7;>2<8A=8:V2. 

�B0:8 =0 251-4>40B:8 

�B0:8 =0 251-4>40B:8, B0:V O: SQL-V='T:FVW, Cross-Site Scripting B0 Cross-
Site Request Forgery, 70;8H0NBLAO ?>H8@5=8<8 <5B>40<8 :><?@><5B0FVW 
A8AB5<. �0 40=8<8 OWASP, V='T:FV9=V 0B0:8 B0 =5?@028;L=0 02B5=B8DV:0FVO T 
=09?>H8@5=VH8<8 2@07;82>ABO<8 251-4>40B:V2 [2]. 

 5B>48 @>7A;V4C20==O 0B0: 2:;NG0NBL: 
0=0;V7 6C@=0;V2 251-A5@25@V2 B0 4>40B:V2; 
4>A;V465==O HTTP-70?8BV2 B0 2V4?>2V459; 
0=0;V7 :>4C 251-4>40B:V2 =0 =0O2=VABL 2@07;82>AB59; 
2V4B2>@5==O 0B0:8 C B5AB>2><C A5@54>28IV. 
�=AB@C<5=B8, B0:V O: OWASP ZAP B0 Burp Suite, 4>72>;ONBL 0=0;V7C20B8 

251-B@0DV: B0 28O2;OB8 2@07;82>ABV. %?5FV0;V7>20=V A8AB5<8 <>=VB>@8=3C, 
7>:@5<0 ModSecurity B0 NAXSI, 70157?5GCNBL 45B0;L=5 ;>3C20==O A?@>1 0B0: 
=0 251-4>40B:8. 
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 5B>48 @>7A;V4C20==O <5@56528E 0B0: 

$>7A;V4C20==O <5@56528E 0B0: 28<030T 3;81>:>3> 0=0;V7C B@0DV:C B0 
6C@=0;V2 ?>4V9 <5@56528E ?@8AB@>W2. #@8 28O2;5==V ?V4>7@V;>W 0:B82=>ABV 
D0EV2FV 7 F8D@>2>W :@8<V=0;VAB8:8 ?@>2>4OBL @5B5;L=89 0=0;V7 PCAP-D09;V2 
(Packet Capture), O:V <VABOBL 70?8A8 B@0DV:C. *59 0=0;V7 4>72>;OT 2V4=>28B8 
?>A;V4>2=VABL 4V9 7;>2<8A=8:0, 28O28B8 28:>@8AB0=V 2@07;82>ABV B0 
287=0G8B8 A:><?@><5B>20=V A8AB5<8 [3]. 

�06;828< 0A?5:B>< @>7A;V4C20==O T 0=0;V7 DNS-70?8BV2, O:89 <>65 
28O28B8 A?@>18 72'O7:C 7 :><0=4=8<8 A5@25@0<8 01> 28:>@8AB0==O B5E=V: 
DNS-BC=5;N20==O 4;O ?@8E>20=>W ?5@540GV 40=8E. &0:>6 4>A;V46CNBLAO 
0=><0;VW 2 <5@5652><C B@0DV:C, B0:V O: =5728G09=V >1AO38 40=8E, =5B8?>2V 
?@>B>:>;8 01> 7'T4=0==O 7 ?V4>7@V;8<8 IP-04@5A0<8 B0 4><5=0<8. 

 5B>48 0=0;V7C H:V4;82>3> ?@>3@0<=>3> 70157?5G5==O 

�=0;V7 H:V4;82>3> ?@>3@0<=>3> 70157?5G5==O T DC=40<5=B0;L=8< 
5;5<5=B>< F8D@>2>W :@8<V=0;VAB8:8. *59 ?@>F5A ?>T4=CT AB0B8G=89 0=0;V7 
(4>A;V465==O :>4C 157 9>3> 28:>=0==O) B0 48=0<VG=89 0=0;V7 (A?>AB5@565==O 
70 ?>254V=:>N H:V4;82>3> #� C :>=B@>;L>20=><C A5@54>28IV). %B0B8G=89 
0=0;V7 4>72>;OT 28O28B8 A83=0BC@8, DC=:FV>=0;L=VABL B0 ?>B5=FV9=V 
2@07;82>ABV, B>4V O: 48=0<VG=89 0=0;V7 45<>=AB@CT @50;L=C ?>254V=:C 
H:V4;82>3> #�, 2:;NG0NG8 <5@5652V :><C=V:0FVW, <>48DV:0FVW D09;>2>W 
A8AB5<8 B0 @5TAB@C. 

 

 
$8AC=>: 1 3  5B>4>;>3VO @>7A;V4C20==O <5@56528E 0B0: 

 

%CG0A=V <5B>48 0=0;V7C H:V4;82>3> #� B0:>6 2:;NG0NBL @525@A-
V=68=V@8=3 3 ?@>F5A 4>A;V465==O 1V=0@=>3> :>4C 4;O @>7C<V==O 9>3> 
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DC=:FV>=0;L=>ABV B0 <5E0=V7<V2 @>1>B8. *5 4>72>;OT 28O28B8 ?@8E>20=V 
DC=:FVW, <5E0=V7<8 CE8;5==O 2V4 28O2;5==O B0 :><0=4=V A5@25@8, I> 
28:>@8AB>2CNBLAO 4;O :5@C20==O 70@065=8<8 A8AB5<0<8. 

�=0;V7 <5B>4V2 <>1V;L=>W :@8<V=0;VAB8:8 

 >1V;L=0 :@8<V=0;VAB8:0 T >4=8< 7 =091V;LH 48=0<VG=8E =0?@O<:V2 
F8D@>2>W :@8<V=0;VAB8:8, I> ?>ABV9=> 040?BCTBLAO 4> =>28E B5E=>;>3V9 B0 
<5E0=V7<V2 70E8ABC <>1V;L=8E ?@8AB@>W2. #@>F5A @>7A;V4C20==O V=F845=BV2, 
?>2'O70=8E 7 <>1V;L=8<8 ?@8AB@>O<8, 2:;NG0T :V;L:0 :;NG>28E 5B0?V2. 

#5@H8< :@>:>< T V7>;OFVO ?@8AB@>N 2V4 <5@56V 4;O 70?>1V30==O 
2V440;5=><C AB8@0==N 40=8E 01> <>48DV:0FVW 4>:07V2. *5 4>AO30TBLAO 
H;OE>< 0:B820FVW @568<C "?>;L>BC" 01> 28:>@8AB0==O A?5FV0;L=8E 
5:@0=>20=8E :>=B59=5@V2, O:V 1;>:CNBL 2AV @04V>A83=0;8. 

!0ABC?=8< 5B0?>< T 28;CG5==O 40=8E, O:5 <>65 74V9A=N20B8AO @V7=8<8 
<5B>40<8 70;56=> 2V4 B8?C ?@8AB@>N, @V2=O 70E8ABC B0 4>ABC?=8E 
V=AB@C<5=BV2. �>3VG=5 28;CG5==O 28:>@8AB>2CT API >?5@0FV9=>W A8AB5<8 4;O 
4>ABC?C 4> 40=8E, I> 715@V30NBLAO =0 ?@8AB@>W. (V78G=5 28;CG5==O 
?5@5410G0T ?@O<5 :>?VN20==O 2<VABC ?0<'OBV ?@8AB@>N, I> 4>72>;OT 
>B@8<0B8 4>ABC? 4> 2840;5=8E 40=8E B0 >1V9B8 45O:V <5E0=V7<8 70E8ABC. 

"A=>2=>N ?@>3@0<>N 2 FV9 <5B>48FV 28:>@8AB>2CNBL Cellebrite UFED 
(Universal Forensic Extraction Device), O:0 T AB0=40@B>< 2 30;C7V <>1V;L=>W 
:@8<V=0;VAB8:8. UFED ?V4B@8<CT 28;CG5==O 40=8E 7 ?>=04 31000 <>45;59 
<>1V;L=8E ?@8AB@>W2, 2:;NG0NG8 A<0@BD>=8, ?;0=H5B8 B0 GPS-=02V30B>@8. 
#@>F5A @>1>B8 7 UFED ?>G8=0TBLAO 7 ?V4:;NG5==O <>1V;L=>3> ?@8AB@>N 4> 
A8AB5<8 G5@57 A?5FV0;L=89 :015;L 01> 040?B5@. #VA;O 2AB0=>2;5==O 7'T4=0==O 
D0EV25FL >18@0T B8? 28;CG5==O (;>3VG=5, D09;>20 A8AB5<0 01> DV78G=5) B0 
70?CA:0T ?@>F5A [4]. 

UFED 02B><0B8G=> 287=0G0T <>45;L ?@8AB@>N B0 ?@>?>=CT >?B8<0;L=V 
<5B>48 28;CG5==O 40=8E. �;O ?@8AB@>W2 Android A8AB5<0 <>65 
28:>@8AB>2C20B8 ADB (Android Debug Bridge) 4;O ;>3VG=>3> 28;CG5==O 01> 
5:A?;C0BC20B8 2V4><V 2@07;82>ABV 4;O >B@8<0==O root-4>ABC?C B0 ?@>2545==O 
DV78G=>3> 28;CG5==O. �;O ?@8AB@>W2 iOS UFED <>65 AB2>@N20B8 @575@2=V 
:>?VW iTunes, 28:>@8AB>2C20B8 jailbreak 01> 5:A?;C0BC20B8 2@07;82>ABV 
bootloader 4;O 4>ABC?C 4> 70H8D@>20=8E 40=8E. 

#VA;O 28;CG5==O 40=8E UFED ?@>2>48BL WE 45:>4C20==O B0 0=0;V7, 
2V4=>2;NNG8 2840;5=V ?>2V4><;5==O, D>B>3@0DVW, :>=B0:B8 B0 VAB>@VN 
472V=:V2. %8AB5<0 B0:>6 0=0;V7CT 35>;>:0FV9=V 40=V, VAB>@VN 28:>@8AB0==O 
4>40B:V2 B0 V=D>@<0FVN 7 A>FV0;L=8E <5@56. $57C;LB0B8 0=0;V7C 
?@54AB02;ONBLAO C 7@CG=><C 4;O 4>A;V465==O D>@<0BV 7 <>6;82VABN 
AB2>@5==O 45B0;L=8E 72VBV2, I> 2:;NG0NBL G0A>2V <VB:8, E5H-AC<8 B0 V=HV 
<5B040=V, =5>1EV4=V 4;O 70157?5G5==O 4>?CAB8<>ABV 4>:07V2 C AC4V. 
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$8AC=>: 2 3 �=B5@D59A UFED A8AB5<8 

 

�06;82>N DC=:FVTN UFED T <>6;82VABL 0=0;V7C 72'O7:V2 <V6 @V7=8<8 
B8?0<8 40=8E, I> 4>72>;OT 2V4=>28B8 E@>=>;>3VN ?>4V9 B0 28O28B8 ?@8E>20=V 
72'O7:8. !0?@8:;04, A8AB5<0 <>65 ?>2'O70B8 B5;5D>==V 472V=:8 7 
?>2V4><;5==O<8, 35>;>:0FV9=8<8 40=8<8 B0 D>B>3@0DVO<8, AB2>@NNG8 
:><?;5:A=C :0@B8=C 0:B82=>ABV :>@8ABC20G0 ?@8AB@>N. 

� @>728B:>< B5E=>;>3V9 B0 ?>O2>N =>28E B8?V2 :V15@703@>7, <5B>48 
F8D@>2>W :@8<V=0;VAB8:8 ?>ABV9=> 52>;NFV>=CNBL. �=B53@0FVO HBCG=>3> 
V=B5;5:BC, @>728B>: E<0@=>W :@8<V=0;VAB8:8 B0 24>A:>=0;5==O V=AB@C<5=BV2 
0=0;V7C H:V4;82>3> ?@>3@0<=>3> 70157?5G5==O 2V4:@820NBL =>2V <>6;82>ABV 
4;O 5D5:B82=>3> @>7A;V4C20==O A:;04=8E :V15@V=F845=BV2.  

 

%#�%"� ���"$�%&�!"� ��&�$�&'$� 

1. Identity crisis: Why ransomware groups rebrand 4 and disappear 

[�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 
https://www.cybersecuritydive.com/news/ransomware-ryuk-conti-revil-

2021/608845/ 

2. �57?5:0 251-4>40B:V2: =09:@0IV ?@0:B8:8 B0 2@07;82>ABV 
[�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 
https://itproger.com/ua/news/bezopasnost-veb-prilozheniy-luchshie-praktiki-i-

uyazvimosti 

3. Network Forensics: An Analysis of Techniques, Tools, and Trends 

[�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C:  
https://www.computer.org/csdl/magazine/co/2012/12/mco2012120036/13rRUxBa5

qc 
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4. How To Use UFED Physical Analyzer 7.33 [�;5:B@>==89 @5AC@A]. 3 
$568< 4>ABC?C: https://www.forensicfocus.com/articles/how-to-use-ufed-

physical-analyzer-7-3-3/ 

 

'�� 004.056 

!5;0A0 �.�.1, �;L-)0<04 !.�.2 
1 :0=4. B5E=. =0C:, 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0»  
2 0A?. !' «�0?>@V7L:0 ?>;VB5E=V:0»  

!���%� �.�., ��,-)� �� !.�.  
�"%�����!!/ &� �!���� %)� � ,�($'��!!/ ����$�&"�" 

��.+� K-PKE � %&�!��$&� FIPS 203 

(545@0;L=89 AB0=40@B >1@>1:8 V=D>@<0FVW (FIPS) 203 70?@>2046CT 
<5E0=V7< V=:0?AC;OFVW :;NGV2 =0 >A=>2V <>4C;L=>W @5HVB:8 (ML-KEM) 4;O 
70E8ABC 40=8E 2V4 703@>7 :20=B>28E >1G8A;5=L. �5;8:V :><?0=VW, 2:;NG0NG8 
Google, 0:B82=> 2?@>2046CNBL ?>AB:20=B>2C :@8?B>3@0DVN C A2>W A5@2VA8, 
7>:@5<0 :20=B>2>-157?5G=V F8D@>2V ?V4?8A8 C Cloud Key Management Service 
[1]. 

 5B0 4>A;V465==O: 4>A;V48B8 0;3>@8B<8, I> A:;040NBL >A=>2C ML-

KEM (7>:@5<0 AE5<C H8D@C20==O 2V4:@8B>3> :;NG0 K-PKE) B0 
?@>0=0;V7C20B8 WE DC=:FV>=C20==O. 

#@54<5B 4>A;V465==O: AB0=40@B FIPS 203 4;O ?>1C4>28 157?5G=>3> 
?>AB:20=B>2>3> ?@>F5AC >1<V=C :;NG0<8. 

#@>F5A >1<V=C :;NG0<8. 
� <5E0=V7<V ML-KEM ?@>F5A >1<V=C :;NG0<8 2V41C20TBLAO =0ABC?=8< 

G8=><: 
�;VA0 35=5@CT ?0@C :;NGV2 3 2V4:@8B89 (V=:0?AC;OFVW) B0 A5:@5B=89 

(45:0?AC;OFVW). 
�>1, >B@8<02H8 2V4:@8B89 :;NG �;VA8, AB2>@NT ?5@HC :>?VN A?V;L=>3> 

A5:@5B=>3> :;NG0 B0 70H8D@>20=89 B5:AB, O:89 0A>FVNTBLAO 7V A?V;L=8< 
A5:@5B=8< :;NG5<. 

�>1 =04A8;0T 70H8D@>20=89 B5:AB �;VAV. 
�;VA0 45H8D@CT 70H8D@>20=89 B5:AB V >B@8<CT 4@C3C :>?VN A?V;L=>3> 

A5:@5B=>3> :;NG0. 
%B0=40@B FIPS 203 >?8ACT A?>G0B:C AE5<C H8D@C20==O 2V4:@8B>3> 

:;NG0 K-PKE, 0;3>@8B<8 O:>W 28:>@8AB>2CNBLAO O: ?V4?@>3@0<8 2 ML-KEM. 

�EM A:;040TBLAO 7 B@L>E 0;3>@8B<V2 B0 :>;5:FVW =01>@V2 ?0@0<5B@V2. 
&@8 =0ABC?=V 0;3>@8B<8 707=0G5=V 2 AB0=40@BV [2]: 
1) V<>2V@=89 0;3>@8B< 35=5@0FVW :;NGV2, ?>7=0G5=89 KeyGen; 

2) V<>2V@=89 0;3>@8B< "V=:0?AC;OFVW", ?>7=0G5=89 Encaps; 
3) 45B5@<V=VAB8G=89 0;3>@8B< "45:0?AC;OFVW", ?>7=0G5=89 Decaps. 
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!01>@8 ?0@0<5B@V2. 
ML-KEM 2:;NG0T B@8 =01>@8 ?0@0<5B@V2, I> 70157?5GCNBL @V7=V @V2=V 

157?5:8: ML-KEM-512 (:0B53>@VO 157?5:8 1); ML-KEM-768 (:0B53>@VO 
157?5:8 3); ML-KEM-1024 (:0B53>@VO 157?5:8 5). 

' 4>A;V465==V 28:>@8AB>2C20;8AL ?0@0<5B@8 ML-KEM-512 7 
=0ABC?=8<8 7=0G5==O<8: k = 2, ·¡ = 3, ·¢ = 2, dÿ = 10, d� = 4, 0 B0:>6 
:>=AB0=B8 n = 256 V q = 3329. 

�;3>@8B<8 2 AE5<V K-PKE. 

�;3>@8B< 35=5@0FVW :;NGV2 (K-PKE.KeyGen) ?@89<0T 28?04:>25 
7=0G5==O 2 O:>ABV 2EV4=8E 40=8E. 

"A=>2=V 5B0?8: 
1. �5=5@0FVO ?A524>28?04:>2>W <0B@8FV A B0 25:B>@V2 s B0 e. 

2. #5@5B2>@5==O 25:B>@V2 C >1;0ABL &+# (B5>@5B8:>-G8A;>25 
?5@5B2>@5==O). 

3. "1G8A;5==O 25:B>@C t = As + e. 

4. �>4C20==O >B@8<0=8E 25:B>@V2 t B0 s 4;O D>@<C20==O :;NGV2. 
$57C;LB0B: 735=5@>20=V :;NGV ek_PKE (800 109B) B0 dk_PKE (768 109B). 
!0 @8A. 1 =02545=V @57C;LB0B8 28:>@8AB0==O 0;3>@8B<C K-PKE.KeyGen 

?@>3@0<>N =0?8A0=>N =0 Python. 
 

 

 
 

$8AC=>: 1 3 $57C;LB0B8 35=5@0FVW :;NGV2 
 

�;3>@8B< H8D@C20==O (K-PKE.Encrypt) ?@89<0T :;NG H8D@C20==O, 
2V4:@8B89 B5:AB m B0 28?04:>25 7=0G5==O 2 O:>ABV 2EV4=8E 40=8E. 

"A=>2=V 5B0?8: 
1. �5:>4C20==O 25:B>@0 t B0 @535=5@0FVO <0B@8FV A. 

2. �5=5@0FVO 25:B>@V2 y, e1, e2 7 28:>@8AB0==O< 28?04:>2>ABV. 
3. "1G8A;5==O 25:B>@V2 u B0 v, :>4C20==O 2V4:@8B>3> B5:ABC ÿ C ?>;V=>< v. 

4. %B8A=5==O B0 :>4C20==O @57C;LB0BV2. 
$57C;LB0B: 70H8D@>20=89 B5:AB c @>7<V@>< 768 109B. 
!0 @8A. 2 =02545=V @57C;LB0B8 28:>@8AB0==O 0;3>@8B<C K-PKE.Encrypt 

?@>3@0<>N =0?8A0=>N =0 Python.  
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�;3>@8B< 45H8D@C20==O (K-PKE.Decrypt) ?@89<0T :;NG 45H8D@C20==O 
B0 70H8D@>20=89 B5:AB 2 O:>ABV 2EV4=8E 40=8E. 

 

 

 

 
 

$8AC=>: 2 3 $57C;LB0B8 H8D@C20==O 
 

"A=>2=V 5B0?8: 
1. $>7?0:C20==O B0 45:>4C20==O 7=0G5=L u B0 v. 

2."1G8A;5==O A?@026=L>3> ?>ABV9=>3> 7=0G5==O v B0 7=0G5==O v9 3 v. 

3. �5:>4C20==O 2V4:@8B>3> B5:ABC ÿ 7 ?>;V=><0 v. 

$57C;LB0B: 28EV4=5 2V4:@8B5 ?>2V4><;5==O m9. 
!0 @8AC=:C 3 =02545=V @57C;LB0B8 28:>@8AB0==O 0;3>@8B<C K-

PKE.Decrypt ?@>3@0<>N =0?8A0=>N =0 Python. 
 

 

 
 

$8AC=>: 3 3 $57C;LB0B8 45H8D@C20==O 
 

� =02545=8E @57C;LB0BV2 =0 @8A. 2 3 3 284=> I> @57C;LBCNG5 2V4:@8B5 
?>2V4><;5==O m 2V4?>2V40T >@83V=0;C, B>1B> m9 = m. �=0G8BL @50;V7>20=V 
0;3>@8B<8 CA?VH=> 28:>=CNBL DC=:FVW AE5<8 H8D@C20==O K-PKE 

707=0G5=>3> 2 AB0=40@BV FIPS 203. $>7<V@8 :;NGV2 B0 D>@<0B 2 O:><C 2>=8 
?@54AB02;5==V B0:>6 2V4?>2V40NBL B8<, I> 707=0G5=V 2 FL><C AB0=40@BV. 

�8A=>2:8: � @57C;LB0BV 4>A;V465==O 1C;8 ?>1C4>20=V B0 ?@>0=0;V7>20=V 
0;3>@8B<8 2 AE5<V  K-PKE, I> T >A=>2>N 4;O ?>1C4>28 ML-KEM. $50;V7>20=V 
0;3>@8B<8 CA?VH=> 70157?5GCNBL >1<V= :;NG0<8 7 28:>@8AB0==O< 
?>AB:20=B>28E :@8?B>3@0DVG=8E <5B>4V2. $57C;LB0B8 45<>=AB@CNBL, I> 
@>7H8D@>20=5 ?>2V4><;5==O B>G=> 2V4?>2V40T >@83V=0;C, I> ?V4B25@46CT 
:>@5:B=VABL B0 5D5:B82=VABL @50;V7>20=8E 0;3>@8B<V2 2V4?>2V4=> 4> 
A?5F8DV:0FV9 NIST FIPS 203.  
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%#�%"� ���"$�%&�!"� ��&�$�&'$� 

1. Jennifer Fernick, Andrew Foster (February 21, 2025). <Announcing quan-
tum-safe digital signatures in Cloud KMS=: Google Cloud. [�;5:B@>==89 @5-
AC@A]. 3 $568< 4>ABC?C: https://cloud.google.com/blog/products/identity-

security/announcing-quantum-safe-digital-signatures-in-cloud-kms 

2. National Institute of Standards and Technology (2024) Module-Lattice-

Based Key Encapsulation Mechanism Standard. (Department of Commerce, Wash-

ington, D.C.), Federal Information Processing Standards Publication (FIPS) NIST 

FIPS 203. [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C:  
https://doi.org/10.6028/NIST.FIPS.203 

 

 

'�� 004.056.55 
�5@56=89 "...1, �>@>;L:>2 $...2 

1 0A?. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 :0=4. B5E=. =0C:, 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

��$��!�� "..., �"$"�,�"� $...  
�"%�����!!/  �&"��� "�)"�' �!&���$'%!"�" ��)�%&' 

MICROSOFT DEFENDER 

' ACG0A=8E C<>20E 7@>AB0==O :V15@703@>7, ?>29O70=8E O: 7 4VO;L=VABN 
>@30=V7>20=8E 7;>G8==8E C3@C?>20=L, B0: V 7V A?5FV0;V7>20=8<8 45@602=8<8 
:V15@AB@C:BC@0<8, 5D5:B82=89 70E8AB V=D>@<0FV9=8E A8AB5< =01C20T 
:@8B8G=>3> 7=0G5==O [1]. !09?>H8@5=VH0 C A2VBV "% Windows >A=0I5=0 
21C4>20=8< 0=B82V@CA=8< 70A>1>< Microsoft Defender, 740B=VABL O:>3> 
28O2;OB8 ACG0A=V B5E=V:8 :><?@><5B0FVW <0T 28@VH0;L=5 7=0G5==O 4;O 
157?5:8 :>@8ABC20GV2 V >@30=V70FV9. ' 4>A;V465==V ?5@52V@5=> 740B=VABL 
Microsoft Defender 28O2;OB8 O: B8?>2V, B0: V A:;04=V <5B>48 70?CA:C 
H:V4;82>3> :>4C C 283;O4V 72>@>B=>W >1>;>=:8 (reverse shell). 
�:A?5@8<5=B0;L=5 B5ABC20==O 28:>=C20;>AO C 2V@BC0;L=><C A5@54>28IV =0 
107V Windows 11 7 0:B82>20=8< Microsoft Defender B0 Kali Linux O: 
0B0:C20;L=>W <0H8=8. 

�C;> @50;V7>20=> =87:C B5E=V:, 7>:@5<0 70?CA: PowerShell-A:@8?BV2, 
>1DCA:0FVN :><0=4 G5@57 :>4C20==O 2 Base64, fileless-28:>=0==O, 
28:>@8AB0==O ;53VB8<=8E A8AB5<=8E :><?>=5=BV2 Windows (LOLBins) 3 
B0:8E O: regsvr32.exe V msbuild.exe, 0 B0:>6 AB2>@5==O :0AB><=>3> 
28:>=C20=>3> .exe-D09;0 7 21C4>20=8< :>@8A=8< =020=B065==O< =0 C#. 

�:A?5@8<5=B8 ?>:070;8, I> Microsoft Defender 5D5:B82=> 28O2;OT 
1V;LHVABL B8?>28E <5B>4V2 70?CA:C 72>@>B=>W >1>;>=:8, 7>:@5<0 B8E, I> 
28:>@8AB>2CNBL :><0=4C Invoke-Expression, ?0@0<5B@ -EncodedCommand, 

>1DCA:>20=V PowerShell-A:@8?B8 B0 fileless-B5E=V:8 28:>=0==O. �V;LHVABL 
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B0:8E <5B>4V2 1;>:CNBLAO 01> =0 5B0?V 70?CA:C, 01> 70 @0EC=>: V=B53@0FVW 7 
V=B5@D59A>< AMSI (Antimalware Scan Interface). !091V;LH 5D5:B82=8< 
<5B>4>< >1E>4C 0=B82V@CA=>3> 70E8ABC 28O282AO 70?CA: H:V4;82>3> :>4C 70 
4>?><>3>N msbuild.exe, O:89 T G0AB8=>N .NET Framework. ' FL><C 28?04:C 
XML-D09; V7 21C4>20=8< C#-:>4>< CA?VH=> 28:>=C202 H:V4;8289 :>4, O:89 
V=VFVN202 2AB0=>2;5==O 72>@>B=>3> TCP-79T4=0==O, 157 28O2;5==O 7 1>:C 
Defender. �>40B:>25 28:>@8AB0==O @568<C ?@8E>20=>3> 70?CA:C (-w hidden) 

4>72>;8;> 74V9A=8B8 5:A?;C0B0FVN 157 2848<8E >7=0: 4;O :V=F52>3> 
:>@8ABC20G0. �07=0G8<>, I> ?>4V1=V B5E=V:8 70AB>A>2CNBLAO 2 @50;L=8E 
0B0:0E. !0?@8:;04, E0:5@AL:V 3@C?8 Carbanak B0 FIN7, O:V A?5FV0;V7CTBLAO =0 
0B0:0E ?@>B8 DV=0=A>2>3> A5:B>@C B0 ?V4?@8T<AB2 @8B59;C, 28:>@8AB>2C20;8 
msbuild.exe 4;O ?@8E>20=>3> 70?CA:C H:V4;82>3> C#-:>4C, I> 
C=5<>6;82;N20;> A83=0BC@=5 28O2;5==O 7 1>:C Defender [2]. 

�2545=5 ?>@V2=O==O ?@>B5AB>20=8E <5B>4V2, WE 28O2;5==O Defender B0 
?@8G8= 1;>:C20==O 01> >1E>4C =02545=> 2 B01;8FV 1. 

 

&01;8FO 1 3 #>@V2=O==O 5D5:B82=>ABV <5B>4V2 >1E>4C Defender 

 5B>4 &8? 28:>-
=0==O 

�8O2;5==O 
Defender 

#@8G8=0 28O2;5==O 

msfvenom + 

PowerShell 

.ps1 reverse 

shell 
&0: %83=0BC@=5 28O2;5==O 

PowerShell-?59;>04C 

Base64 + runner.ps1 

,8D@>20=89 
A:@8?B + 
Invoke-

Expression 

&0: �8:>@8AB0==O IEX V 45:>-
4C20==O Base64 

TCP reverse shell 

(G8AB89 PowerShell) 
Fileless-

A:@8?B &0: #>254V=:>289 0=0;V7 + 
28O2;5==O AMSI 

EncodedCommand 

(.bat) 

#@8E>20=89 
70?CA: 
PowerShell 

&0: �5:>4C20==O Base64 + 
:><0=40 TCP-:;VT=B0 

regsvr32 + .sct (JScript) 

LOLBin +  

A:@8?B>20 
2AB02:0 

&0: �:B82=VABL scriptlet-D09;C 
7 TCP-79T4=0==O< 

msbuild + XML  

(inline C#) 

XML V7 21C-
4>20=8< C#-
:>4>< 

!V �V4ACB=VABL A83=0BC@ =0 
:0AB><=89 C# 

msbuild + -w hidden 
&8E89 70?CA: 
PowerShell 

!V #@8E>20=5 28:>=0==O 157 
2848<8E >7=0: 

 

&0:8< G8=><, >B@8<0=V @57C;LB0B8 45<>=AB@CNBL =0O2=VABL @50;L=8E 
25:B>@V2 >1E>4C 70E8ABC Microsoft Defender G5@57 ;53VB8<=V V=AB@C<5=B8 
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Windows. *5 ?V4B25@46CT 4>FV;L=VABL 2?@>20465==O 1030B>@V2=52>W <>45;V 
157?5:8 (Defense in Depth). &0:89 ?V4EV4 ?5@5410G0T 28:>@8AB0==O EDR-

@VH5=L V7 ?>254V=:>28< 0=0;V7><, 2?@>20465==O ?>;VB8: AppLocker 01> 
Windows Defender Application Control (WDAC), >1<565==O 70?CA:C CB8;VB 
B8?C msbuild.exe C A5@54>28I0E, 45 WE 28:>@8AB0==O =5 ?5@5410G5=>, V7>;OFVN 
V=AB@C<5=BV2 @>7@>1:8 B0 28:>=0==O :>4C, 0 B0:>6 =02G0==O ?5@A>=0;C 
28O2;OB8 703@>78, ?>29O70=V 7 28:>@8AB0==O< ;53VB8<=8E A8AB5<=8E CB8;VB 
(LOLBins) C H:V4;828E FV;OE.  

 

%#�%"� ���"$�%&�!"� ��&�$�&'$� 

1. CISA. Russian GRU Cyber Actors Conduct Global Infrastructure 

Attacks [�;5:B@>==89 @5AC@A]. 3 2024. 3 $568< 4>ABC-
?C: https://www.cisa.gov/news-events/cybersecurity-advisories/aa24-249a 3 �0B0 
4>ABC?C: 03.04.2025. 

2. Trend Micro. Carbanak and FIN7 Attack Techniques [�;5:B@>==89 @5-
AC@A]. 3 2021. 3 $568< 4>ABC?C: 
https://www.trendmicro.com/en_us/research/21/d/carbanak-and-fin7-attack-

techniques.html 3 �0B0 4>ABC?C: 04.04.2025. 
 

 

'�� 004.056.53 

!03>@=0 !. .1 

1 AB0@H. 28:;. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
!��"$!� !. .  

��)�%& !��������) �!&��$"��!�) %)�  � %�%&�  !� 
�$�%&��� ��� !�%�!�*�"!"��!"�" �&$'+�!!/ 

�8BBT289 F8:; <V:@>AE5<8 2:;NG0T 5B0?8 ?@>T:BC20==O B0 
5:A?;C0B0FVW. �65 =0 ?5@H><C 5B0?V ?@>T:BC20==O ?@8 D>@<C20==V 
B5E=VG=>3> 70240==O, =5>1EV4=> ?>7=0G8B8 28<>38 4> 70E>4V2 70E8ABC 
<V:@>AE5<8 2V4 =5?5@5410G5=8E 2?;82V2 V 287=0G8B8 @V25=L 157?5:8. 

%?>A>18 70E8ABC <>6CBL 1CB8 ?@>3@0<=8<8 B0 0?0@0B=8<8. �?0@0B=V 
A?>A>18 4>72>;ONBL: 

- 70E8AB8B8 :@8AB0; <V:@>AE5<8 2V4 <5E0=VG=8E 2?;82V2 ?@8 ?@>2545==V 
@5V=68=V@8=3C; 

- 70E8AB8B8 1;>:8 ?0<9OBV 70 4>?><>3>N AB2>@5==O 1;>:C :5@C20==O 
?@020<8 4>ABC?C 4> ?0<9OBV; 

- 70E8AB8B8 :@8AB0; 2V4 ?5@528I5==O =><V=0;L=8E 7=0G5=L 5;5:B@8G=8E 
?0@0<5B@V2. 

%CG0A=V ?@8AB@>W B8?C =0425;8:8E V=B53@>20=8E AE5< (!��%) V A8AB5< =0 
:@8AB0;V (%=�) <0NBL 70E8I5=C V=D>@<0FVN I>4> ?@>T:BC (IP-70E8AB) V 
70E8I5=V 40=V. &0:89 70E8AB <>6;8289 7024O:8: 
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<>6;82>ABV 7=8I5==O 2AVE :@8B8G=8E 40=8E C <><5=B 
=5A0=:FV>=>20=>3> 2B@CG0==O; 

7020=B065==N :;NG0 H8D@C20==O :>@8ABC20G0 70 4>?><>3>N 
A5:@5B=>3> :;NG0, 21C4>20=>3> 2 <V:@>AE5<C ?@8 WW 28@>1=8FB2V; 

IP-70E8ABC, O:89 =5 4>72>;OT 2=>A8B8 7<V=8 4> ?@>T:BC V :>=B@>;NT 
<>6;82VABL :>?VN20==O ?@>T:BC. 

!0?@8:;04, %=�, @50;V7>20=V 70 B5E=>;>3VTN SmartFusion2 :>@?>@0FVW 
Microsemi, <0NBL 21C4>20=V 1;>:8, O:V 28:>=CNBL =0ABC?=V DC=:FVW 70E8ABC 
40=8E: 

1;>: =545B5@<V=>20=>3> 35=5@0B>@0 28?04:>28E 42V9:>28E 
?>A;V4>2=>AB59 (NRBG); 

1;>: :@8?B>3@0DVG=>3> A5@2VAC :>@8ABC20G0 7 28:>=0==O< H8D@C20==O 
70 AB0=40@B0<8 AES 128)/)-256, SHA 256 B0 HMAC; 

0?0@0B=V 70A>18 <5@5652>3> 70E8ABC (firewalls) 4>ABC?C 4> ?0<9OBV 
<V:@>:>=B@>;5@=>W ?V4A8AB5<8. 

�87=0G=>N >A>1;82VABN %!� SmartFusion2, O:0 4>72>;OT <0B8 IP-70E8AB 
V 70E8AB 40=8E, T =0O2=VABL 5=5@3>=570;56=>W ?@>3@0<>20=>W ;>3VG=>W <0B@8FV, 
28:>=0=>W 70 D;5H-B5E=>;>3VTN.  

' 2:070=V9 <0B@8FV :>=DV3C@0FV9=0 flash ?0<9OBL @V2=><V@=> @>7?>4V;5=0 
?;>I5N :@8AB0;0. �;O WW @>1>B8 =5 ?>B@V1=0 <V:@>AE5<0 7>2=VH=L>W 
:>=DV3C@0FV9=>W ?0<9OBV, B><C =5 ?>B@V1=> V 7020=B06C20B8 :>=DV3C@0FVN 7 
=5W. #@>3@0<>20=0 ;>3VG=0 <0B@8FO 3>B>20 4> @>1>B8 ?@0:B8G=> 2V4@07C ?VA;O 
2:;NG5==O.  

�@V< B>3>, ?V4 G0A :>=DV3C@C20==O <0B@8FV =5<>6;82> ?V4:;NG8B8AO 4> 
?>B>:C :>=DV3C@0FV9=8E 40=8E B0 7G8B0B8 9>3> 157 A0=:FVW =0 7G8BC20==O. 

!0 5B0?V DC=:FV>=0;L=>-;>3VG=>3> ?@>T:BC20==O !��% B0 %=� 4;O 
70E8ABC ?@8AB@>W2 28:>@8AB>2CNBLAO <5B>48 >1DCA:0FVW C O:>ABV 0?0@0B=>3> 
70E8ABC. 

� <5B>40E >1DCA:0FVW 7<V=NTBLAO ;>3VG=0 AB@C:BC@0 <V:@>AE5<8 70 
@0EC=>: 4>4020==O 4> =5W 4>40B:>28E ;>3VG=8E 5;5<5=BV2 V :;NG>28E 2E>4V2. 
�:070=89 ?@>F5A =07820TBLAO ;>3VG=8< :>4C20==O<. �V= 4>72>;OT 7<V=N20B8 
:><1V=0FV9=C G0AB8=C DC=:FV>=0;L=8E 1;>:V2. (C=:FV>=0;L=89 1;>: ?@0FNT 
70 7040=8< 0;3>@8B<><, O:I> =0 9>3> :;NG>2V 2E>48 =04E>4OBL A83=0;8 C 
2V4?>2V4=>ABV 7 A5:@5B=8< :;NG5<, I> 715@V30TBLAO C 21C4>20=V9 ?0<9OBV 
(@8A. 1).  

' FL><C @07V 7;>2<8A=8:C, O:89 =5 <0T :;NG0, =54>ABC?=0 2=CB@VH=O 
AB@C:BC@0 ?@8AB@>N. 
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$8AC=>:1 3 �<V=5==O AB@C:BC@8 DC=:FV>=0;L=>3> 1;>:C ?@8 ;>3VG=><C :>4C-

20==V 
 

!0 @8A. 2 =0 ?@8:;04V ;>3VG=>3> 5;5<5=B0 2�-!� ?@>V;NAB@>20=89 
?@8=F8? >1DCA:0FVW. 

 

 
                    0)                              1)                         2) 

0) 3 ;>3VG=89 5;5<5=B �-!� <0T 4>40B:>289 :;NG>289 2EV4; 
1) 3 @>1>B0 �� �-!� ?@8 A?@026=L><C :;NGV; 
2) - @>1>B0 �� �-!� ?@8 =5A?@026=L><C :;NGV 

 

$8AC=>: 2 3 �;NAB@0FVO <5B>4C ;>3VG=>3> :>4C20==O 
 

 

'�� 535.8 
�CB>289 �.�.1, �>@>;L:>2 $...2, �>@>BC= �.�.3,4 
1 ABC4. 3@. ��7-311 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
3 ?@>D. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
4 A.=.A. �=AB8BCBC <5B0;>DV78:8 V<. �.�. �C@4N<>20 !�! ':@0W=8 

�'&"��� �.�., �"$"�,�"� $..., �"$"&'! �.�.  
����%�!!/ ����&$" ��!�&!�) )���, '  �&� �&�$����) 

,BCG=V 5;5:B@><03=VB=V <0B5@V0;8 (<5B0<0B5@V0;8) A5@54>28I0 7 
>4=>G0A=> 2V49T<=8<8 4V5;5:B@8G=>N B0 <03=VB=>N ?@>=8:=>ABO<8 
28:;8:0NBL =5018O:89 V=B5@5A 2 4>A;V4=8FL:><C A5@54>28IV. *5 ?>29O70=> 7 
<>6;82>ABO<8 28:>@8AB0==O 2:070=8E <0B5@V0;V2 4;O AB2>@5==O 3V?5@;V=7 B0 
<0A:CNG8E ?>:@8BBV2 C @V7=8E G0AB>B=8E 4V0?07>=0E, AC1E28;L>2V9 
=0=>;VB>3@0DVW B>I>.  
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%B@C:BC@=8<8 5;5<5=B0<8 <5B0<0B5@V0;V2 T B>=:V <5B0;52V ?@>2V4=8:8 
(ENG-<0B5@V0;8), ?>42V9=V @>7@V70=V <5B0;52V :V;LFO (MNG-<0B5@V0;8) 01> 
AC:C?=VABL ?@>2V4=8:V2 V :V;5FL (DNG-<0B5@V0;8).  

"A:V;L:8 AB@C:BC@=V 5;5<5=B8 <5B0<0B5@V0;V2 <5B0;52V, B> 2 1;86=L><C 
V=D@0G5@2>=><C >?B8G=><C 4V0?07>=0E A?5:B@0 ACBBT28<8 T 2B@0B8 5=5@3VW, 0 
B><C 4C65 A:;04=> >45@60B8 HBCG=V <0B5@V0;8 7 V450;L=8<8 >?B8G=8<8 
2;0AB82>ABO<8.  

#@>B5 2V4><>, I> ?0@0<5B@8 7030A0==O ACBBT2> 70;560BL 2V4 
35><5B@8G=8E ?0@0<5B@V2 AB@C:BC@=8E 5;5<5=BV2 HBCG=8E A5@54>28I, 0 B><C 
4>A;V465==O @>7<V@=8E 70;56=>AB59 ?0@0<5B@V2 5;5:B@8G=>3> V <03=VB=>3> 
7030A0==O T 0:BC0;L=>N 7040G5N. 

+0AB>B=V 70;56=>ABV 4V5;5:B@8G=>W ?@>=8:=>ABV ENG-<0B5@V0;C V 
<03=VB=>W ?@>=8:=>ABV MNG-<0B5@V0;C 287=0G0NBLAO A?V22V4=>H5==O<8 

 ( ) ( )

2

i

pe

e

õ ÷
÷ = 2

÷ ÷+ ú
I I ; (1) 

 ( )
2

2 2

0

1
im m

F÷
ý ÷ = 2

÷ 2÷ + ÷ú
, (2) 

45 G0AB>B0 5;5:B@>==>W ?;07<8 B0 ?0@0<5B@ 7030A0==O 

 
2

m

0

2

ln
pe

c

R
R

r

ð
÷ =

I
;      

22

0

0

2 pe

e

R

r

÷ ö ö
ú = ÷ ÷ðó ø ø

I
, (3) 

0 @57>=0=A=0 G0AB>B0 :V;LF52>3> @57>=0B>@0 B0 ?0@0<5B@ <03=VB=>3> 
7030A0==O 

 

2

0
3

3

2
ln

m

lc

b
r

d

÷ =
ð

;      
1

0

2
m

lR

r
ú =

ý
. (4) 

' D>@<C;0E (1) 3 (4): 0I  V 0ý  3 5;5:B@8G=0 V <03=VB=0 AB0;V; õI  3 2=5A>: 
:@8AB0;VG=>W �@0B:8 2 4V5;5:B@8G=C ?@>=8:=VABL <5B0;C B>=:8E ?@>2V4=8:V2; 

mI  3 4V5;5:B@8G=0 ?@>=8:=VABL >B>GCNG>3> A5@54>28I0; c  3 H284:VABL 
A2VB;0; 0r  3 @04VCA ?@>2V4=8:0; R  3 2V4AB0=L <V6 >AO<8 ?@>2V4=8:V2; ó  3 
?8B><0 5;5:B@>?@>2V4=VABL <0B5@V0;C ?@>2V4=8:0; l  3 2V4AB0=L <V6 
?;>I8=0<8, 2 O:8E @>7B0H>20=> ?>42V9=V :V;LFO; d  3 B>2I8=0 :V;LFO; b  3 
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@04V0;L=89 @>7<V@ :V;5FL B0 2V4AB0=L <V6 =8<8; r  3 @04VCA 2=CB@VH=L>3> 
:V;LFO; 1R  3 ?>3>==89 >?V@ <0B5@V0;C :V;LFO, ( )2F r l= ð . 

$57C;LB0B8 @>7@0EC=:V2 ?0@0<5B@V2 7030A0==O 4;O ENG- V MNG-

<0B5@V0;V2 V7 7>;>B8<8 ?@>2V4=8:0<8 V ?>42V9=8<8 :V;LFO<8 2 B5D;>=V 
( m 2,3=I ) =02545=V =0 @8A. 1.  

�AB0=>2;5=>, I> ?0@0<5B@ 7030A0==O 4;O ENG-<0B5@V0;V2 7<5=HCTBLAO 
7V 71V;LH5==O< 2V4AB0=V <V6 ?@>2V4=8:0<8, 0 70 >4=0:>2>W 2V4AB0=V F59 
?0@0<5B@ <5=H89 C 28?04:C ?@>2V4=8:V2 V7 1V;LH8< @04VCA><. � A2>N G5@3C, 
4;O MNG-<0B5@V0;V2 ?0@0<5B@ 7030A0==O 7<5=HCTBLAO 7V 71V;LH5==O< 
@04V0;L=>3> @>7<V@C :V;5FL V 7<5=H5==V WE B>2I8=8. 

 

 
0 3 ENG-<0B5@V0; (1 3 0 10r =  =<; 2 3 0 30r =  =<; 3 3 0 50r =  =<); 

1 3 MNG-<0B5@V0; ( 100l =  =<; 50r =  =<). 
$8AC=>: 1 3 $>7<V@=V 70;56=>ABV ?0@0<5B@0 7030A0==O 2 <5B0<0B5@V0;0E  

@V7=>3> B8?C 
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'�� 535.2: 343.982 

%=V6=0 �.�.1, %:;O@  .%.2, %=V6=>9 �.�.3 
1 ABC4. 3@. ���-533 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 ABC4. 3@. ��-423 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
3 4-@. B5E=. =0C:, ?@>D. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

%!��!� �.�., %��/$  .%., %!��!"� �.�.  
���"$�%&�!!/ &�)!"�"��� EYEDETECT ' #"���$�(!�) 

�"%�����!!/) 

#>;V3@0D (01> 45B5:B>@ 1@5E=V) H8@>:> 70AB>A>2CTBLAO 2 4VO;L=>ABV 
45@602=8E V :><5@FV9=8E AB@C:BC@ 7 <5B> ?5@52V@:8 ;>O;L=>ABV 01> ?@8 
@>7A;V4C20==V 1C4L-O:8E ?>4V9. �3V4=> �%&' 8692:2016 «#>;V3@0D8. &5E=VG=V 
C<>28» 70;CG5==O ?>;V3@0DC A?@O<>20=>, 2 ?5@HC G5@3C, =0 70E8AB ?@02 
DV78G=8E B0 N@848G=8E >AV1 C AD5@V 157?5:8 68BBO B0 1V7=5AC. �>A;V465==O 
70 4>?><>3>N ?>;V3@0D0 <>6CBL ?V4B25@48B8 ?@02482VABL ?V4 G0A :04@>28E 
4>A;V465=L 01> =5?@8G5B=VABL 4> ?@02>?>@CH5=L [1]. 

#@8;04 ?>;V3@0D ?@87=0G5=89 4;O 28<V@N20==O B0 @5TAB@0FVW 
DV7V>;>3VG=8E ?>:07=8:V2, B0:8E O: 0@B5@V0;L=89 B8A:, 48E0==O, ?C;LA B0 
5;5:B@>?@>2V4=VABL H:V@8. *5 2V41C20TBLAO ?V4 G0A B5ABC20==O, :>;8 
>1AB56C20=><C AB02;OBL ?8B0==O V 2V= =040T 2V4?>2V4V. �>;8 ;N48=0 
>1<0=NT, B> 9>3> BV;> @503C20B8<5 =5AC<VA=8< V7 WE 2AB0=>2;5=8<8 
«=>@<0;L=8<8» @50:FVO<8 G8=>< G5@57 =5@2>7=VABL G8 AB@0E 28O2;5==O. &><C 
4> 0?0@0B=>-?@>3@0<=>3> :><?;5:AC ?>;V3@0D0  2E>4OBL 40BG8:8 :>=B@>;N 70 
DV7V>;>3VG=8<8 @50:FVO<8 >@30=V7<C ;N48=8. %B0=40@B=89 :><?;5:B B0:89: 
40BG8:8 48E0==O, 40BG8: 7=V<0==O H:V@=>-30;L20=VG=>3> @5D;5:AC, 40BG8: 
7=V<0==O D>B>?;5B87<>3@0<8, 40BG8: B@5<>@C, 40BG8: 7=V<0==O B8A:C. 

%CG0A=89 @>728B>: F8D@>2V70FVV =0402 <>6;82VABL AB2>@5==O V 
28:>@8AB0==O >A>1;82> @>7C<=8E 40BG8:V2 [2], O:V ;560BL 2 >A=>2V ACG0A=>3> 
<>=VB>@8=3C B0 02B><0B870FVW 1C4L-O:8E ?@>F5AV2. �04VO==O 0=0;V70B>@V2 
3>;>A>2>W =0?@C38 4;O 2V4AB565==O 7<V=8 2 B5<1@V 3>;>AC >?8BC20=>3> A?@8OT 
C4>A:>=0;5==N ?>;V3@0D0. �0AB>AC20==O =0=>40BG8:V2 5;5:B@>45@<VG=>W 
@50:FVW, O:V 2682;OB8<CBL 157?>A5@54=L> 2 45@<C, 4>72>;OBL 1V;LH B>G=> 
DV:AC20B8 7<V=C 5;5:B@>?@>2V4=>ABV H:V@=>3> ?>:@82C ;N4AL:>3> BV;0 [3].  

�8:>@8AB0==O 28A>:>B>G=8E :0<5@ 4>72>;8BL DV:AC20B8 @>7H8@5==O B0 
72C65==O 7=0G:0, 0 B0:>6 7<V=C ?;>IV A2VB;8E B0 B5<=8E ?;O< >:0. !0 FL><C 
DV7V>;>3VG=><C 5D5:BV ?>1C4>20=0 B5E=>;>3VO «EyeDetect» (4>A;V2=> 2 

«28O2;5==O >G59», 0;5 1V;LH ?V4E>4OI5 2 «>GV =5 1@5HCBL»), O:0 
28:>@8AB>2CTBLAO 2 ?>;V3@0D0E =>2>3> ?>:>;V==O. �5B5:B>@ 28<V@NT =525;8:V 
7<V=8 C ?>254V=FV >G59 28O2;5==O 1@5E=V. �030;L=0 ?>E81:0 28<V@N20==O B0 
V=B5@?@5B0FVW @57C;LB0BV2 4> 10%. "4=0: FO ?>E81:0 <>65 1CB8 7<5=H5=0 ?@8 
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 ��$"#$"*�%"$!� &�)!��� '  "��$!���*�� #���$!"�" 

"����!�!!/ 

� 2V4><8E ?@8G8= C 1030BL>E ?5:0@=8E >@30=V70FVOE 28:>@8AB>2CNBL 
70@07 70AB0@V;5 ?5:0@=5 >1;04=0==O DV@<8 «$>AA» (<. )0@:V2), O:5 1C;> 
283>B>2;5=> =0 ?>G0B:C =C;L>28E @>:V2. �>;>2=8< 5;5<5=B>< ;V=V9:8 
>1;04=0==O T 60@>G=0 H0D0. � @>1>GV9 :0<5@V FVTW H0D8 ?@>E>48BL 28?VG:0 
?@8 B5<?5@0BC@V 180-210°%. �;O 70157?5G5==O =5>1EV4=>3> @V2=O 2>;>3>ABV 2 
@>1>GV9 :0<5@V 28:>@8AB>2C20;>AL 4>40B:>25 >1;04=0==O: ?0@>35=5@0B>@ 7 
>:@5<8< :0=0;>< 5;5:B@>682;5==O V :5@C20==O< =03@V2><. /: ?@028;>, FV 
?0@>35=5@0B>@8 4>23> =5 682CBL V 70@07 =5 ?@0FNNBL, G5@57 I> 28=8:0NBL 
?52=V B@C4=>IV.  

�2B>@0<8 70?@>?>=>20=> 7>2AV< 2V4<>28B8AL 2V4 28:>@8AB0==O 
?0@>35=5@0B>@0 V 74V9A=8B8 :5@C20==O 2>;>3VABN 2 @>1>GV9 :0<5@V 70 
4>?><>3>N <V:@>?@>F5A>@=>W B5E=V:8. #@8 FL><C B@510 2@0EC20B8, I> 
28<V@N20==O @V2=O 2>;>3>ABV ?>2VB@O ?@8 B5<?5@0BC@V 200°% 70 «@>7C<=V» 
3@>HV =5 <>6;82>. &><C V >@30=V7C20B8 :V;LF5 72>@>B=>3> 72'O7:C 4;O 
02B><0B8G=>3> :5@C20==O 2>;>3VABN =5 240TBLAO. 
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�45O ?@>?>78FVW ?>;O30T 2 B><C, I>1 28:>@8AB0B8 =0:>?8G5=89 4>A2V4 
?5:0@V2 ?V4 G0A 283>B>2;5==O @V7=8E ?5:0@=8E 28@>1V2,   0 ?0@ >45@6C20B8 7 
:@0?5;L 2>48 ?@O<> 2 :0<5@V, O:I> 2>4C ?>4020B8 4>7>20=>.  #@8 B5<?5@0BC@V 
200°% :@0?;V 2>48 <8BBT2> AB0=CBL ?0@><, 0 =0 ?>25@E=V 28@>1V2 D>@<CTBLAO 
B25@40 :>@:0, O:0 70:@V?;NT >19T< 28@>1C V ?5@5H:>460T 9>3> @>ABC 01> 
7<5=H5==N. "?5@0B>@C 6 ?5:0@=>W ;V=VW B@510 40B8 V=AB@C:FVN C 
4@C:>20=><C 283;O4V, 45 1C4CBL 2:070=V =><5@8 @568<V2 4;O @V7=8E 28@>1V2. 

�;O 74V9A=5==O 281@0=>3> 0;3>@8B<C @>1>B8 1C;> >1@0=> 
<V:@>:>=B@>;5@ Arduino Uno (@8A.1), 1> 2V= =091V;LH ?V4E>48BL 70 A2>W<8 
3010@8B0<8, <>6;82>ABO<8, FV=>N V ?@>AB>B>N 2 @50;V70FVW ?@>5:BC. !0 
@8A.20 ?>:070=> 28:>=02G89 5;5<5=B A8AB5<8 3 5;5:B@8G=89 2>4O=89 :;0?0=, 
O:89 4>7CT :V;L:VABL :@0?5;L 2>48 C G0AV. �V= 2V4:@820TBLAO V 70G8=OTBLAO ?> 
:><0=4V <V:@>?@>F5A>@0 73V4=> 2V4?>2V4=>W ?@>3@0<8. �0: 7 2>4>N ?>AB02;5=> 
28I5 :;0?0=0, 2>40 ?>40TBLAO A0<>?;82><. �;O C73>465==O <V:@>?@>F5A>@0 7 
5;5:B@>:;0?0=>< 28:>@8AB>2CTBLAO AB0=40@B=89 >4=>:0=0;L=89 @5;5-<>4C;L 
(@8A.21). 

 

 
 

$8AC=>: 1 - Arduino Uno 
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               0)                                                               1) 
 

$8AC=>: 2- �><?>=5=B8 A8AB5<8 :5@C20==O 0) 5;5:B@8G=89 2>4O=89 :;0?0=, 
1) >4=>:0=0;L=89 @5;5-<>4C;L 

 

$>7@>1:0 ?@>3@0<8 4;O <V:@>:>=B@>;5@0 ?@>2>48;0AL 2 A5@54>28IV 
ArduinoIDE.  

#@>5:B 7=0E>48BLAO 2 AB04VW 28?@>1C20==O. #>:8 =5 28@VH5=0 ?@>1;5<0 
281>@C <0B5@V0;C B0 :>=AB@C:FVW B@C1>?@>2>4C ?>40GV 2>48 2 @>1>GC :0<5@C. 
#> B@C1>GFV, O:I> 2>=0 FV;L=0 V <5B0;520, 28=8:0T :0=0; ?5@540GV 28A>:>W 
B5<?5@0BC@8. �>40 ?5@5B2>@NTBLAO 2 ?0@ @0=VH5 ?>?040==O 2 :0<5@C, A8AB5<0 
«:0H;OT». &>1B> B@C1>?@>2V4  =0 4V;O=FV 2V4 :;0?0=0 4> :0<5@8 ?>28=5= <0B8 
B5<?5@0BC@=89 @>7@82 01> V7>;OFVN. 
 

%#�%"� ���"$�%&�!"� ��&�$�&'$� 

1. https://doc. arduino .ua/ru/hardware/Uno 

2. https://easyeda.com/ru 

3. https://biblprog.org.ua/ru/arduino_ide/  

4. https://arduinomaster.ru/platy-arduino/arduino-lcd-keypad-shield/ 
 

 
'�� 621.37 
�>30G>20 �. 1,  "2G8==V:>2 �.�2 

1AB0@H. 28:;. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2ABC4. 3@. ��-212A? !' «�0?>@V7L:0 ?>;VB5E=V:0» 

�"��+"�� �. ,  "�+�!!��"� �.�.  
��%&"%'��!!/  �&� �&�$����� ' &�)!�*� !����%"��) 

+�%&"& 

!0 40=><C 5B0?V @>728B:C ACG0A=>W B5E=V:8 =0428A>:8E G0AB>B, A8AB5< 
72'O7:C V B5;5:><C=V:0FV9, 0=B5==>W B5E=V:8 B0 @04V>;>:0FVW H8@>:5 70AB>AC-
20==O 7=09H;8 G0AB>B=>-A5;5:B82=V (G0AB>B=>-281V@:>2V) ?@8AB@>W, I> O2;O-
NBL A>1>N, ?5@5206=>, DV;LB@C20;L=V AB@C:BC@8 @V7=>3> B8?C, O:V 70AB>A>2C-
NBL C H8@>:><C <V:@>E28;L>2><C 4V0?07>=V. /: ?@028;>, B0:V <V:@>E28;L>2V 
DV;LB@C20;L=V 5;5<5=B8, 2C7;8 B0 <>4C;V 28:>=CNBLAO =0 >A=>2V ;V=V9 ?5@5-
40GV 7 @>7?>4V;5=8<8 ?0@0<5B@0<8: :>0:AV0;L=8E ;V=VOE, E28;52>40E, <V:@>A-
<C3>28E ;V=VOE B0 V=., 0 B0:>6 C 283;O4V :><1V=>20=8E V 3V1@84=8E ?@8AB@>W2 7 
@>7?>4V;5=8<8 V 7>A5@5465=8<8 5;5<5=B0<8.  

%5@54 =8E <>6=0 284V;8B8 ;V=VW ?5@54020==O 7V A?5FV0;L=>N ?5@V>48G-
=>N AB@C:BC@>N ?>25@E=V A:;04=>W D>@<8, I> 2>;>4VNBL G0AB>B=>-

https://easyeda.com/ru
https://biblprog.org.ua/ru/arduino_ide/
https://arduinomaster.ru/platy-arduino/arduino-lcd-keypad-shield/


47 

 

A5;5:B82=8<8 2;0AB82>ABO<8, O:V 2 <V:@>E28;L>2V9 B5E=VFV G0AB> 28:>@8AB>-
2CNBLAO O: A?>2V;L=N20;L=V A8AB5<8 (%%), G0AB>B=V !�+-DV;LB@8 V DV;LB@8 
30@<>=V:. 

' ACG0A=V9 B5E=VFV =0428A>:8E G0AB>B ?>;V?H5==O ?0@0<5B@V2 G0AB>B=>-

A5;5:B82=8E ?@8AB@>W2 <>6=0 >B@8<0B8, O:I> 28:>@8AB>2C20B8 2 B0:8E :>=A-
B@C:FVOE 2V4=>A=> =>2V ?5@V>48G=V AB@C:BC@8 =0 >A=>2V <5B0<0B5@V0;V2. 

 #V4 <5B0<0B5@V0;0<8 @>7C<VTBLAO =5 ?@8@>4=V, 0 HBCG=> AB2>@5=V <0:-
@>A:>?VG=V :><?>78B=V A5@54>28I0, I> A:;040NBLAO 7 ?5@V>48G=> @>7?>4V;5-
=8E C ?@>AB>@V ?@>AB8E :><V@>: (<>6;82V :><V@:8 @V7=>W D>@<8).  

�A=CT 157;VG D>@< 5;5<5=BV2 G0AB>B=>-A5;5:B82=8E ?>25@E>=L - FSS 

(Frequency Selective Surfaces).  

$8AC=>: 1 V;NAB@CT 45O:V 7 WE =09?>H8@5=VH8E D>@<, 2:;NG0NG8 :204-
@0B=89 ?0BG (0), 48?>;L (1), :@C3;89 ?0BG (2), ?5@5E@5A=89 48?>;L (3), T@CA0-
;8<AL:89 E@5AB (4), :204@0B=C ?5B;N V :V;LF5 (T), ( :@C3>2C ?5B;N (6), :204@0-
B=C 0?5@BC@C (7), O:V ?V4 G0A 71C465==O 28O2;ONBL 2;0AB82>ABV, O:V =5 7CAB@V-
G0NBLAO 2 ?@8@>4=8E <0B5@V0;0E. �0;56=> 2V4 WE=L>W :>=AB@C:FVW <5B0<0B5@0-
;8 <>6CBL <0B8 >4=>G0A=> =530B82=V 7=0G5==O O: 4V5;5:B@8G=>W, B0: V <03=VB-
=>W ?@>=8:=>AB59, I> ?@872>48BL 4> =530B82=>3> :>5DVFVT=B0 70;><;5==O 
B0:>3> A5@54>28I0. 

 
$8AC=>: 1 - �5O:V B8?>2V D>@<8 5;5<5=BV2 FSS 

 

"4=VTN 7 ?5@H8E V =091V;LH 2V4><8E G0AB>B=>-A5;5:B82=8E ?>25@E>=L T 
3@81>?>4V1=0 AB@C:BC@0 (@8A. 2).  
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0) ?0@0<5B@8 5;5<5=B0@=>W :><V@:8 1) 3D-283;O4 
$8AC=>: 2 - �030;L=89 283;O4 3@81>?>4V1=>W AB@C:BC@8 

 

#5@V>48G=0 3@81>?>4V1=0 AB@C:BC@0 A:;040;0AO 7 <0;5=L:8E :204@0B=8E 
<5B0;528E >A5@54:V2 7 4>268=>N w<<», (45 » - 4>268=0 E28;V, I> ?>H8@N-
TBLAO), A?>;CG5=8E V7 <5B0;52>N >A=>2>N 70 4>?><>3>N 25@B8:0;L=8E F8;V=-
4@8G=8E AB@86=V2 - "=V6>:", O:V <0NBL @04VCA 2r<<», H8@8=0 707>@C g, B>2-
I8=0 ?V4:;04:8 h, (@8A. 2). �0;56=> 2V4 35><5B@VW G0AB>B=>-A5;5:B82=V ?>25@-
E=V (+%#) <>6CBL 1CB8 42>H0@>28<8 01> B@8H0@>28<8. �;5:B@><03=VB=V 
2;0AB82>ABV B0:8E AB@C:BC@ <>6=0 >?8A0B8, 28:>@8AB>2CNG8 5:2V20;5=B=C 
AE5<C 7 42>E 5;5<5=BV2 - T<=>ABV B0 V=4C:B82=>ABV (@8A. 2, 0). 

%?>A>18 D>@<C20==O +%# <>6CBL 1CB8 @V7=8<8 V 70;560BL 2V4 @>7<V@V2 
AB@C:BC@8 V 2V4 >1@0=>W G0AB>B8. %?5:B@0;L=0 ?>254V=:0 +%# ?>2=VABN 

287=0G0TBLAO 35><5B@VTN ?>25@E=V =0 >48=8G=V9 :><V@FV ?@8 28:>=0==V C<>28 
L<<», 45 L - ?5@V>4 :><V@:8, » - 4>268=0 E28;V, I> ?>H8@NTBLAO. �0 B0:>W 
C<>28 :V;L:VABL :><V@>: =0 2V4AB0=V >4=VTW 4>268=8 E28;V 4>A8BL 25;8:0, I> 
40T 7<>3C ?@54AB028B8 B0:C AB@C:BC@C C 283;O4V ?>25@E=V @V2=>3> V<?540=AC 
Zs(Ë). �><1V=CNG8 V=4C:B82=V B0 T<=VA=V 5;5<5=B8, <>6=0 AB2>@N20B8 ?>-
25@E=V 7 @V7=8< 284>< V 25;8G8=>N @50:B82=>ABV B0 2=0A;V4>: FL>3> >B@8-
<C20B8 @V7=89 ?>25@E=5289 V<?540=A, O:89 287=0G0TBLAO D>@<C;>N: 

'�� 621.396.969 

'�� 621.396.969 
�;04C= �.�.1, %0<>9;8: %.%.2 

1 0A?. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

����'! �.�., %� "���� %.%. 

�� �$.��!!/ ��%"&� *���  �&"�"  MATRIX PENCIL 

�8<V@N20==O 28A>B8 FV;59 C @04V>;>:0FV9=8E A8AB5<0E T :;NG>2>N 
7040G5N 4;O <>=VB>@8=3C ?>2VB@O=>3> ?@>AB>@C, >A>1;82> 2 C<>20E =87L:>W 
2848<>ABV 01> A:;04=>3> @5;LTDC. "4=8< V7 ACG0A=8E <5B>4V2, I> 45<>=AB@CT 
28A>:C B>G=VABL C B0:8E 7040G0E, T <5B>4 "Matrix Pencil". *59 <5B>4 4>72>;OT 
28@VHC20B8 7040GV >FV=:8 ?0@0<5B@V2 A83=0;V2 H;OE>< >1@>1:8 
1030B>?@><V=528E 2V418BBV2 V @>74V;5==O A83=0;V2 C G0AB>B=><C 4><5=V. 

 5B>4 107CTBLAO =0 28:>@8AB0==V A8=3C;O@=>3> @>7:;04C <0B@8FL, O:V 
D>@<CNBLAO 7 40=8E A83=0;C, >B@8<0=8E 70 4>?><>3>N 0=B5==8E @5HVB>:. 
"A=>2=V 5B0?8 @>1VB ?@8 70AB>AC20==V <5B>4C: 

1) (>@<C20==O <0B@8FV 40=8E. %83=0;8, I> =04E>4OBL, >@30=V7>2CNBLAO 
C 283;O4V A?5FV0;L=8E <0B@8FL. 
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2) $>7:;040==O.  5B>4 28:>@8AB>2CT A8=3C;O@=5 @>7:;040==O 4;O 
284V;5==O =570;56=8E :><?>=5=B A83=0;V2. 

3) "FV=:0 ?0@0<5B@V2. �84V;5=V :><?>=5=B8 0=0;V7CNBLAO 4;O 
287=0G5==O 28A>B8 FV;V H;OE>< >FV=:8 :CB0 =0E8;C A83=0;C. 

#5@5203>N <5B>4C "Matrix Pencil" T 28A>:0 B>G=VABL 28<V@N20==O, 0 
A0<5, <5B>4 5D5:B82=> ?@0FNT 2 C<>20E =87L:8E :CBV2 >3;O4C, 45 
1030B>?@><V=52V 2V4>1@065==O 7=0G=> 2?;820NBL =0 A83=0;.  

#>@V2=O=> 7 0;3>@8B<0<8, B0:8<8 O: MUSIC 01> ESPRIT, <5B>4 "Matrix 
Pencil" 70157?5GCT H284HC >1@>1:C, 70 @0EC=>: <0;>W >1G8A;N20;L=>W 
A:;04=VABV [1].  

&0:>6 <5B>4 "Matrix Pencil" <0T 28A>:C 040?B82=VABL, I> @>18BL 9>3> 
?@840B=8< 4;O 28:>@8AB0==O C A:;04=8E C<>20E, B0:8E O: =5@V2=><V@=89 
@5;LTD 01> 3CAB89 @04V>E28;L>289 HC<. 

-5 >4=VTN ?5@5203>N <5B>40 "Matrix Pencil" T 7=865=0 GCB;82VABL 4> 
?5@5H:>4, AB2>@N20=8E B5?;>28<8 HC<0<8 [2]. 

 5B>4 "Matrix Pencil" 28:>@8AB>2CTBLAO C <5B@>28E V 45F8<5B@>28E 
@04V>;>:0FV9=8E A8AB5<0E 4;O: 287=0G5==O =87L:> ;5BNG8E FV;59, O:V <>6CBL 
1CB8 ?@8E>20=V G5@57 1030B>?@><V=52V 2V418BBO; >FV=:8 28A>B8 >1'T:BV2 C 
A:;04=8E B>?>3@0DVG=8E C<>20E; ?V428I5==O B>G=>ABV 2 A8AB5<0E 7 <0;>N 
H8@8=>N ?@><5=O. 

#@8:;048 @50;V70FVW <5B>4C T @>1>B8 [3]-[4]. ' @>1>BV [3] 4>A;V46CTBLAO 
70AB>AC20==O <5B>4C 4;O 28<V@N20==O 28A>B8 70 A:;04=8E C<>2.  5B>4 
28:>@8AB>2CT :><1V=>20=V 0;3>@8B<8 "Matrix Pencil" V MUSIC, O:V 
45<>=AB@CNBL ?V428I5=C B>G=VABL B0 7<5=H5==O >1G8A;N20;L=>W A:;04=>ABV. 
' @>1>BV [4] 02B>@8 ?@>?>=CNBL 5D5:B82=89 0;3>@8B< 4;O >FV=:8 =87L:8E 
:CBV2 <VAFO 2 C<>20E 1030B>?>@<V=52>ABV 4;O MIMO-@040@V2.  5B>4 107CTBLAO 
=0 <5B>4V  

"Matrix Pencil" V <0T =0 <5BV ?>4>;0==O ?@>1;5<, ?>2'O70=8E V7 
2V418BBO<8 A83=0;V2 2V4 ?>25@E=V, I> <>6CBL ?@872>48B8 4> ?><8;>: 2 
>FV=FV :CB0. 

&0:8< G8=>< <5B>4 "Matrix Pencil" T ?5@A?5:B82=8< V=AB@C<5=B>< 4;O 
28<V@N20==O 28A>B8 FV;59 C A:;04=8E C<>20E. �024O:8 B>G=>ABV, =87L:V9 
>1G8A;N20;L=V9 A:;04=>ABV B0 040?B82=>ABV 2V= H8@>:> 70AB>A>2CTBLAO 2 
ACG0A=8E @04V>;>:0FV9=8E A8AB5<0E. #>40;LHV 4>A;V465==O <>6CBL 1CB8 
A?@O<>20=V =0 V=B53@0FVN FL>3> <5B>4C 7 B5E=>;>3VO<8 HBCG=>3> V=B5;5:BC 
4;O 02B><0B870FVW ?@>F5AV2 >1@>1:8 A83=0;V2.  

%#�%"� ���"$�%&�!"� ��&�$�&'$� 

1. Pedenko Yu. A. Use of matrix pencil method for radar measurement of  

elevation angle of low-altitude targets over disturbed sea surface // 

Radioelectronics and Informatics. 2018. Vol. 23, No. 1. P. 10318. DOI: 

10.15407/rej2018.01.010. 
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2. Sarkar T. K., Pereira O. Using the matrix pencil method to estimate the  

parameters of a sum of complex exponential. IEEE Antennas Propag. Mag. 1995. 

Vol. 37, N 1. P. 48355. 

3. Song, Y., Zheng, G. Height measurement for meter wave polarimetric  

MIMO radar with electrically long dipole under complex terrain. Remote Sensing, 

2023, 15(5), p.1265. DOI:10.3390/rs15051265. 

4. Xi E Rong, Liu Zheng, Liu Jun. Fast algorithm for low elevation  

estimation based on matrix pencil in MIMO radar[J]. Journal of Electronics 

&Information Technology, 2011, 33(8): 183331838. DOI: 

10.3724/SP.J.1146.2010.01242. 

 

'�� 654.9 
�0;8=VG5=:> �.�.1 ,  >@>7 �.�.2 
1 0A?., AB. ;01>@0=B F5=B@C V=4CAB@VW 4.0 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 AB0@H. 28:;. !' «�0?>@V7L:0 ?>;VB5E=V:0 
 

����!�+�!�" �.�. ,  "$"� �.�.  
#����-�!!/ ���,!"%&� ��� �" �$*��!�) ���#��"&!�) 

��&��,!�) �#�$�&�� (�#��) 

!0@07V VA=CT 25;8:89 ?>?8B =0 157?V;>B=V ;VB0;L=V 0?0@0B8 (�#��) C 
�1@>9=8E A8;0E ':@0W=8 G5@57 <>6;82VABL WE 28:>@8AB0==O 4;O 48AB0=FV9=>W 
@>72V4:8 V <>=VB>@8=3C <VAF52>ABV, 0 B0:>6 4;O C@065==O A8; AC?@>B82=8:0. 
#>?@8 =0O2=VABL �#�� A?5FV0;L=>3> ?@87=0G5==O, 283>B>2;5=8E 4;O 
2V9AL:>28E ?>B@51, 2A5 I5 VA=CT ?>?8B =0 :><5@FV9=V �#��, I> :><?5=ACNBL 
=5AB0GC A?5FV0;L=8E �#��. "4=0:, >A=>2=8< =54>;V:>< :><5@FV9=8E �#�� 
T 2V4=>A=> =87L:0 40;L=VABL 4VW, O:0 ?@>48:B>2CTBLAO =5>1EV4=VABN 
28:>=C20B8 @53C;OFVW 7 28:>@8AB0==O @04V>5DV@C :><5@FV9=8<8 ?@8AB@>O<8 C 
2V;L=><C ?@>406V. 

#5@H 70 2A5, @53C;OFVW 7 28:>@8AB0==O @04V>5DV@C >1<56CNBL 
<0:A8<0;L=C 28EV4=C ?>BC6=VABL @04V>A83=0;C, O:C <>65 35=5@C20B8 
?@8AB@V9, I> ?@>40TBLAO C 2V;L=><C 4>ABC?V. #@89<0NG8, I> A5@54>28I5 
?>H8@5==O @04V>E28;L =5<0T 2B@0B, ?>BC6=VABL @04V>A83=0;C =0 2E>4V 
?@89<0G0 >?8ACTBLAO 70;56=VABN 

 

( )

2

2
2

tr tr rec

rec

P G G
P

R

ü

ð
= ,                                              (1) 

45 recP  3 ?>BC6=VABL =0 2E>4V ?@89<0G0, trP  3 ?>BC6=VABL =0 28E>4V ?5@54020-
G0, trG  V recG  3 :>5DVFVT=B8 ?V4A8;5==O ?5@54020;L=>W V ?@89<0;L=>W 0=B5=8 
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2V4?>2V4=>, ü  3 4>268=0 E28;V @04V>E28;V, R  3 2V4AB0=L <V6 ?5@54020G5< V 
?@89<0G5<. �8I5707=0G5=0 70;56=VABL ?>:07CT, I> 4;O 71V;LH5==O 40;L=>ABV 
�#�� B@510 71V;LHC20B8 ?>BC6=VABL 28EV4=>3> @04V>A83=0;C B0/01> 7=86C20-
B8 ?>@V3 GCB;82>ABV 2EV4=>3> A83=0;C. 

!0 40=89 <><5=B, 265 T 4>ABC?=V @VH5==O 7 <>48DV:0FVW ?C;LBV2 
:5@C20==O �#�� 704;O 71V;LH5==O WE 28EV4=>W ?>BC6=>ABV 70 <56V @53C;OFV9, 
O:V =5EBCNBLAO 2 1>9>28E C<>20E. #@>B5, 2A5 I5 <0;> ?@0:B8G=8E @VH5=L 7V 
71V;LH5==O O:>ABV @04V>A83=0;C 7 1>:C �#�� G5@57 =5>1EV4=VABL C <0;8E 
3010@8B0E, =57<V==VABL 0=B5==>W A8AB5<8 �#�� V >1<565=VABL C A?>6820=V9 
?>BC6=>ABV 4;O 4>40B:>28E ;0=FN3V2 ?V4A8;5==O @04V>A83=0;V2. 

�024O:8 =0O2=V9 C ?@>406V 5;5<5=B=V9 107V VA=CT <>6;82VABL 
A?@>T:BC20B8 <0;>3010@8B=89 ?V4A8;N20G @04V>A83=0;C 4;O 2AB0=>2;5==O =0 
1>@BC �#�� =0 107V V=B53@0;L=8E @04V>G0AB>B=8E ?V4A8;N20GV2. "4=0:, C 
�#��, O: V C ?C;LBV :5@C20==O 4> =L>3>, 4;O ?5@540GV B0 ?@89><C A83=0;V2 
28:>@8AB>2CNBL >489 V B>9 A0<89 @04V>B@0:B (;V=VO ?5@540GV 7 0=B5=>N). 
+5@57 F5 VA=CT =5>1EV4=VABL C @>7@>1FV ?@>AB>3> C 28:>=0==V <5B>4C 
@>7@V7=5==O ?@><V6:V2 G0AC, :>;8 =0O2=89 C �#��/?C;LBV @04V>B@0:B 
28:>@8AB>2CTBLAO 4;O ?@89><C, 0 :>;8 3 4;O ?5@540GV A83=0;V2. 
!09?@>ABVH8< A?>A>1>< T 28:>@8AB0==O =0?@02;5=>3> 2V430;C46C20G0 C ?0@V 
7 45B5:B>@>< 4;O 28<V@C ?>BC6=>ABV @04V>E28;L, =0?@02;5=8E C AB>@>=C 
0=B5=8 (B>1B>, =0 ?5@540GC). &>4V, 2AB0=>2;NNG8 ?>@V3 70 ?>BC6=VABN 
?5@54020;L=>3> A83=0;C C @04V>B@0:BV C -54�<, 4>AO30TBLAO =5>1EV4=5 
?5@5:;NG5==O «?@89></?5@540G0». 

�@0E>2CNG8 28I5707=0G5=V @VH5==O, 1C2 A?@>T:B>20=89 B0 
283>B>2;5=89 ?V4A8;N20G @04V>A83=0;V2 �#��, I> ?@0FNT C A<C30E G0AB>B 
2400..2500 �F B0 4900..5900 �F (@8A.1). �0=89 ?@8;04 <0T <0;V 3010@8B8 
(40E24E2<<) V 7024O:8 FL><C <>65 1CB8 2AB0=>2;5=89 CA5@548=V :>@?CAC 
�#��. 

 
$8AC=>: 1 3 %?@>T:B>20=0 ?;0B0 ?V4A8;N20G0 @04V>A83=0;V2 4;O �#��. 

 

�0=89 ?@8;04 ?V4A8;NT @04V>A83=0;8 O: =0 ?@89><, B0: V =0 ?5@540GC. 
$57C;LB0B8 28<V@V2 (@8A.2) ?>:07CNBL ?V4A8;5==O 28EV4=8E A83=0;V2 4> 
?>BC6=>AB59 1.3-1.5 �B (C ?>@V2=O==V 7 ?>G0B:>28<8 200-300 <�B). 
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%?>6820=0 ?>BC6=VABL 3 <5=H5 3 �B, I> =57=0G=8< G8=>< 2?;820T =0 G0A 
?>;L>BC �#��. 

 
$8AC=>: 2 3 �8<V@8 28EV4=>W ?>BC6=>ABV @04V>A83=0;C �#��, 4>40B:>2> 

>A=0I5=>3> A?@>T:B>20=8< ?V4A8;N20G5< 

 

 

'�� 621.395 
#;5BV=L �...1,  >@>7 �.�.2 
1 ABC4. 3@. ��-913 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 AB0@H. 28:;. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

#��&�!, �...,  "$"� �.�.  
#�$���+� �!("$ �*�� �� �"#" "�". ����$!�) 

&�)!"�"��� 

 5B>N @>1>B8 T 4>A;V48B8 ?@8=F8?8 ?5@540GV V=D>@<0FVW 70 4>?><>3>N 
;075@=8E B5E=>;>3V9 B0 ?@>45<>=AB@C20B8 WE ?@0:B8G=C @50;V70FVN G5@57 
AB2>@5==O 5:A?5@8<5=B0;L=>W <>45;V ;075@=>3> 729O7:C. �075@8 AL>3>4=V T 
=570<V==>N B5E=>;>3VTN, I> H8@>:> 70AB>A>2CNBLAO 2 G8A;5==8E AD5@0E. ' 
<548F8=V 2>=8 28:>@8AB>2CNBLAO 4;O EV@C@3VG=8E >?5@0FV9, 
>DB0;L<>;>3VG=8E ?@>F54C@0E V 45@<0B>;>3VG=>3> 2840;5==O H@0<V2, 
B0BCN20=L G8 @>48<>:, C ?@><8A;>2>ABV 70AB>A>2CNBLAO 4;O @V70==O, 
720@N20==O <0B5@V0;V2 V 3D-4@C:C <5B0;V2, 0 2 ?>1CBV B0 ?@>D5AV9=V9 
4VO;L=>ABV 2V4><V 7024O:8 ;075@=8< ?@8=B5@0<, :><?9NB5@=8< <8H:0<, 
DVD-48A:0< B0 28<V@N20==N 2V4AB0=59 V AB2>@5==N 3D-:0@B C 35>457VW. 
"4=VTN 7 =09206;82VH8E AD5@ WE=L>3> 28:>@8AB0==O T B5;5:><C=V:0FVW, 45 
;075@8 28:>@8AB>2CNBL 4;O ?5@540GV V=D>@<0FVW =0 25;8:8E 2V4AB0=OE B0 
<03VAB@0;L=8E >?B8G=8E ;V=VOE ?5@540GV V=D>@<0FVW [1]. 

' @0<:0E @>1>B8 1C;> AB2>@5=> 5:A?5@8<5=B0;L=C <>45;L ;075@=>3> 
729O7:C 70 ?@8=F8?>< @>1>B8 071C:8  >@75, O:0 45<>=AB@CT ?@8=F8?8 
;075@=>W ?5@540GV V=D>@<0FVW (@8A.1). 
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0 3 ?5@54020G A2VB;>2>3> A83=0;C; 1 3 ?@89<0G A2VB;>2>3> A83=0;C. 

$8AC=>: 1 3 "?B8G=0 <>45;L 071C:8  >@75. 
 

#@8=F8? 40=>W <>45;V 107CTBLAO =0 ?5@54020GV A83=0;C 2 :>@?CAV O:>3> 
21C4>20=89 ;075@=89 4V>4, O:89 0:B82CTBLAO =0B8A:0==O< B5;53@0DVG=>3> 
:;NG0, B0 ?@89<0G0, :>B@89 >A=0I5=89 A>=OG=>W ?0=5;V, 7040G0 O:>W 
?@89<0B8 A83=0; 2V4 ?5@54020G0.  

�5@CNG8< 5;5<5=B>< 40=>W @>1>B8 28ABC?0T ?;0B0 Arduino Nano =0 107V 
<V:@>:>=B@>;5@0 ATmega328 [3]. ' ?@>F5AV @>1>B8 4;O ?5@54020G0 Arduino 
Nano 1C;> ?@>3@0<>20=> =0 :5@C20==O ;075@=8< 4V>4>< 70 4>?><>3>N 
B5;53@0DVG=>3> :;NG0. #@89<0;L=0 AB>@>=0, B0:>6 =0 107V Arduino Nano, 

1C;0 70?@>3@0<>20=0 4;O ?@89><C A83=0;C 2V4 ;075@=>3> 4V>40 G5@57 A>=OG=C 
?0=5;L V7 ?>40;LH8< 45:>4C20==O< C B5:AB 071C:8  >@75 =0 LCD-48A?;5W 
H;OE>< OOK-<>4C;OFVW [2]. 

�024O:8 OOK-<>4C;OFVW ;075@=89 4V>4 35=5@CT ?>A;V4>2=VABL :>@>B:8E 
B0 4>238E V<?C;LAV2 , I> 2V4?>2V40NBL :@0?:0< B0 B8@5 071C:8  >@75. 
%>=OG=0 ?0=5;L ?5@5B2>@NT A2VB;>2V V<?C;LA8 2 5;5:B@8G=V A83=0;8, O:V 
Arduino Nano 7G8BCT B0 2V4>1@060T 3>B>289 B5:AB =0 LCD-48A?;5W, I> 
A2V4G8BL ?@> CA?VH=C ?5@540GV V=D>@<0FVW. 

%;V4 707=0G8B8 I> A>=OG=0 ?0=5;L T 4>A8BL GCB;82>N 4> 7>2=VH=L>3> 
>A2VB;5==O, B><C 1C;> 28@VH5=> 21C4C20B8 4> :>@?CAC ?@89<0;L=>W AB>@>=8 
?>B5=FV><5B@, :>B@89 2@53C;L>2CT ?>@V3 ?@8 O:><C 4;O <>4C;OFVW A83=0;C 
1C45 2@0E>2C20B8AO ;8H5 A83=0; 2V4 ;075@=>3> 4V>4C, 4;O ?5@52V@:8 1C;> 
28:>@8AB0=> <>=VB>@ ?>@BC C  Arduino IDE (@8A.2), 45 «�=0G5==O A2VB;0» 

F5 7=0G5==O :>B@5 7G8BCT A>=OG=0 ?0=5;L, «#>@V3» F5 7=0G5==O O:5 
7<V=NTBLAO ?>B5=FV><5B@>< ?@8 O:><C AB0BCA 1C45 7<V=N20B8AO =0 
=530B82=89 «0» O:I> 7=0G5==O A2VB;0 =5 1V;LH5 ?>@>3>2>3> G8 ?>78B82=89 
«1» O:I> 7=0G5==O A2VB;0 1V;LH5 ?>@>3>2>3>. 
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$8AC=>: 2 3 �=0G5==O 7=OBV 7 ?>A;V4>2=>3> <>=VB>@C ?>@BC Arduino IDE. 
 

' @57C;LB0BV @>1>B8 1C;> 4>A;V465=> ?@8=F8? ?5@540GV V=D>@<0FVW 70 4>?>-
<>3>N ;075@=8E B5E=>;>3V9 B0 CA?VH=> @50;V7>20=> 5:A?5@8<5=B0;L=C <>45;L 
;075@=>3> 729O7:C =0 107V 071C:8  >@75 B0 <V:@>:>=B@>;5@C Arduino Nano. 

%#�%"� ���"$�%&�!"� ��&�$�&'$� 

1.  Saleh B. E. A. Fundamentals of Photonics / B. E. A. Saleh, M. C 

2. H. Elgala et al.: Indoor Broadcasting via White LEDs and OFDM 

3. Banzi M. Getting Started with Arduino / M. Banzi, M. Shiloh. 

 

 

'�� 621.395 
#;5BV=L �...1,  >@>7 �.�.2 
1 ABC4. 3@. ��-913 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 AB0@H. 28:;. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

#��&�!, �...1,  "$"� �.�. 

 �&"� ���!"���!!/ %&��,!��"�"�" ��'/��' 
#"�"���%,�"�" $��"!' 

� C<>20E ACG0A=>3> A2VBC <>1V;L=89 72'O7>: T 206;828< :><?>=5=B>< 
V=D@0AB@C:BC@8, I> 70157?5GCT 157?5@5@2=VABL :><C=V:0FV9, @>728B>: 
5:>=><V:8 B0 ACA?V;LAB20, >A>1;82> 2 @53V>=0E V7 ?>H:>465==O<8 2 =0A;V4>: 
1>9>28E 4V9, B0:8E O: #>;>3V2AL:89 @09>=.  5B>N @>1>B8 T 0=0;V7 <VAB0 B0 
A5;0 #>;>38 4;O @>7@>1:8 ?;0=C @>7B0HC20==O 107>28E AB0=FV9 >?5@0B>@0 
Vodafone. 

�V4=>2;5==O <5@56V 107CTBLAO =0 :><?;5:A=><C ?V4E>4V 7 
28:>@8AB0==O< ?@>3@0<=>3> 70157?5G5==O «Atoll» [2] 4;O <>45;N20==O 
>?B8<0;L=>3> @>7<VI5==O 107>28E AB0=FV9. �=0;V7 2@0E>2C202 3CAB>BC 
=0A5;5==O, @5;LTD <VAF52>ABV, <VAL:C B0 AV;LAL:C V=D@0AB@C:BC@C, 0 B0:>6 
465@5;0 ?5@5H:>4. �;O 4>A;V465==O ?@>5:BC 70AB>A>20=> >1;04=0==O 
Huawei: 107>2V AB0=FVW 2AB0=>2;5=> =0 >:@5<8E 2560E V I>3;0E B0 40E0E 
1C4V25;L, I> 70157?5G8;> @V2=><V@=5 ?>:@8BBO C 2V4:@8B8E V 3CAB>=0A5;5=8E 
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7>=0E. �C;> 28:>@8AB0=> �=B5=8 ADU4518R10v06 O:V ?V4B@8<CNBL :V;L:0 
G0AB>B >4=>G0A=> B0 G0AB>B=V 4V0?07>=8 900  �F, 1800  �F, 2100 V 2600  �F 
[1]. 

 VAB> B0 A5;> #>;>38, ?;>I0 O:>3> AC<0@=> AB0=>28BL 22,98 :<², T 
:><?0:B=8< =0A5;5=8< ?C=:B>< V7 =0A5;5==O< 21 215 >AV1. %5@54=O 3CAB>B0 
=0A5;5==O AB0=>28BL 1;87L:> 922 >AV1 =0 :<², I> 2V4>1@060T ?><V@=C 
:>=F5=B@0FVN 68B5;V2 C <560E <VAL:>W B5@8B>@VW. &0:0 3CAB>B0 =0A5;5==O 
AB2>@NT ?>?8B =0 O:VA=89 <>1V;L=89 729O7>:, >A>1;82> 2 F5=B@0;L=V9 G0AB8=V 
<VAB0 B0 3CAB>70A5;5=8E @09>=0E. 

�;O @>1>B8 V7 G0AB>B0<8 900 B0 1800 �F [3] >1@0;8 ?V4A8;N20G 
RRU5909, I> 70157?5GC20;8 AB01V;L=89 729O7>: =0 25;8:8E 2V4AB0=OE, 0 
4V0?07>=8 2100 V 2600  �F @07>< V7 ?V4A8;N20G0<8 RRU5517t V RRU5502 
?V428I8;8 ?@>?CA:=C 740B=VABL C 3CAB>=0A5;5=8E @09>=0E =0A5;5==O. 
�D5:B82=VABL 40=>3> ?V4E>4C 4;O ?>:@8BBO B0 ?@>?CA:=>W 740B=>ABV V;NAB@CT 
@8A.1 B0 @8A.2. 

 

 

 

 

   
0 3 ?>:@8BBO 4> <>45@=V70FVW; 1 3 ?>:@8BBO ?VA;O <>45@=V70FVW. 
$8AC=>: 1 3  >45;L ?>:@8BBO 4;O #>;>3V2AL:>3> @09>=C. 

 

  
0 3 ?@>?CA:=0 740B=VABL 4> <>45@=V70FVW; 1 3 B0 ?VA;O <>45@=V70FVW. 

$8AC=>: 1 3  >45;L ?>:@8BBO 4;O #>;>3V2AL:>3> @09>=C. 
 

#@>2545=89 0=0;V7 IV;L=>ABV 701C4>28, @5;LTDC B0 @>7?>4V;C =0A5;5==O 
4>72>;82 >?B8<0;L=> @>7B0HC20B8 107>2V AB0=FVW, 70157?5GCNG8 ?>2=5 
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?>:@8BBO 2AVTW B5@8B>@VW [4]. *5 @VH5==O 2@0E>2CT ?>B@518 O: F5=B@0;L=8E 
@09>=V2 V7 28A>:>N V=B5=A82=VABN 729O7:C, B0: V <5=H =0A5;5=8E 7>=, 45 
@0=VH5 <>3;8 A?>AB5@V30B8AO ?@>1;5<8 7V 729O7:><. "A>1;82C C203C 
?@84V;5=> 70157?5G5==N 729O7:C 2 <VAFOE V7 ?V428I5=8< =020=B065==O<, 
B0:8E O: 3@><04AL:V F5=B@8, B@0=A?>@B=V 2C7;8 B0 68B;>2V <0A828. &0:89 
?V4EV4 4>72>;82 =5 ;8H5 2V4=>28B8 @>1>BC <5@56V ?VA;O 71>W2, 0 9 7=0G=> 
?>:@0I8B8 WW 5D5:B82=VABL, =04V9=VABL V 2V4?>2V4=VABL ACG0A=8< AB0=40@B0<. 

%#�%"� ���"$�%&�!"� ��&�$�&'$� 

1. Stallings, W. (n.d.). Wireless Communications and Networks. 

2. Forsk. (n.d.). Atoll LTE Network Planning and Optimization: Documenta-

tion and Materials. 

3. Lee, W. C. Y. (n.d.). Mobile Radio Networks: Configurations, Analysis, 

and Design. 

4. Mohammed, E. M., & El-Dosuky, M. M. E. (n.d.). Mobile Network De-

sign and Optimization. 

 

'�� 004.738.5:621.391 
%C<0@N: %.�.1, +>@=>1>@>4>2  .#. 2,  >@>7 �.�. 3 

1 0A?. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 :0=4. B5E=. =0C:, 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
3 AB0@H. 28:;. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

%' �$.� %.�., +"$!"�"$"�"�  .#. ,  "$"� �.�.  
���"$�&  $"�&�,"�'��!!/ ��� �!&�� �'��" �$��� !� 

 �%*��"%&� � '$�)'��!!/  «!��"%&'#!�) �"!» 

 >=VB>@8=3 72C:>28E E28;L <0T H8@>:5 28:>@8AB0==O C @V7=8E AD5@0E 
ACG0A=>ABV [1]. �V4 <>=VB>@8=3C 72C:V2 ?>AB@V;V2 2 <VAL:V9 701C4>2V 4;O H28-
4H>3> @503C20==O =0 ?@02>?>@CH5==O, 28:>@8AB0==O A5=A>@V2 72C:C 4;O 28-
7=0G5==O <VAF57=0E>465==O 1@0:>=LT@V2 2 70:07=8:0E B0 ?@8@>4>>E>@>==8E 
7>=0E, 4> 287=0G5==O <VAFO 281CEC <V=8 ?V4 G0A @>1VB 7 ?>2>T==>3> @>7<V=>-
2C20==O. $>728B>: V=4CAB@VW ?5@A>=0;L=8E ;VB0NG8E 4@>=V2 :><?0:B=8E @>7-
<V@V2 ?@872>48BL 4> ?>O28 B5E=VG=8E @VH5=L I>4> 72C:>2>3> 28O2;5==O ?>4V-
1=8E 28@>1V2 4;O 70?>1V30==O =5A0=:FV>=>20=><C 28:>@8AB0==N 01> 715@5-
65==N 68BBV2 F82V;L=8E B0 2V9AL:>28E >AV1 C @07V 28:>@8AB0==O 2V9AL:>28E 
4@>=V2. 

#@>AB>@>20 ;>:0;V70FVO 72C:>28E E28;L T =5B@82V0;L=>N 7040G5N O:0 
?>B@51CT 2@0EC20==O 1030BL>E ?0@0<5B@V2 4;O CA?VH=>3> 2V4?@0FL>2C20==O. 
"4=8<8 7 >A=>2=8E G8==8:V2, I> 2?;820NBL =0 ?>H8@5==O 72C:C =0 <VAF52>-
ABV T ?@>AB>@>2V E0@0:B5@8AB8:8 DV78G=8E ?5@5H:>4 [2] (@>7<V@, IV;L=VABL, 
?>;>65==O =0 <VAF52>ABV), 0 B0:>6 B0:V >A>1;82>ABV <VAF52>ABV O: ?5@5?04 
28A>B B0 =0O2=VABL 7>=, 2:@8B8E 2>4>N. �28G09=>, 4;O @>7B0H>2C20==O A5=A>-



57 

 

@V2 28:>@8AB>2CNBL 604V1=89 0;3>@8B< (Greedy algorithm) [3], O:89 70A=>20-
=> =0 @>7<VI5==V <=>68=8 B>G>: % =0 ?;>I8=V S, 4>B@8<CNG8AL C<>28, I> 
2-3 ?>?5@54=VE A5=A>@8 <0NBL 7>=8 ?5@5:@8BBO, 287=0G5=V @04VCA><  C 
7>=V GCB;82>ABV :>6=>3> =>2>3> A5=A>@C. �030;L=0 D>@<C;0 281>@C <=>68=8 
B>G>: =0 ?;>I8=V S 283;O40T =0ABC?=8< G8=><: 

 

,                           (1) 

 

45  3 =>25 <VAF5 @>7B0HC20==O A5=A>@C,  3 B>G:0, I> ;5-
68BL C <560E ?>B5=FV9=8E B>G>:, I> =09ACBBT2VH5 ( ) 71V;LHCNBL ?;>IC 
7030;L=>3> ?>:@8BBO 7040=>W ?;>I8=8 S,  3 ?;>I0 ?;>I8=8 S 
?VA;O 4>4020==O =>2>3> A5=A>@C 2 B>GFV-:0=4840BV,  3 ?;>I0 ?>:@8BBO 
?>?5@54=L>3> 5B0?C. 

�>6=89 281V@ B>G:8 28E>48BL 7 =01>@C :0=4840BV2, I> >18@0NBLAO 70 
=0ABC?=8< :@8B5@VT<: 

,                               (2)    

45  4 <=>68=0 265 @>7<VI5=8E A5=A>@V2,  4 ?>B5=FV9=0 B>G:0 4;O 
=>2>3> A5=A>@0, 4 2V4AB0=L <V6 A5=A>@><  B0 B>G:>N ,  3 <0:A8-
<0;L=89 @04VCA 2V4 ?>?5@54=L>3> A5=A>@C, 2 O:><C 4>72>;5=> @>7<VI5==O 
=>2>3> A5A>@C,  4 ?;>I8=0, 2 <560E O:>W <>6=0 @>7<VIC20B8 A5=A>@8. 

&>G:8 =0 2V4AB0=V  >18@0NBLAO ?> 48A:@5B=8E :CB>28E =0?@O<:0E: 
 

        ,  (3) 

 

45  B0  - :>>@48=0B8 265 @>7<VI5=>3> A5=A>@0 ,   - <=>68=0 48A-
:@5B=8E :CBV2. *5 2V4?>2V40T 35=5@0FVW B>G>: =02:>;> :>6=>3> A5=A>@0 7 ?52-
=8< :CB>28< :@>:><. 

�;O 4>AO3=5==O 1V;LH >?B8<0;L=>3> @>7<VI5==O 0C4V>A5=A>@V2 =0 <VA-
F52>ABV, =5>1EV4=> 2@0EC20B8 ?>=OBBO «=54>ABC?=8E 7>=», O:V >1<56CNBL 
B>G:8 @>7<VI5==O A5=A>@V2, 0 B0:>6 48:BCNBL ?>?@02:8 =0 @>7<VI5==O A5=-
A>@V2 =02:>;> =8E. *5 2 A2>N G5@3C 4>72>;8BL >?B8<V7C20B8 0;3>@8B<, ?>B5=-
FV9=> 7<5=H82H8 :V;L:VABL A5=A>@V2 4;O @>7<VI5==O =0 ?;>I8=V 0 B0:>6 
?@>2545==O< 1V;LH ?@028;L=>3> WE @>7<VI5==O. 

#@54AB02;5=> 0;3>@8B<, O:89 70A=>20=> =0 �04V1=><C 0;3>@8B<V 
(Greedy algorithm), O:89 ?@0FNT V7 7040=>N ?;>I8=>N B>G>: @>7<VI5==O 
A5=A>@V2, =0<030NG8AL @>7<VAB8B8 WE B0:8< G8=>< I>1 ?>:@8B8 O:><>30 1V-
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;LHC ?;>IC, ?@8 FL><C <V=V<V7CNG8 7>=8 O:V =5?>:@8BV 7>=>N GCB;82>ABV 
A5=A>@V2 7 C@0EC20==O< «=54>ABC?=8E 7>=»: 

 

    ,   (4) 

45  - <=>68=0 701>@>=5=8E F5=B@V2, C O:V9 :>6=0 B>G-
:0  <0T @04VCA 701>@>=8 . 

%#�%"� ���"$�%&�!"� ��&�$�&'$� 

1. Rossing T. D. Springer Handbook of Acoustics. 3 Berlin : Springer, 2007. 

3 1182 A. 
2. Taus L., Tsai Y.-H. R. Efficient and robust sensor placement in complex 

environments // arXiv preprint. 3 2023. 3 arXiv:2309.08545. 3 23 p. 

3. Piña-Covarrubias E., Hill A. P., Prince P., Snaddon J. L., Rogers A., 

Doncaster C. P. Optimization of sensor deployment for acoustic detection and 

localization in terrestrial environments // Remote Sensing in Ecology and 

Conservation. 3 2018. 3 Vol. 5, No. 2. 3 P. 1803192. 3 DOI: 10.1002/rse2.97. 

 

621.396.67.012.12 

+>@=>1>@>4>20 !. #.1, +>@=>1>@>4>2  . #.2, �><V=>2 �. �.3 

1 &"� !�( "%2540, �B4" 
2 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
3 0A?. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
+"$!"�"$"�"�� !. #., +"$!"�"$"�"�  . #., �" �!"� �. �.  
���!�+�!!/ #$���&!"%&� "#$" �%�"��)" �!&�! �" �) 

��%&"%'��!!/ #��$"����� � �%' 

�5@602=89 2V9AL:>2>-?@><8A;>289 :><?;5:A (�#�), O:89 ':@0W=0 
>B@8<0;0 C A?04>: 2V4 %$%$, O: 1C2 =5740B=8< ?@8AB>A>2C20B8AL 4> 
H284:>?;8==8E 7<V= ?>B@51 71@>9=8E A8;, B0: V ?@>4>26CT 28@>1;OB8 =5 B5, 
I> ?V428I8BL 1>T740B=VABL 01> 70E8I5=VABL 2V9AL:>2>A;C61>2FO, 0 
28=OB:>2> B5, I> 2>=8 728:;8 (7 40;5:8E 70-E @.@.) 28@>1;OB8. #>O20 4@>=V2 
4>:>@V==> 7<V=8;0 70E>48 157?5:8 ?V4@>74V;V2 �%'. � C<>20E FV;:>28B>W 
157?>@04=>ABV �#� 2 ?;0=V @>7@>1:8 9 283>B>2;5==O 0=B5= 4;O 70E8ABC 2V4 
�#��, 28@>1=8FB2>< F8E 0=B5= 709=O;8AO, 7451V;LH>3>, «30@06=V» 4V;:8 - 
;N48 157 1C4L-O:>W >A2VB8, 157 6>4=>3> @>7C<V==O ACB=>ABV A?@028. 

� 3>=8B2V 70 ?@81CB:0<8, FV "28@>1=8:8" 70<V=NNBL 0;N<V=V9 =0 
=5V@602V9:C, >F8=:>2:C, AB0;L, =5 702648 B>G=> 4>B@8<CNBLAO @>7<V@V2 9 
B5E=>;>3VW. �2VA=>, G5@57 F5 E0@0:B5@8AB8:8 0=B5= 2V4 "G0AB:>2>" 4> "VAB>B=>" 
?>3V@HCNBLAO, 0;5 "28@>1=8:8" B0:8<8 @5G0<8 35BL =5 ?5@59<0NBLAO - 2>=8 
?@>AB> =5 ?V4>7@NNBL ?@> F5& 
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�0B5;5D>=C9B5 4> 1C4L-O:>W 30@06=>W :>=B>@8 9 A?8B09B5: "/:0 H8@8=0 
4V03@0<8 A?@O<>20=>ABV �0H>3> 28@>1C?". *5 ?8B0==O A?>G0B:C A?0=B5;8GCT 
?@>402FO, 0;5, :>;8 2V= >3>2B0TBLAO, ?VA;O ?0C78, �8 >B@8<0TB5 >4=C 7 
=0ABC?=8E ?>H8@5=8E 2V4?>2V459: "*5 - 0=B5=0 =0 B0:C-B> G0AB>BC" 01> "' =5W 
- :C?>;L=0 4V03@0<0". ,5452@>< T 70O20: "*5 - 0=B5=0 B0:>3>-B> B8?C, B><C 
4V03@0<0 C =5W - AB0=40@B=0". 

�;O 70E8ABC 2V4 2>@>68E �?�� =075<=8E >19T:BV2 (02B><>1V;L, >:>?) 
=5>1EV4=> <0B8 0=B5=C 7 H8@>:>N 4V03@0<>N, A?@O<>20=C 25@B8:0;L=> 23>@C. 
�;O B0:8E 70AB>AC20=L G0AB> 28:>@8AB>2CNBL 0=B5=C  >:A>=0 (482. @8A. 1). 

 

 
$8AC=>: 1 - �=B5=0  >:A>=0 

 

�8@>1=8:8 70O2;ONBL H8@8=C 4V03@0<8 A?@O<>20=>ABV 2V4 90° 4> "25@E-
=O ?V2:C;O". ' ?5@5206=V9 1V;LH>ABV 28?04:V2, "28@>1=8:" =5 <0T 6>4=>3> 
CO2;5==O ?@> A?>AV1 @>7@0EC=:C B0:>W 0=B5=8. � O:I> ?>AB0T 7040G0 283>B>2-
;5==O B0:>W 0=B5=8 =0 =>289 G0AB>B=89 4V0?07>=, 4;O O:>3> B0:V 0=B5=8 I5 
=VEB> =5 @>182, B> 4V;:8 =0 2;0A=89 @>7AC4 7<V=NNBL @>7<V@8 0=B5=8 9 ?@>-
40NBL. �;O ?@8:;04C, ?>4828<>AL =0 @8A. 2. &CB =02545=> 5:A?5@8<5=B0;L=V 
4V03@0<8 A?@O<>20=>ABV 0=B5=8  >:A>=0, 283>B>2;5=>W =0 @>1>GC G0AB>BC 1,5 
��F. 

� @8A. 2 284=>, I> @>1>G>N G0AB>B>N 0=B5=8 T G0AB>B0 760  �F (70<VABL 
70O2;5=8E 1,5 ��F), >A:V;L:8 =0 =V9 D>@<0 4V03@0<8 A?@O<>20=>ABV T 728G09-
=>N 4;O B0:8E 0=B5= (482. <0;. 2, 0)). !0 @8A. 2, 1) .. 3) <>6=0 ?>10G8B8 ?@>-
F5A ?>3V@HC20==O E0@0:B5@8AB8:8: 70 71V;LHC20==O G0AB>B8 >?@><V=N20==O 
0=B5=8 (?@81;87=> =0 90° 078<CB0;L=>3> :CB0) D>@<CTBLAO 1VG=0 ?5;NAB:0 
(482. <0;. 2, 1)), ?@>4>26CT 7@>AB0B8 (482. <0;. 2, 2)) V =0 G0AB>BV 1230  �F 
(482. <0;. 2, 3)) 2>=0 ?>G8=0T ?5@528IC20B8 70 @V2=5< 3>;>2=C ?5;NAB:C. 

!060;L, C =0A =5<0T B5E=VG=>W <>6;82>ABV 74V9A=N20B8 28<V@N20==O =0 
G0AB>B0E 1V;LH8E, 70 1230  �F. &><C <8 =5 <>65<> ?@>45<>=AB@C20B8 D>@-
<8 4V03@0<8 A?@O<>20=>ABV FVTW 0=B5=8 =0 G0AB>BV 1,5 ��F (70O2;5=V9 @>1>GV9). 
�;5 =0 <0;. 2, 3) <>6=0 ?>10G8B8 D>@<C20==O 4@C3>W 1VG=>W ?5;NAB:8 - ?@81-
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;87=>, =0 310° 078<CB0;L=>3> :CB0. !5<0T AC<=V2V2, I> =0 G0AB>BV 1,5 ��F C 
FVTW 0=B5=8 1C45 3 "3>;>2=V" ?5;NAB:8. *5 ?@872545 4> B>3>, I> ;8H5 B@5B8=C 
?>BC6=>ABV ?>AB0=>2=8:0 0:B82=8E 70204 1C45 28?@><V=5=> 70 ?@87=0G5==O<, 
0 42V B@5B8=8 - ?@>AB> >?@><V=N20B8<CBL =02:>;8H=VE ;N459, I> =5 T :>@8-
A=8< 4;O WE 74>@>29O. 

 

0) 1) 

2) 3) 
 

$8AC=>: 2 - �V03@0<8 A?@O<>20=>ABV 0=B5=8  >:A>=0 =0 G0AB>B0E: 
0) 760  �F, 1) 870  �F, 2) 970  �F, 3) 1230  �F. 

 

 

621.375.9:621.376 

+>@=>1>@>4>20 !. #.1, +>@=>1>@>4>2  . #.2,  0A;>2 ". ". 
1 &"� !�( "%2540, �B4" 
2 4>F. !'«�0?>@V7L:0 ?>;VB5E=V:0»  
3 0A?. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
+"$!"�"$"�"�� !. #., +"$!"�"$"�"�  . #.,  �%�"� ". ".  

���!�+�!!/ !�#$'�� �����!!/ #��%��.��+� 

�;O ?@89<0==O A;01:8E A83=0;V2 28:>@8AB>2CNBL ?V4A8;N20GV 7 <0;8< 
:>5DVFVT=B>< HC<C 2V4 @V7=8E 28@>1=8:V2. AD8317 4 F5 45<>4C;N20;L=89 
;>30@8D<VG=89 ?V4A8;N20G, 740B=89 7 28A>:>N B>G=VABN ?5@5B2>@N20B8 
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2EV4=89 @04V>G>AB>B=89 A83=0; C 4V0?07>=V 2V4 1  �F 4> 8 ��F. �8@>1=8: 
70O2;OT 157?@5F545=B=C AB01V;L=VABL ;>30@8D<VG=>3> ?5@5B2>@5==O =570;56-
=> 2V4 B5<?5@0BC@8 =02:>;8H=L>3> A5@54>28I0 70 =0?@C38 682;5==O 2V4 3 � 
4> 5,5 � (482. @8A. 1 9 @8A. 2 [1]). �0157?5G5==O =0;56=>W B5<?5@0BC@=>W AB0-
1V;V70FVW 4>AO30TBLAO 281>@>< =><V=0;C @578AB>@0 RTADJ (2 70;56=>ABV 2V4 
G0AB>B8 2EV4=>3> A83=0;C). 

 

 
$8AC=>: 1 - �8EV4=0 =0?@C30 VOUT 9 ;>30@8D<VG=5 ?5@5B2>@5==O 2 70;56=>ABV 
2V4 ?>BC6=>ABV PIN 2EV4=>3> A83=0;C =0 G0AB>BV 1,9 ��F 70 RTADJ=8 :"< 
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$8AC=>: 2 - �8EV4=0 =0?@C30 VOUT 9 ;>30@8D<VG=5 ?5@5B2>@5==O 2 70;56=>ABV 
2V4 ?>BC6=>ABV PIN 2EV4=>3> A83=0;C =0 G0AB>BV 5,8 ��F 70 RTADJ=500 "< 

� @8A. 1..2 284=>, I> 70 2V4ACB=>ABV 2EV4=>3> A83=0;C, =0?@C30 =0 28E>4V 
VOUT <CA8BL 1CB8 1V;LH>N 70 1,6 �. �;5 2 E>4V 4>A;V465==O @568<V2 @>1>B8 
<V:@>AE5<8 AD8317 1C;> 28O2;5=>, I> B>G=VABL ;>30@8D<VG=>3> ?5@5B2>-
@5==O 9, 2V4?>2V4=>, D>@<C20==O 28EV4=>W =0?@C38 VOUT, A8;L=> 70;568BL 2V4 
=0?@C38 682;5==O VPOS. ' B01;. 1 =02545=> 70;56=VABL 28EV4=>W =0?@C38 VOUT 

2V4 VPOS. !0 ?V4AB02V >B@8<0=8E =0<8 40=8E, @5:><5=4CTBLAO 6828B8 <V:@>A-
E5<C 2V4 =0?@C38 =5 <5=H5 4 �. 
 

&01;8FO 1 3 �0;56=VABL 28EV4=>W =0?@C38 VOUT 2V4 =0?@C38 682;5==O VPOS 

VPOS, � VOUT, �  VPOS, � VOUT, �  VPOS, � VOUT, �  VPOS, � VOUT, � 

<3,3 0  3,5 0,6  3,8 1,2  4,1 1,69 

3,3 0,15  3,6 0,9  3,9 1,4  4,2 1,706 

3,4 0,4  3,7 1,1  4,0 1,61  g4,3 1,707 

 

%#�%"� ���"$�%&�!"� ��&�$�&'$� 

1. www.analog.com/media/en/technical-documentation/data-

sheets/ad8317.pdf 
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%��*�/ «�!("$ �*��!� &�)!"�"��� ����&$"!!�) ��%"���» 
 

 

'�� 004.942:629.735 
�>ABO=>9 #.�.1, (0@0D>=>2 "...2 
1 0A?. 3@. �-172.12 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 :0=4. B5E=. =0C:., 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

�"%&/!"� #.�., (�$�("!"� "... 

���"$�& �+!� �����#�+�!!/ #"#�$��!,"� "�$"��� � 
���#��"&!�) �#�$�&�� ��/ #"�'�"�� &$��� �$!"� ��$&� 

 �%*��"%&� 

� >AB0==V @>:8 157?V;>B=V ;VB0;L=V 0?0@0B8 (�#��) AB0;8 =570<V==8<8 
V=AB@C<5=B0<8 4;O H284:>3> 0=0;V7C <VAF52>ABV, <>=VB>@8=3C =02:>;8H=L>3> 
A5@54>28I0 B0 @503C20==O =0 =04728G09=V A8BC0FVW. "4=5 7 =091V;LH 
?5@A?5:B82=8E 70AB>AC20=L ?>;O30T C AB2>@5==V 45B0;L=8E B@828<V@=8E (3D) 
:0@B ?@8@>4=>3> B0 <VAL:>3> A5@54>28I0. "4=0: =5>1@>1;5=V 40=V, >B@8<0=V 
2V4 40BG8:V2 �#��, B0:8E O: LiDAR, :0<5@8 RGB V 1030B>A?5:B@0;L=8E 
?@8AB@>W2, G0AB> <0NBL @V7=V =54>;V:8. �> =8E =0;560BL HC<, =5B>G=>ABV 
G5@57 @CE, 4@59D 40BG8:0, C<>28 >A2VB;5==O B0 =5?>2=5 ?>:@8BBO. &><C 
@>7@>1:0 5D5:B82=8E 0;3>@8B<VG=8E <5B>4V2 ?>?5@54=L>W >1@>1:8 T 
206;82>N 4;O 70157?5G5==O B>G=>ABV B0 =04V9=>ABV :V=F528E 3D-<>45;59 
<VAF52>ABV. 

�>A;V465==O 4>A;V46C20;8 @V7=V <5B>48 ?>?5@54=L>W >1@>1:8 4;O 
?V428I5==O O:>ABV 40=8E, >B@8<0=8E 7 �#��. !0?@8:;04, 2 [1] =040=V 
28G5@?=V 2:07V2:8 4;O :0@B>3@0DC20==O ?>;L>BV2 �#�� B0 ?V4:@5A;5=> 
206;82VABL ?V43>B>2:8 B0 28:>=0==O ?>;L>BC 4;O 70157?5G5==O 
28A>:>O:VA=>3> 71>@C 40=8E. �@V< B>3>, 2 [2] ?@54AB02;5=> =04V9=89 
V=AB@C<5=B 4;O 3D-:0@B>3@0DVW 70;V7=8FL 7 28:>@8AB0==O< 40=8E �#��, 
V=B53@CNG8 D>B>3@0<<5B@VN, HBCG=89 V=B5;5:B V <5B>48 :><?9NB5@=>3> 7>@C 
4;O ?V428I5==O B>G=>ABV.  

!572060NG8 =0 FV 4>AO3=5==O, 70;8H0NBLAO ?@>1;5<8 C AB0=40@B870FVW 
@>1>G8E ?@>F5AV2 ?>?5@54=L>W >1@>1:8, 7>:@5<0 2 >1@>1FV 70HC<;5=8E 
40=8E, 28@V2=N20==O E<0@ B>G>: 7 :V;L:>E B@0T:B>@V9 ?>;L>BC B0 
70157?5G5==O AC<VA=>ABV 7 @V7=8< ?@>3@0<=8< 70157?5G5==O< 4;O 
:0@B>3@0DC20==O. #@>?>=>20=5 4>A;V465==O CAC20T FV ?@>30;8=8 H;OE>< 
@>7@>1:8 <>4C;L=>3> :>=25T@0 ?>?5@54=L>W >1@>1:8, O:89 2:;NG0T 
A8=E@>=V70FVN 40=8E, 7<5=H5==O HC<C, 28@V2=N20==O E<0@8 B>G>: V 
AB0=40@B870FVN D>@<0BC. *59 ?V4EV4 A?@O<>20=89 =0 ?V428I5==O B>G=>ABV B0 
=04V9=>ABV 3D-<>45;59 <VAF52>ABV, AB2>@5=8E =0 >A=>2V 40=8E �#��. 
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!>287=0 FL>3> 4>A;V465==O ?>;O30T 2 9>3> :><?;5:A=V9 B0 040?B82=V9 
AB@C:BC@V, O:0 =5 BV;L:8 ?>:@0ICT VA=CNGV <5B>48 ?>?5@54=L>W >1@>1:8, 0;5 9 
?>;53HCT V=B53@0FVN O: 7 F5=B@0;V7>20=8<8, B0: V 7 1>@B>28<8 A8AB5<0<8 
>1@>1:8 �#��. &0:8< G8=><, 2V= >1A;C3>2CT 4>40B:8 2 @568<V @50;L=>3> 
G0AC 2 B0:8E AD5@0E, O: @503C20==O =0 AB8EV9=V ;8E0, 2V9AL:>20 @>72V4:0 B0 
AV;LAL:>3>A?>40@AL:89 <>=VB>@8=3, 45 H284:5 B0 B>G=5 :0@B>3@0DC20==O 
<VAF52>ABV <0T 28@VH0;L=5 7=0G5==O. 

*5 4>A;V465==O 7>A5@5465=> =0 AB2>@5==V V=B53@>20=>W >A=>28 4;O 
?>?5@54=L>W >1@>1:8 40=8E, 7V1@0=8E �#��, ?5@54 AB2>@5==O< 3D-:0@B. *59 
?V4EV4 2:;NG0T :V;L:0 :;NG>28E 5B0?V2: A8=E@>=V70FVN 40=8E, 7<5=H5==O 
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D>@<0BC. "A=>2=0 C2030 ?@84V;OTBLAO 70157?5G5==N AC<VA=>ABV 7 H8@>:8< 
A?5:B@>< :0@B>3@0DVG=>3> ?@>3@0<=>3> 70157?5G5==O B0 V=AB@C<5=BV2 7 
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�;3>@8B< ?>?5@54=L>W >1@>1:8 A:;040TBLAO 7 ?9OB8 :;NG>28E 5B0?V2, 
@>7@>1;5=8E 4;O ?5@5B2>@5==O =5>1@>1;5=8E 40=8E 40BG8:V2 C G8ABC, 
?>A;V4>2=C E<0@C B>G>:, ?@840B=C 4;O 3D-<>45;N20==O. 

�B0? 1. �1V@ 40=8E V A8=E@>=V70FVO. !5>1@>1;5=V 40=V 7 :V;L:>E 40BG8:V2 
�#�� (LiDAR, RGB, IMU) 718@0NBLAO B0 A8=E@>=V7CNBLAO 70 4>?><>3>N 
G0A>28E ?>7=0G>:. #0@0<5B@8 :0;V1@C20==O 70AB>A>2CNBLAO 4;O 28?@02;5==O 
A?>B2>@5=L 40BG8:0. 

�B0? 2. �<5=H5==O HC<C B0 2840;5==O 28:84V2.  5B>4 2840;5==O 
AB0B8AB8G=8E 28:84V2 28:>@8AB>2CTBLAO 4;O CAC=5==O 70HC<;5=8E 01> 
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�B0? 3. $5TAB@0FVO E<0@8 B>G>:. �V;L:0 E<0@ B>G>: >19T4=CNBLAO 70 
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@53V>=V2. &>G:8 7 =87L:8< @V2=5< 4>AB>2V@=>ABV 2V4DV;LB@>2CNBLAO =0 >A=>2V 
V=B5=A82=>ABV A83=0;C 01> ?><8;:8 ?>78FV>=C20==O. 

�B0? 5. �>=B@>;L O:>ABV B0 3>B>2=VABL :0@B8. -V;L=VABL B>G>: 
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=5>1@>1;5=8<8 40=8<8, 7=0G=> ?V428ICNG8 O:VABL F8D@>28E <>45;59 28A>B8 
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MALYI OLEKSANDR1, VYCHUZHANINA SNIZHANA 

DRFM TYPE DIGITAL DEVICES FOR STORING AND REPRODUCING 

RADAR SIGNALS IN RADIO JAMMING 

Today, digital frequency storage and reproduction devices, abbreviated as 

DRFM, are being developed, manufactured, and operated. 
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In DRFM devices, the signal is divided into quadrature components. This 

ensures the constancy of the circuit's output effect at those moments when the 

signal at the output of the cosine channel is zero, at the output of the sine channel is 

maximum, and vice versa. At any initial phase, the signal can be decomposed into 

cosine and sine components, and then restored, preserving all the information, but 

already in low-frequency oscillation. 

The phase of the reference frequencies of the quadrature components is 

recorded with an accuracy of Ã, that is, single-bit phase quantization is 

implemented in the analog-digital device. During signal reconstruction, such a 

rough phase determination leads to the formation of parasitic sidebands around 

each spectral component of the reconstructed signal. The level of the bands is only 

8 dB below the level of the corresponding principal components. As a result, up to 

14% of the power of the reconstructed signal is made up of parasitic sidebands of 

its spectral components. 

When using such a signal to create signal-like interference, the presence of 

parasitic sidebands is dangerous. Due to these components, it is possible to 

differentiate signals from interference. The differentiation can be made more 

difficult by simply increasing the number of bits in the quantization of the phase of 

the quadrature components. Thus, during two-, three-, four-, and five-bit 

quantization, the phase intensities of parasitic sidebands are reduced by 9, 17, 23, 

and 29 dB compared to the case of one-bit quantization. At the same time, the 

power losses due to parasitic components in the restored signal are reduced from 

14 to 2; 0.3; 0.1 and 0.02%, respectively. With the reduction of these losses, the 

accuracy of signal reproduction increases. 

Since increasing the quantization levels is not very difficult, it seems 

reasonable to immediately use multi-bit quantization in order to eliminate the 

influence of the factor under consideration on the accuracy of signal reproduction. 

However, the quantization step cannot be chosen arbitrarily. Ultimately, the choice 

of step is determined by the intensity of noise and the errors of the signal sensor. 

Signal recovery in DRFM occurs in the reverse order of storage. The signal 

reproduced at the operating reference frequency fA is filtered and sent to the signal-

like interference formation device to be endowed with the appropriate types of 

interference modulation. From the sequence of such copies of the signal of the 

radio-electronic device, range-leading, speed-leading, re-targeting and other 

interferences are formed in it. The false Doppler shift is introduced using a digital 

frequency synthesizer. There are centimeter-range synthesizers with a frequency 

tuning step of about units of Hertz, which provide suppression of the true 

frequency by 60& 70 dB and change of the frequency of the radiated interference 
signal according to any given law within hundreds of kilohertz. 

When generating interference by the speed tracking channel in the described 

DRFM, it is taken into account that the accuracy of its reproduction of the signal 
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frequency of the radio electronic device being suppressed is about 1 kHz. The 

inaccuracy of frequency reproduction can be compensated for, for example, by 

introducing an initial frequency shift of close to 1 kHz of the reconstructed signal 

in the direction opposite to that chosen for the direction of frequency change. 

Note that other DRFMs may have higher accuracy. In one DRFM, for 

example, operating in the 7&18 GHz frequency band, an accuracy of at least 50 
Hz was achieved, however, when receiving a signal with a duration of 1 ms. When 

memorizing shorter signals, accuracy, of course, decreases. The generated signal-

like interference is amplified by the final power amplifier of the corresponding 

frequency subrange and radiated by the transmitting antenna of the active 

interference station towards the suppressed radio-electronic device. 
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0=0;>3>28E A8AB5<. !87L:0 70B@8<:0, 28A>:0 ?@>?CA:=0 740B=VABL V 
<>6;82VABL AB01V;L=>W @>1>B8 C A:;04=8E C<>20E 7=86CNBL >1<565==O 
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740B=VABN 4> 040?B82=>3> C?@02;V==O 2V45>?>B>:><. 
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?V4B@8<CT 4> 59 =>28E 20- �F :0=0;V2, 0 B0:>6 H8@HV :0=0;8 40, 80 B0 160 
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"A=>2=8<8 B5E=VG=8<8 ?5@52030<8 WiFi 6E T: 
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A METHOD FOR SOURCE-SIDE AUTHENTICATION IN ANALOG 

VIDEO TRANSMISSION 

As previously emphasized by the authors in their prior research [1], the criti-

cal role of analog video systems in mission-critical unmanned applications is at-

tributed to their low latency, cost-effectiveness and resilience in noisy environ-

ments and signal conditions. However, these systems remain inherently insecure, 

which highlights the necessity not only for incorporation of strong encryption 

methods, but also incorporation of reliable mechanisms of signal source verifica-

tion to counter spoofing and ensure signal origin authenticity. 

Historically, the primary focus of analog video protection systems has been 

on prevention of content unauthorized viewing and copying, rather than origin of 

the signal verification. Techniques such as Macrovision analog copy protection and 
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the Copy Generation Management System for Analog (CGMS-A) were designed to 

defeat duplication devices but lacked any capability to verify the identity of the 

transmitter. Even more advanced methods, such as watermarking and embedded 

control bits, did not incorporate cryptographically secure authentication mecha-

nisms, leaving such systems vulnerable to spoofing, relay, and signal injection 

attacks [2][3]. The absence of standardized asymmetric cryptographic approaches 

to analog signal source verification represents a critical gap in the design of secure, 

mission-critical video transmission infrastructure, and presents a viable field of 

research. 

Early conditional-access systems for analog broadcasting were primarily 

concerned with content encryption and subscriber authorization, using techniques 

such as session key distribution and scrambling control signals, embedded within 

VBI lines. However, these mechanisms addressed content confidentiality rather 

than source authentication. As noted by Yang [4], <one-way authentication is also 

needed to verify the origin of services= yet implementations were mostly based on 
symmetrical algorithms and private-key systems that provided no cryptographic 

proof of transmitter identity. This persistent gap in the analog signal protection 

model reinforces the need for secure and verifiable methods of source validation in 

modern unidirectional transmission environments. 

The system described in the paper is designed to embed cryptographic 

metadata, generated using asymmetric algorithms instead of group-master keys 

system [4], into the video signal path without requiring a reverse communication 

channel, making it suitable for one-way or offline validation scenarios. 

Potential application domains include: (1) multi-source environments where 

source trust is essential; (2) resistance to spoofing by fake or hijacked transmitters; 

(3) mitigation of video-based denial-of-service attacks through source-level filter-

ing; (4) secure forensic archiving of analog footage with verifiable origin; (5) law-

ful or military deployments where source attribution is mandatory. 

The proposed signal source authentication method relies on embedding an 

encrypted and cryptographically signed metadata into the analog signal path at the 

transmission side. The system architecture includes a source-side cryptographic 

module that encrypts metadata using receiver public key and generates digital 

signatures for the data packet, which are then injected into predefined intervals of 

the signal using amplitude or timing modulation techniques. On the receiver side, 

the verification unit extracts the metadata, decrypts the payload using receiver 

private key, and validates the signature using a stored transmitter public key, with-

out the need for two-way communication or direct fixed key sharing. The method 

is designed to be platform-independent and suitable for integration with existing 

analog transmission chains. Further technical details, including data encoding for-

mats, error correction methods, synchronization schemes, packet segmentation, 
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noise resistance and reliability under interference and signal distortion are subjects 

of ongoing research. 
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2 :0=4. B5E=. =0C:, 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

/$",�!�" �.$.,  ���� "...  
$"�$"��� ����&$"!!"�" ��"�' ��/ $���$!"� %�%&� � 

��/���!!/ �$"!�� 

%CG0A=89 @>728B>: 157?V;>B=8E ;VB0;L=8E 0?0@0BV2, 7>:@5<0 4@>=V2, 
2V4:@820T =>2V <>6;82>ABV C AD5@0E ;>3VAB8:8, AV;LAL:>3> 3>A?>40@AB20, 
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>E>@>=8 =02:>;8H=L>3> A5@54>28I0 B0 1030BL>E V=H8E 30;C7OE. "4=0: 
7@>AB0==O :V;L:>ABV 4@>=V2 C ?>2VB@O=><C ?@>AB>@V ?>B@51CT 2?@>20465==O 
5D5:B82=8E A8AB5< 4;O WE=L>3> 28O2;5==O, :>=B@>;N B0 :>>@48=0FVW. 
"A>1;82> 206;828< F5 T 2 C<>20E V=B5=A82=>3> 28:>@8AB0==O �#�� ?>1;87C 
05@>?>@BV2, 70E8I5=8E B5@8B>@V9 01> >1'T:BV2 7 ?V428I5=8< B5E=VG=8< 
=020=B065==O<. 

 5B>N FVTW @>1>B8 T AB2>@5==O 5;5:B@>==>3> 1;>:C 4;O @040@=>W 
A8AB5<8, O:89 70157?5G8BL B>G=5 B0 A2>TG0A=5 28O2;5==O 157?V;>B=8E 
;VB0;L=8E 0?0@0BV2 C :>=B@>;L>20=V9 7>=V. &0:89 ?V4EV4 A?@8OB8<5 
?V428I5==N @V2=O >@30=V70FVW ?>2VB@O=>3> ?@>AB>@C, 70?>1V30==N <>6;828< 
:>=D;V:B0< <V6 >1'T:B0<8 B0 7030;>< ?V428I8BL 5D5:B82=VABL @>1>B8 A8AB5< 
<>=VB>@8=3C. $>1>B0 107CTBLAO =0 ACG0A=8E B5E=>;>3VOE @04V>;>:0FVW B0 
0=0;V7C A83=0;V2, 7 C@0EC20==O< <V6=0@>4=>3> 4>A2V4C 2 40=V9 AD5@V. 

�>=AB@C:FVO @04V>;>:0FV9=>W A8AB5<8 A:;040TBLAO 7 >A=>2=8E 0?0@0B=8E 
:><?>=5=BV2: ?5@54020G0, ?@89<0G0, 0=B5=, ?V4A8;N20GV2, <V:H5@V2, 
35=5@0B>@0 >?>@=>W G0AB>B8, 0 B0:>6 ?@>3@0<>20=>3> @04V> (Pluto SDR) 
?@54AB02;5=0 =0 @8AC=:C 1. 

 

 
$8AC=>: 1 3 �>=AB@C:FVO @04V>;>:0FV9=>W A8AB5<8 

 

#5@54020G 35=5@CT A83=0;, I> ?>40TBLAO G5@57 ?V4A8;N20G =0 0=B5=C, 
O:0 28?@><V=NT 9>3> 2 ?@>ABV@. �V418B89 A83=0; ?@89<0TBLAO 4@C3>N 
0=B5=>N, >1@>1;OTBLAO 2 <V:H5@V B0 =04E>48BL =0 0=0;>3>-F8D@>289 
?5@5B2>@N20G. "A=>2>N T SDR-?@8AB@V9, O:89 4>72>;OT 3=CG:> :5@C20B8 
?0@0<5B@0<8 A83=0;C 7 4>?><>3>N ?@>3@0<=>3> 70157?5G5==O (=0?@8:;04, 
Python-1V1;V>B5:0 PyADI). �5=5@0B>@ ADF4159 7 VCO 28:>@8AB>2CTBLAO 4;O 
D>@<C20==O ;V=V9=> 7<V==>3> A83=0;C (CHIRP), I> 4>72>;OT 287=0G8B8 O: 
2V4AB0=L, B0: V H284:VABL FV;V. #@8=F8? 4VW 107CTBLAO =0 ?5@54020==V B0 
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?@89<0==V G0AB>B=>-<>4C;L>20=>3> A83=0;C. �>;8 A83=0; 2V41820TBLAO 2V4 
>19T:B0, 2V= ?>25@B0TBLAO V7 70B@8<:>N, O:0 70;568BL 2V4 2V4AB0=V. 
#>@V2=NNG8 ?5@540=89 V ?@89=OB89 A83=0;8, CB2>@NTBLAO G0AB>B0 18BBO 
(f_beat), O:0 4>72>;OT @>7@0EC20B8 2V4AB0=L: 

 ,  (1) 

45 c 4 H284:VABL A2VB;0, B 4 H8@8=0 A<C38 G0AB>B CHIRP. 
"?8A 5;5<5=BV2 :>=AB@C:FVW: 
"A=>2=8<8 0?0@0B=8<8 A:;04>28<8 A8AB5<8 T (@8A. 2): 
3 SDR-<>4C;L Pluto SDR 4 28:>@8AB>2CTBLAO O: 465@5;> ?5@540GV B0 

?@89><C A83=0;V2, <0T 28A>:C 3=CG:VABL C =0;0HBC20==OE G0AB>B8 B0 
?@>?CA:=>W 740B=>ABV; 

3 35=5@0B>@ ADF4159 V7 7>2=VH=V< VCO 4 D>@<CT ;V=V9=>-
<>4C;L>20=89 A83=0; (CHIRP), I> 4>72>;OT 287=0G0B8 2V4AB0=L 4> >19T:B0; 

3 <V:H5@8 LTC5548 4 74V9A=NNBL ?>=865==O G0AB>B8 A83=0;C 4> 
@V2=O, ?@840B=>3> 4;O >1@>1:8; 

3 ?V4A8;N20GV ADL8107 4 28:>@8AB>2CNBLAO O: ?V4A8;N20GV 
?>BC6=>ABV (PA) =0 ?5@540GV B0 <0;>HC<=V ?V4A8;N20GV (LNA) =0 ?@89><V; 

3 0=B5==89 <0A82 (D075@) 4 4>72>;OT D>@<C20B8 =0?@O< ?@89><C. 
 

 
$8AC=>: 23 �;>: AE5<0 @040@=>W A8AB5<8 

 

#@8=F8? 4VW A8AB5<8 ?>;O30T 2 35=5@0FVW ;V=V9=>-<>4C;L>20=>3> A83=0;C 
(LFM-CHIRP), O:89 28?@><V=NTBLAO ?5@54020;L=>N 0=B5=>N. %83=0; 
2V41820TBLAO 2V4 >1'T:B0 V ?@89<0TBLAO 0=B5=>N ?@89<0G0. #VA;O >1@>1:8 
A83=0;C =0 <V:H5@0E V ?V4A8;N20G0E, 2V= =04E>48BL 4> 0=0;>3>-F8D@>2>3> 
?5@5B2>@N20G0 Pluto SDR. �0 @57C;LB0B0<8 >1@>1:8 D>@<CTBLAO A?5:B@ beat-
G0AB>B, 7 O:8E <>6=0 287=0G8B8 2V4AB0=L B0 H284:VABL FV;V. 

#V4 G0A >1@>1:8 A83=0;C 2 Python 28:>@8AB>2CTBLAO 1V1;V>B5:0 PyADI, 
O:0 =040T 4>ABC? 4> :5@C20==O 0?0@0B=8<8 5;5<5=B0<8. �0=V 0=0;V7CNBLAO C 
G0AB>B=V9 >1;0ABV 70 4>?><>3>N H284:>3> ?5@5B2>@5==O (C@9T (FFT). 
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#>@V2=O=> 7 V<?C;LA=8<8 @040@0<8, FO A8AB5<0 <0T ?5@52038: 
3 ?@>ABVH0 @50;V70FVO 157 ?>B@518 2 35=5@0FVW 28A>:>2>;LB=8E V<?C;LAV2; 
3 28I0 A5@54=O ?5@54020;L=0 ?>BC6=VABL; 
3 :@0I0 @>74V;L=0 740B=VABL 70 @0EC=>: H8@>:>W A<C38 G0AB>B; 
3 <>6;82VABL 157?5@5@2=>3> 28<V@N20==O H284:>ABV B0 2V4AB0=V. 
#@>3@0<=0 G0AB8=0 4>72>;OT @50;V7>2C20B8 @V7=V B8?8 >1@>1:8: 

DV;LB@0FVN HC<V2, ?>1C4>2C A?5:B@>3@0<, B@5:V=3 FV;59.  >6=0 ;53:> 4>40B8 
;>3V:C :;0A8DV:0FVW >19T:BV2 =0 >A=>2V 0<?;VBC4=8E E0@0:B5@8AB8: 01> 
<>45;59 <0H8==>3> =02G0==O. %5@54 ?5@5203 FVTW A8AB5<8: 

3 =87L:0 20@BVABL @50;V70FVW; 
3 :><?0:B=VABL V ?@>AB>B0 :>=AB@C:FVW; 
3 <>6;82VABL ?@>3@0<=>3> :5@C20==O B0 <>48DV:0FV9; 
3 ?@840B=VABL 4;O >A2VB=VE FV;59 V 4>A;V4=8FL:>W @>1>B8; 
3 5D5:B82=VABL C 28O2;5==V <0;>@>7<V@=8E >19T:BV2. 
&>6 20@B> 707=0G8B8, I> @50;V7>20=0 A8AB5<0 45<>=AB@CT ?@0:B8G=C 

<>6;82VABL AB2>@5==O 5D5:B82=>3> @040@0 7 28:>@8AB0==O< 4>ABC?=8E 
70A>1V2. �>=0 T E>@>H>N >A=>2>N 4;O ?>40;LH8E 24>A:>=0;5=L V 282G5==O 
ACG0A=8E <5B>4V2 @04V>;>:0FVW. 

&0:8< G8=><, 70?@>?>=>20=0 A8AB5<0 T =5 ;8H5 5D5:B82=>N 2 7040G0E 
28O2;5==O <0;8E >19T:BV2, 0 9 T 3=CG:>N ?;0BD>@<>N 4;O ?@>2545==O 
5:A?5@8<5=BV2 B0 @>7@>1:8 ACG0A=8E @04V>;>:0FV9=8E B5E=>;>3V9. 

 

 

'�� 004.94 
�>15FL  .�.1,  8@>=>20 !.".2 

1 ABC4. 3@. ��-614< !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 :0=4. B5E=. =0C:, 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

�"��*,  .�.,  �$"!"�� !.".  
$"�$"��� �#�$�&!"�" &� #$"�$� !"�" �����#�+�!!/ 
��/ ��&" "���/ !� ���� RASPBERRY PI � �$)�&��&'$". 

��'/��' UDP SOCKET 

"AB0==V<8 @>:0<8 ?>?8B =0 02B>=><=V B0 48AB0=FV9=> :5@>20=V 
@>1>B87>20=V ?;0BD>@<8 7=0G=> 7@VA 7024O:8 <>6;82>ABV WE=L>3> 
70AB>AC20==O 2 V=B5;5:BC0;L=><C B@0=A?>@BV, A8AB5<0E 157?5:8, ;>3VAB8FV B0 
>A2VBV. �8:>@8AB0==O 4>ABC?=8E V 3=CG:8E <V:@>:><?'NB5@V2, B0:8E O: 
Raspberry Pi, 40T 7<>3C AB2>@N20B8 <0AHB01>20=V B0 5D5:B82=V A8AB5<8, I> 
?>T4=CNBL 0?0@0B=C <>1V;L=VABL V <5@56525 C?@02;V==O. #5@A?5:B82=8< 
?V4E>4>< T 28:>@8AB0==O UDP-A>:5B 4;O ;53:>3> B0 H284:>3> >1<V=C 40=8<8 
<V6 :><?>=5=B0<8 A8AB5<8, I> @>18BL WW 28A>:>GCB;82>N 2 C<>20E 
@50;L=>3> G0AC. 
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 5B>N @>1>B8 T @>7@>1:0 B0 @50;V70FVO ?@>B>B8?C 48AB0=FV9=> 
:5@>20=>3> @>1>B87>20=>3> B@0=A?>@B=>3> 70A>1C, I> 270T<>4VT 70 
0@EVB5:BC@>N UDP-A>:5BV2, 2 O:><C 0?0@0B=V B0 ?@>3@0<=V :><?>=5=B8 
V=B53@>20=V =0 107V <V:@>:><?'NB5@V2 Raspberry Pi. 

$>1>B87>20=0 ?;0BD>@<0 ?@0FNT =0 107V Raspberry Pi 3 V 28:>@8AB>2CT 
B0:V :><?>=5=B8: 

3 5;5:B@>4283C=8; 
3 465@5;> 682;5==O: 10B0@59=89 1;>: 2S1P =0 >A=>2V 5;5<5=BV2 18650, 

:5@>20=89 <>4C;5< BMS 20A; 
3 <>4C;L 70@O4:8: USB Type-C 7V AB@C<>< 70@O4:8 4A; 
3 @53C;N20==O =0?@C38: DC-DC buck V boost ?5@5B2>@N20GV 7 =><V=0;>< 

5A; 

3 4@0925@8 4283C=V2 DRV 8833. 
�;O A?@>I5==O =0;0HBC20==O <5@56V B0 C=8:=5==O @CG=>3> 22545==O 

IP-04@5A, C A8AB5<V 28:>@8AB>2CTBLAO mDNS (Multicast DNS), I> 4>72>;OT 
02B><0B8G=> 7=0E>48B8 ?@8AB@>W 2 ;>:0;L=V9 <5@56V. 

#@>3@0<=0 @50;V70FVO 4>A;V46C20=>W A8AB5<8 107CTBLAO =0 
1030B>@V2=52><C ?@>3@0<=><C AB5:C, 4> A:;04C O:>3> 2E>4OBL B0:V 
:><?>=5=B8: 

3 <>4C;V, @50;V7>20=V <>2>N C++, 4;O :;VT=BAL:>W G0AB8=8 
(B@0=A?>@B=>3> 70A>1C) B0 A5@25@=>W G0AB8=8 A8AB5<8 :5@C20==O;  

3 Java-70AB>AC=>: 4;O >?5@0FV9=>W A8AB5<8 Android, I> 70157?5GCT 
3@0DVG=89 V=B5@D59A :>@8ABC20G0 7 <>6;82VABN :5@C20==O 70 4>?><>3>N 
2V@BC0;L=>3> 46>9AB8:0;  

3 28:>@8AB0==O UDP-A>:5BV2 O: B@0=A?>@B=>3> ?@>B>:>;C 7 <5B>N 
70157?5G5==O H284:VA=>3> >1<V=C ?>2V4><;5==O<8 7 <V=V<0;L=>N 
70B@8<:>N;  

3 70AB>AC20==O ?@>B>:>;C mDNS (Multicast DNS) 4;O 02B><0B8G=>3> 
28O2;5==O <5@56528E A5@2VAV2 B0 @57>;NFVW IP-04@5A 157 =5>1EV4=>ABV 
F5=B@0;V7>20=>3> DNS-A5@25@0. 

#@>B>B8? 2:;NG0T @>1><>1V;L =0 Raspberry Pi 3, F5=B@0;L=89 A5@25@ =0 
Raspberry Pi 5 B0 Android-A<0@BD>= V7 70AB>AC=:>< 4;O :5@C20==O. �><0=48 
=04A8;0NBLAO G5@57 UDP 4> A5@25@0, O:89 ?5@540T WE 2V4?>2V4=><C 
B@0=A?>@B=><C 70A>1C. �@EVB5:BC@0 ":;VT=B-A5@25@-:;VT=B" 70157?5GCT 
F5=B@0;V7>20=5 :5@C20==O, <0AHB01>20=VABL B0 ?V4B@8<:C <=>68==8E 
:>@8ABC20GV2 V @>1>BV2. 

"A=>2=>N ?@>1;5<>N ?V4 G0A @>7@>1;5==O 1C;> :5@C20==O 682;5==O<. 
%?>G0B:C :>=DV3C@0FVO 7 10B0@5TN 1S2P 28O28;0AO =54>AB0B=L>N 4;O 
=04V9=>3> 682;5==O 2AVE :><?>=5=BV2. *N ?@>1;5<C 1C;> 28@VH5=> H;OE>< 
?5@5E>4C =0 AE5<C 2S1P 7 ?V428I5=>N AB@C<>T<=VABN. #VA;O :V;L:>E 70<V= 
1C;> >1@0=> =04V9=V 4@0925@8 4283C=V2. !04V9=VABL A8AB5<8 1C;> ?V428I5=> 
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7024O:8 28:>@8AB0==N 48=0<VG=>3> 28O2;5==O A5@2VAV2 (mDNS) 4;O 
70157?5G5==O ?@>AB>B8 =0;0HBC20==O V <>6;82>ABV ?>2B>@=>3> 28:>@8AB0==O 
157 A:;04=>W :>=DV3C@0FVW <5@56V. 

$57C;LB0B>< @>1>B8 AB02 DC=:FV>=0;L=89 ?@>B>B8? @>1>B87>20=>3> 
B@0=A?>@B=>3> 70A>1C =0 107V Raspberry Pi, I> 28:>@8AB>2CT 72'O7>: G5@57 
UDP-A>:5B 4;O :5@C20==O 2 @50;L=><C G0AV G5@57 <>1V;L=89 ?@8AB@V9 (@8A.1).  

 

 
$8AC=>: 1 3 #@>B>B8? @>1>B87>20=>3> B@0=A?>@B=>3> 70A>1C =0 107V 

Raspberry Pi 

 

' @0<:0E ?>40;LH>W <>45@=V70FVW A8AB5<8 ?5@5410G0TBLAO 2?@>20465==O 
=0ABC?=8E DC=:FV>=0;L=8E @>7H8@5=L: 

3 28O2;5==O ?5@5H:>4 70 4>?><>3>N C;LB@072C:>28E 40BG8:V2 2V4AB0=V 
=0 ?5@54=V9 V 704=V9 G0AB8=0E; 

3 V=B53@0FVO 2V45>:0<5@8 4;O 70157?5G5==O 2V7C0;L=>3> 72>@>B=>3> 
729O7:C, 0 B0:>6 AB2>@5==O ?5@54C<>2 4;O @50;V70FVW 0;3>@8B<V2 
:><?9NB5@=>3> 7>@C; 

3 2?@>20465==O 5;5<5=BV2 02B>=><=>W =02V30FVW, 70A=>20=>W =0 >1@>1FV 
V=D>@<0FVW 7 1>@B>28E A5=A>@V2 V <>6;82><C 70AB>AC20==V <5B>4V2 HBCG=>3> 
V=B5;5:BC. 
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'�� 004.94 
+5@=V3>2F52  .".1,  8@>=>20 !.".2 

1 ABC4. 3@. ��-614< !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 :0=4. B5E=. =0C:, 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

+�$!��"�*��  .".,  �$"!"�� !.".  
��&" �&���*�/ '#$����!!/ �!��!&�$�  '!���$%�&�&' 
!� "%!"�� &�)!"�"��� $���"+�%&"&!"� ���!&�(���*�� &� 

����$"&"�"�" #"��*�.��!!/ 

!0 AL>3>4=V C =02G0;L=8E 70:;040E 5D5:B82=5 C?@02;V==O <0B5@V0;L=>-

B5E=VG=8<8 @5AC@A0<8 =01C20T 2A5 1V;LH>3> 7=0G5==O. �@>AB0NGV >1AO38 
V=25=B0@N, <>1V;L=VABL >1;04=0==O B0 =5>1EV4=VABL B>G=>3> >1;V:C 
A?>=C:0NBL 4> 2?@>20465==O 02B><0B87>20=8E A8AB5< C?@02;V==O. "4=8< V7 
?5@A?5:B82=8E =0?@O<V2 C FL><C :>=B5:ABV T 28:>@8AB0==O B5E=>;>3V9 
@04V>G0AB>B=>W V45=B8DV:0FVW (RFID) C ?>T4=0==V 7 <5B>40<8 1574@>B>2>3> 
?>78FVN20==O. �0=V B5E=>;>3VW 4>72>;ONBL 74V9A=N20B8 02B><0B8G=89 >1;V:, 
<>=VB>@8=3 ?5@5<VI5==O B0 V45=B8DV:0FVN >1'T:BV2 2 @568<V @50;L=>3> G0AC 

&@048FV9=V <5B>48 V=25=B0@870FVW, I> 107CNBLAO =0 @CG=><C 22545==V 
40=8E B0 2V7C0;L=V9 ?5@52V@FV, <0NBL =87:C ACBBT28E =54>;V:V2. %5@54 =8E 3 
28A>:0 9<>2V@=VABL ?><8;>:, 7=0G=V 28B@0B8 G0AC, A:;04=VABL C 2V4AB565==V 
?5@5<VI5==O >1'T:BV2 B0 2V4ACB=VABL 0:BC0;L=>W V=D>@<0FVW. '=V25@A8B5BAL:5 
A5@54>28I5, 45 ?>ABV9=> ?5@5<VICTBLAO 25;8:0 :V;L:VABL ;01>@0B>@=>3>, 
<C;LB8<54V9=>3> B0 >DVA=>3> >1;04=0==O, ?>B@51CT 1V;LH 5D5:B82=>3> B0 
48=0<VG=>3> ?V4E>4C 4> >1;V:C. 

 5B>N 40=>3> 4>A;V465==O T @>7@>1:0 B0 2?@>20465==O 
02B><0B87>20=>W A8AB5<8 C?@02;V==O V=25=B0@5< C=V25@A8B5BC, I> 107CTBLAO 
=0 B5E=>;>3VOE @04V>G0AB>B=>W V45=B8DV:0FVW (RFID) B0 1574@>B>2>3> 
?>78FVN20==O.  

�0?@>?>=>20=0 A8AB5<0 02B><0B870FVW C?@02;V==O V=25=B0@5< 2:;NG0T 
=0ABC?=V :><?>=5=B8:  

3 RFID-<VB:8, 70:@V?;5=V =0 >1'T:B0E V=25=B0@N: 2>=8 <VABOBL 
C=V:0;L=89 V45=B8DV:0B>@, I> 4>72>;OT H284:> V B>G=> V45=B8DV:C20B8 :>65= 
>1'T:B; 

3 RFID-7G8BC20GV, @>7<VI5=V C :;NG>28E B>G:0E ?@8<VI5=L 
C=V25@A8B5BC (;01>@0B>@VW, 0C48B>@VW, A:;048), 2>=8 7G8BCNBL 40=V 7 <VB>: ?@8 
WE =01;865==V B0 ?5@540NBL V=D>@<0FVN =0 A5@25@; 

3 A8AB5<0 1574@>B>2>3> ?>78FVN20==O (=0 >A=>2V Wi-Fi, Bluetooth 01> 
UWB), O:0 287=0G0T :>>@48=0B8 >1'T:B0 7 B>G=VABN 4> :V;L:>E <5B@V2 01> 
=02VBL A0=B8<5B@V2, 70;56=> 2V4 281@0=>W B5E=>;>3VW; 

3 ?@>3@0<=5 70157?5G5==O 4;O 71>@C, >1@>1:8 B0 2V7C0;V70FVW V=D>@<0FVW 
?@> <VAF57=0E>465==O B0 ?5@5<VI5==O >1'T:BV2, I>  4>72>;8BL 25AB8 VAB>@VN 
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?5@5<VI5=L, AB2>@N20B8 72VB8 B0 A?>2VI5==O ?@> ?>@CH5==O @568<V2 
715@V30==O. 

�8:>@8AB0==O RFID C ?>T4=0==V 7 1574@>B>28< ?>78FVN20==O< 4>72>;OT 
4>AO3B8 ACBBT2>3> ?V428I5==O 5D5:B82=>ABV >1;V:C. �>:@5<0, 7=0G=> 
A:>@>GCTBLAO G0A V=25=B0@870FVW (4> :V;L:>E A5:C=4 =0 >48=8FN), 
7<5=HCTBLAO :V;L:VABL ?><8;>:, ?V428ICTBLAO ?@>7>@VABL B0 :>=B@>;L 70 
?5@5<VI5==O< >1;04=0==O. %8AB5<0 70157?5GCT A2>TG0A=5 28O2;5==O 2B@0B 
01> =5A0=:FV>=>20=>3> 28=5A5==O <09=0. ' :>=B5:ABV C=V25@A8B5BC F5 
>A>1;82> 0:BC0;L=> 4;O 4>@>3>3> ;01>@0B>@=>3> >1;04=0==O, O:5 G0AB> 
?5@5<VICTBLAO <V6 :>@?CA0<8 B0 ;01>@0B>@VO<8. �2B><0B870FVO 4>72>;OT 
04<V=VAB@0FVW >?5@0B82=> @503C20B8 =0 7<V=8 B0 >?B8<V7C20B8 ;>3VAB8:C 
28:>@8AB0==O @5AC@AV2. 

�?@>20465==O 02B><0B87>20=>W A8AB5<8 C?@02;V==O V=25=B0@5< =0 
>A=>2V RFID B0 1574@>B>2>3> ?>78FVN20==O T 0:BC0;L=8< @VH5==O< 4;O 
ACG0A=>3> C=V25@A8B5BC. &0:0 A8AB5<0 70157?5GCT B>G=89, H284:89 B0 
=04V9=89 >1;V: <0B5@V0;L=8E @5AC@AV2, ?V428ICT 157?5:C B0 5D5:B82=VABL 
C?@02;V==O. #5@A?5:B820<8 ?>40;LH8E 4>A;V465=L T V=B53@0FVO 7 A8AB5<0<8 
:5@C20==O 4>ABC?><, <>1V;L=8<8 70AB>AC=:0<8 4;O ?5@A>=0;C B0 
0=0;VB8G=8<8 <>4C;O<8 =0 >A=>2V HBCG=>3> V=B5;5:BC. 
 

'�� 004.94 
�0@0=>20 ".�.1,  8@>=>20 !.".2 

1 ABC4. 3@. ��-613< !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 :0=4. B5E=. =0C:, 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

��$�!"�� ".�.,  �$"!"�� !.".  
�"%�����!!/ #��)"��� $������*�� %�%&�  �������!"�" 

 "!�&"$�!�' #$" �%�"��) $"�"&�� 

$>1>B87>20=V A8AB5<8 28:>@8AB>2CNBLAO 2 1030BL>E AD5@0E, B0:8E O: 
?@><8A;>2VABL, AV;LAL:5 3>A?>40@AB2>, <548F8=0, 0 B0:>6 C 2V9AL:>28E V 
4>A;V4=8FL:8E FV;OE. �V440;5=89 <>=VB>@8=3 F8E A8AB5< AB02 =5>1EV4=8< 4;O 
70157?5G5==O 5D5:B82=>3> C?@02;V==O, A2>TG0A=>3> 28O2;5==O ?><8;>: V 
70157?5G5==O 157?5:8. �V440;5=5 C?@02;V==O @>1>B0<8 4>72>;OT 7=86C20B8 
28B@0B8 =0 B5E=VG=5 >1A;C3>2C20==O V ?V428ICT 5D5:B82=VABL @>1>B8 2 
C<>20E 2V4ACB=>ABV DV78G=>3> 4>ABC?C 4> @>1>B0. 

%8AB5<8 2V440;5=>3> <>=VB>@8=3C <>6CBL 1CB8 :;0A8DV:>20=V =0 
E<0@=V, ;>:0;L=V B0 3V1@84=V 2 70;56=>ABV 2V4 <VAFO >1@>1:8 40=8E: 

3 E<0@=89 <>=VB>@8=3 T =091V;LH ?>?C;O@=8< ?V4E>4><, 45 40=V 7 
@>1>B0 ?5@540NBLAO =0 2V440;5=V A5@25@8 (AWS, Google Cloud, Azure), 45 
2>=8 >1@>1;ONBLAO B0 715@V30NBLAO. *5 40T 7<>3C <>=VB>@8B8 AB0= @>1>B0 2 
@50;L=><C G0AV G5@57 251-V=B5@D59A8 01> API. )<0@=V B5E=>;>3VW 
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70157?5GCNBL 28A>:89 @V25=L <0AHB01>20=>ABV B0 4>ABC?C 4> ?>BC6=8E 
0=0;VB8G=8E V=AB@C<5=BV2 (=0?@8:;04, ML B0 AI), 0;5 <0NBL >1<565==O, 
?>2'O70=V 7 157?5:>N 40=8E B0 70;56=VABN 2V4 AB01V;L=>3> V=B5@=5B-79T4=0==O; 

3 ;>:0;L=89 <>=VB>@8=3 70157?5GCT >1@>1:C 40=8E 157?>A5@54=L> =0 
?@8AB@>W 01> =0 ;>:0;L=><C A5@25@V, I> 4>72>;OT 7=878B8 70B@8<:8 V 
71V;LH8B8 157?5:C ?5@540GV 40=8E. "4=0: >@30=V70FVO B0:>W A8AB5<8 ?>B@51CT 
7=0G=8E V=25AB8FV9 2 V=D@0AB@C:BC@C, 0 B0:>6 >1<565=0 <0AHB01>20=VABL; 

3 3V1@84=89 ?V4EV4 :><1V=CT ?5@52038 >1>E ?>?5@54=VE <>45;59, 
74V9A=NNG8 G0AB:>2C >1@>1:C 40=8E =0 <VAFV B0 ?5@540NG8 206;82C 
V=D>@<0FVN 2 E<0@C 4;O ?>40;LH>3> 0=0;V7C. *5 70157?5GCT 28A>:C H284:VABL 
>1@>1:8 :@8B8G=8E 40=8E V 7=86CT =020=B065==O =0 <5@56C B0 A5@25@8. 

"4=8< 7 >A=>2=8E ?V4E>4V2 4> >@30=V70FVW 2V440;5=>3> <>=VB>@8=3C T 
:;VT=B-A5@25@=0 <>45;L, 45 @>1>B0 (:;VT=B) 718@0T 40=V 7 A5=A>@V2 V ?5@540T WE 
=0 A5@25@ 4;O >1@>1:8 B0 715@V30==O. %5@25@ >1@>1;OT FV 40=V B0 =040T 4>ABC? 
4> V=D>@<0FVW >?5@0B>@C G5@57 251-V=B5@D59A 01> <>1V;L=89 4>40B>:. 
#5@5203>N B0:>W <>45;V T <0AHB01>20=VABL, 0465 >48= A5@25@ <>65 
>1A;C3>2C20B8 1030B> :;VT=BV2 >4=>G0A=>. "4=0:, B0:V A8AB5<8 <0NBL 28A>:V 
28<>38 4> V=B5@=5B-79T4=0==O V <0NBL 70B@8<:C ?@8 ?5@540GV 40=8E.  

�=H8< ?V4E>4>< T ?@O<5 ?V4:;NG5==O, ?@8 O:><C 7'T4=0==O <V6 @>1>B>< 
V >?5@0B>@>< 74V9A=NTBLAO 157?>A5@54=L> G5@57 VPN 01> WebRTC. *59 <5B>4 
4>72>;OT 7=878B8 70B@8<:8 V 70157?5G8B8 ?>2=89 :>=B@>;L =04 @>1>B>< C 
@50;L=><C G0AV. "4=0:, F59 ?V4EV4 <0T >1<565=C <0AHB01>20=VABL V ?V4E>48BL 
;8H5 4;O <0;8E A8AB5<, 45 =5>1EV4=89 28A>:89 @V25=L :>=B@>;N =04 
@>1>B><. 

�1V@ V ?5@540G0 40=8E C 2V440;5=><C <>=VB>@8=3C 74V9A=NTBLAO 70 
4>?><>3>N @V7=8E ?@>B>:>;V2 729O7:C. "4=8< V7 =091V;LH 28:>@8AB>2C20=8E 
T MQTT 3 ;53:>203>289 ?@>B>:>; 4;O >1<V=C ?>2V4><;5==O<8, O:89 
28:>@8AB>2CTBLAO 2 @>1>B87>20=8E A8AB5<0E 4;O ?5@540GV B5;5<5B@VW B0 
:><0=4 C?@02;V==O. MQTT 4>1@5 ?V4E>48BL 4;O ?5@540GV 40=8E ?@8 
=5AB01V;L=8E 7'T4=0==OE 01> 2 <5@560E 7 =87L:>N ?@>?CA:=>N 740B=VABN, 
B0:8E O: LoRaWAN.  

WebSocket 70157?5GCT 42>AB>@>==V9 72'O7>: C @50;L=><C G0AV <V6 
:;VT=B>< V A5@25@><, I> 4>72>;OT 74V9A=N20B8 V=B5@0:B82=5 C?@02;V==O 
@>1>B>< 01> ?5@54020B8 2V45>-AB@V< C @50;L=><C G0AV. #@>B>:>; HTTP(S) 
28:>@8AB>2CTBLAO 4;O ?5@540GV 40=8E G5@57 REST API, E>G0 2V= <0T 28A>:V 
70B@8<:8 V =5 ?V4E>48BL 4;O @50;L=>3> G0AC.  

#@>B>:>;8 729O7:C <>6CBL ?@0FN20B8 G5@57 @V7=V <5@5652V B5E=>;>3VW, 
B0:V O: Wi-Fi, 4G/5G 01> LoRaWAN, 2 70;56=>ABV 2V4 A?5F8DV:0FV9 @>1>B0 B0 
C<>2 5:A?;C0B0FVW. 

�81V@ ?V4E>4C 4> 2V440;5=>3> <>=VB>@8=3C 70;568BL 2V4 :V;L:>E 
D0:B>@V2, B0:8E O: 28<>38 4> 157?5:8, 70B@8<:8, <0AHB01>20=>ABV B0 
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4>ABC?=>ABV V=B5@=5BC. �V1@84=89 ?V4EV4, I> ?>T4=CT ;>:0;L=C >1@>1:C 
40=8E 7 ?5@540G5N 2 E<0@C, T =091V;LH >?B8<0;L=8< 4;O 1030BL>E 
@>1>B87>20=8E A8AB5<, >A:V;L:8 2V= 4>72>;OT ?>T4=0B8 ?5@52038 >1>E 
?V4E>4V2: H284:C @50:FVN B0 28A>:C <0AHB01>20=VABL. �8:>@8AB0==O 
ACG0A=8E ?@>B>:>;V2 729O7:C, B0:8E O: MQTT V WebSocket, 4>72>;OT 
70157?5G8B8 5D5:B82=C ?5@540GC 40=8E, 7=86CNG8 70B@8<:8 B0 70157?5GCNG8 
=04V9=89 :>=B@>;L 70 @>1>B>N @>1>BV2 2 @50;L=><C G0AV. 

 

 

'�� 004.94 
,52G5=:> &.�.1,  8@>=>20 !.".2, �D8<5=:>  .�.3 

1 ABC4. 3@. ��-613< !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 :0=4. B5E=. =0C:, 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
3 4.-@. B5E=. =0C:, ?@>D. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

,��+�!�" &.�.,  �$"!"�� !."., �(� �!�"  .�.  
�"%�����!!/ ('!�*�"!��,!�)  "����"%&�� %&�!�� 
LUMENPNP &� (���$!�) %�%&�  ��/ ��&" �&��"��!"� 

'%&�!"��� SMD-�" #"!�!&�� 

�:BC0;L=VABL B5<8 >1C<>2;5=0 7@>AB0NG8<8 ?>B@510<8 ?V4?@8T<AB2 
5;5:B@>==>W 30;C7V C 3=CG:8E, 5:>=><VG=> 4>FV;L=8E V 040?B82=8E @VH5==OE 
4;O 02B><0B870FVW ?@>F5AV2 @>7<VI5==O 5;5:B@>==8E :><?>=5=BV2. ' 729O7:C 7 
?>H8@5==O< 2V4:@8B8E 0?0@0B=>-?@>3@0<=8E ?;0BD>@<, B0:8E O: LumenPnP 
B0 OpenPnP, 79O2;ONBLAO =>2V <>6;82>ABV 4;O 2?@>20465==O 02B><0B870FVW 
=02VBL =0 <0;8E 28@>1=8FB20E. 

 5B0 4>A;V465==O 3 0=0;V7 B5E=VG=8E V ?@>3@0<=8E <>6;82>AB59 
=0ABV;L=>3> AB0=:0 LumenPnP B0 282G5==O @V7=>284V2 DV45@=8E A8AB5<, I> 
28:>@8AB>2CNBLAO 4;O 02B><0B87>20=>W CAB0=>2:8 SMD-:><?>=5=BV2 C 
<0;>A5@V9=><C 28@>1=8FB2V. 

"19T:B 4>A;V465==O 3 AB0=>: LumenPnP, ?@>3@0<=5 70157?5G5==O 
OpenPnP, DV45@8 @V7=8E B8?V2 (@CG=V, 02B><0B8G=V, 157?@82>4=V), 0 B0:>6 
<5B>48 WE V=B53@0FVW B0 =0;0HBC20==O. 

%B0=>: LumenPnP 3 2V4:@8B89 Pick and Place-?@8AB@V9 V7 42><0 
20:CC<=8<8 <0=V?C;OB>@0<8, I> 7=0G=> ?V428ICT H284:VABL @>1>B8.  0T 
?V4B@8<:C ?@>3@0<=>3> 70157?5G5==O 7 2V4:@8B8< :>4>< OpenPnP, AC<VA=5 7 
@V7=8<8 B8?0<8 DV45@V2 V :>=B@>;5@V2. 

#@>3@0<=5 70157?5G5==O OpenPnP 3 4>72>;OT 28:>=C20B8 3=CG:5 
=0;0HBC20==O DV45@V2, >1@>1:C @5?5@=8E B>G>:, :0;V1@C20==O ?;0B, 0 B0:>6 
270T<>4VN 7 7>2=VH=V<8 <V:@>:>=B@>;5@0<8 (Arduino Mega 2560) 4;O 
:5@C20==O 02B><0B8G=8<8 DV45@0<8. 

 >6=0 284V;8B8 =0ABC?=V B8?8 DV45@V2:  
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@CG=V (AB0=40@B=V) 3 ?@>ABV C 283>B>2;5==V, ?@>B5 ?>B@51CNBL @CG=>3> 
:>=B@>;N B0 :>@5:FV; 

3 02B><0B8G=V (<5E0=VG=V B0 A5@2>:5@>20=V) 3 70157?5GCNBL AB01V;L=C 
?>40GC :><?>=5=BV2, ?@>B5 28<030NBL B>G=>3> =0;0HBC20==O B0 682;5==O; 

3 157?@82>4=V (?0A82=V) 3 <0NBL =09=86GC 20@BVABL V ?@>ABC 
:>=AB@C:FVN, 0;5 ?>B@51CNBL CG0ABV <0=V?C;OB>@0 4;O ?@>AC20==O AB@VG:8. 

' <560E 4>A;V465==O 1C;> ?@>0=0;V7>20=> B8?8 DV45@V2 3 @CG=V, 
02B><0B8G=V B0 157?@82>4=V 3 WE >A>1;82>ABV, ?@8=F8?8 @>1>B8, =54>;V:8 B0 
<>6;82>ABV 24>A:>=0;5==O. &0:>6 @>73;O=CB> 270T<>4VN AB0=:0 7 
?@>3@0<=8< 70157?5G5==O< OpenPnP B0 7>2=VH=V<8 :>=B@>;5@0<8 (7>:@5<0 
Arduino Mega 2560), I> 4>72>;OT @50;V7>2C20B8 A:;04=V AE5<8 :5@C20==O 
02B>DV45@0<8. 

#@0:B8G=0 G0AB8=0 @>1>B8 ?>;O30;0 2 02B><0B87>20=V9 CAB0=>2FV 
:><?>=5=BV2 =0 ?;0B8 1;>:V2 682;5==O B8?C «20-� ». "A>1;82C C203C 1C;> 
?@84V;5=> ?@>F5AC :0;V1@C20==O, =0;0HBC20==O DV45@V2, :>=B@>;N O:>ABV 
2AB0=>2;5==O B0 :>@5:FVW ?><8;>:.  

$57C;LB0B8 4>A;V465==O ?V4B25@48;8 5D5:B82=VABL 28:>@8AB0==O 
LumenPnP C 28@>1=8G8E C<>20E. �C;> 70?@>?>=>20=> =87:C 24>A:>=0;5=L 
4;O ?>:@0I5==O B>G=>ABV ?>40GV B0 7=865==O :V;L:>ABV ?><8;>: ?V4 G0A 
@>1>B8 7 DV45@0<8. "B@8<0=V 28A=>2:8 <>6CBL 1CB8 :>@8A=8<8 4;O 
V=65=5@V2, O:V 2?@>2046CNBL 1N465B=V 02B><0B87>20=V @VH5==O C AD5@V 
5;5:B@>==>3> 28@>1=8FB20. 

 

'�� 004.942 
!5<C4@89 �.�1, �C;O10-)0@8B>=>20 &.�.2 
1 ABC4. 3@. ��-614< !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 AB0@H. 28:;. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

!� '�$�� �.�., �'�/��-)�$�&"!"�� &.�.  
���"$�%&�!!/ ,&'+!"�" �!&����&' � &�$��&"��!�� 

$���� � 

&0@35B>20=0 @5:;0<0 3 F5 D>@<0 <0@:5B8=3C, I> 4>72>;OT 4>AO3B8 
:>=:@5B=>W 0C48B>@VW =0 >A=>2V WW ?>254V=:8, V=B5@5AV2 B0 45<>3@0DVG=8E 
E0@0:B5@8AB8:. �024O:8 @>728B:C B5E=>;>3V9, >A>1;82> HBCG=>3> V=B5;5:BC 
(,�), B0@35B>20=0 @5:;0<0 7=0G=> 7<V=8;0 A2>W ?@8=F8?8, AB02H8 1V;LH 
?5@A>=0;V7>20=>N V 5D5:B82=>N. �0AB>AC20==O ,� 4>72>;OT >1@>1;OB8 
25;8G57=V >1AO38 40=8E V ?@89<0B8 @VH5==O =0 >A=>2V ?@>3=>7V2, I> 7=0G=> 
?V428ICT B>G=VABL B0@35BC20==O.  

&5E=>;>3VW ,� C B0@35B>20=V9 @5:;0<V ,� 2 B0@35B>20=V9 @5:;0<V 
28:>@8AB>2CT 0;3>@8B<8 <0H8==>3> =02G0==O 4;O >1@>1:8 25;8:8E 40=8E 
?@> ?>254V=:C A?>6820GV2. /: 707=0G0NBL Leventhal B0 V=HV C A2>W9 :=87V 
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"Predictive Analytics for Marketers", 70 4>?><>3>N 0=0;V7C 40=8E @5:;0<>402FV 
<>6CBL =5 ;8H5 A53<5=BC20B8 0C48B>@VN, 0 9 ?@>3=>7C20B8 9<>2V@=VABL 
?>:C?:8 01> 270T<>4VW 7 @5:;0<=8<8 >3>;>H5==O<8. *5 4>72>;OT AB2>@N20B8 
V=482V4C0;V7>20=V @5:;0<=V :0<?0=VW, O:V 2V4>1@060NBL V=B5@5A8 B0 ?>B@518 
:>=:@5B=>3> :>@8ABC20G0.  

#@>3=>78 <0H8==>3> =02G0==O 4>?><030NBL @5:;0<>402FO< ?@89<0B8 
>?B8<0;L=V @VH5==O I>4> @>7?>4V;C 1N465BC. �V4><>, I> 0;3>@8B<8, 
70AB>A>2C20=V C ?;0BD>@<0E, O: Google Ads B0 Facebook, <>6CBL :>@83C20B8 
AB@0B53VW 2 @50;L=><C G0AV, I> A?@8OT ?V428I5==N 5D5:B82=>ABV @5:;0<=8E 
:0<?0=V9 V 7=865==N 28B@0B.  

"4=VTN 7 3>;>2=8E ?5@5203 ,� T 7=0G=5 ?>:@0I5==O 5D5:B82=>ABV 
@5:;0<8. �3V4=> 7 4>A;V465==O<, >?C1;V:>20=8< C "Journal of Business 
Research", ,� 4>72>;OT @5:;0<>402FO< 02B><0B87C20B8 1030B> ?@>F5AV2 V 
7=86C20B8 28B@0B8 =0 @5:;0<C. *5 4>AO30TBLAO 7024O:8 1V;LH B>G=><C 
B0@35BC20==N B0 ?5@A>=0;V70FVW @5:;0<=8E ?>2V4><;5=L. $5:;0<>402FV 
<>6CBL A?@O<>2C20B8 A2>W 7CA8;;O =0 =091V;LH ?5@A?5:B82=C 0C48B>@VN, I> 
4>?><030T <0:A8<V7C20B8 ROI (?>25@=5==O =0 V=25AB8FVW).  

�;O ?@8:;04C, @5:;0<=V :0<?0=VW 2 Google B0 Facebook 28:>@8AB>2CNBL 
0;3>@8B<8, O:V 2@0E>2CNBL VAB>@VN ?>HC:>28E 70?8BV2 :>@8ABC20GV2, WE 
270T<>4VN 7 V=H8<8 >3>;>H5==O<8 B0 =02VBL ?>254V=:C =0 A09B0E, I>1 
A?@>3=>7C20B8, O:V >3>;>H5==O 1C4CBL =091V;LH @5;520=B=8<8 4;O 
:>=:@5B=>3> :>@8ABC20G0.  

#>?@8 G8A;5==V ?5@52038, 28:>@8AB0==O ,� 2 @5:;0<V =5 ?>7102;5=5 
A:;04=>IV2. "4=8< 7 =091V;LH8E 28:;8:V2 T ?8B0==O :>=DV45=FV9=>ABV. ,� 
?>B@51CT 71>@C 25;8:8E >1AO3V2 ?5@A>=0;L=8E 40=8E 4;O B>G=>3> 
?@>3=>7C20==O, I> ?V428ICT @878:8 I>4> ?>@CH5==O ?@820B=>ABV 
:>@8ABC20GV2. �030B> :>@8ABC20GV2 =5 CA2V4><;NNBL, O: WE=V 40=V 
28:>@8AB>2CNBLAO 4;O AB2>@5==O @5:;0<=8E >3>;>H5=L, I> 28:;8:0T 5B8G=V 
?8B0==O I>4> B>3>, =0A:V;L:8 5B8G=8< T 71V@ B0:8E 40=8E. �>40B:>2>, 
0;3>@8B<8 ,� <>6CBL <0B8 C?5@5465==O, O:I> WE =02G0B8 =0 VAB>@8G=8E 
40=8E, O:V <>6CBL 2V4>1@060B8 >1<565=C 01> =5 7>2AV< B>G=C :0@B8=C. *5 
<>65 ?@8725AB8 4> =55D5:B82=>3> B0@35BC20==O 01> =02VBL 4> 48A:@8<V=0FVW 
?52=8E 3@C? :>@8ABC20GV2.  

�030;><, 28:>@8AB0==O ,� 2 B0@35B>20=V9 @5:;0<V <0T 25;8:89 
?>B5=FV0; 4;O >?B8<V70FVW @5:;0<=8E :0<?0=V9, ?V428I5==O WE 5D5:B82=>ABV 
B0 ?5@A>=0;V70FVW. &5E=>;>3VW 4>72>;ONBL @5:;0<>402FO< 7=86C20B8 28B@0B8 V 
?>:@0IC20B8 @57C;LB0B8, >4=0: @07>< 7 F8< 28=8:0NBL ?8B0==O 5B8:8 B0 
70E8ABC 40=8E. �@0E>2CNG8 FV 0A?5:B8, 206;82> 70AB>A>2C20B8 ,� 2 @5:;0<V 7 
C@0EC20==O< 5B8G=8E AB0=40@BV2 B0 ?@02>28E =>@<. "GV:CTBLAO, I> 2 
<091CB=L><C @>728B>: ,� 2 <0@:5B8=3>28E AB@0B53VOE ?@>4>268BL A?@8OB8 
V==>20FVO< V 24>A:>=0;5==N @5:;0<8. 
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'�� 004.94 
)>E;>2 �.%.1,  8@>=>20 !.".2,  >;>G:>2 �.�.3 

1 ABC4. 3@. ��-611 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 :0=4. B5E=. =0C:, 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
3 AB0@H. 28:;. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

)")�"� �.%.,  �$"!"�� !.".,  "�"+�"� �.�.  
$"�$"��� %�%&� � ���!�+�!!/ #$"%&"$"�"�" 
#"�"��!!/ "�'��&�� ' $"�"+�� �"!� $"�"&� 

�:BC0;L=VABL @>1>B8 >1C<>2;5=0 7@>AB0NG8< V=B5@5A>< 4> 
@>1>B87>20=8E A8AB5<, 740B=8E >@VT=BC20B8AO C ?@>AB>@V B0 270T<>4VOB8 7 
>1'T:B0<8 2 @50;L=><C G0AV. ' ?@><8A;>2V9 02B><0B870FVW, ;>3VAB8FV, 
03@>A5:B>@V B0 ?>1CB>28E @>1>B0E 206;82>N T 740B=VABL @>1>B0 B>G=> 
287=0G0B8 ?>;>65==O >1'T:BV2 4;O 5D5:B82=>W 270T<>4VW 7 =8<8. $>7@>1:0 
A8AB5<8 287=0G5==O ?@>AB>@>2>3> ?>;>65==O >1'T:BV2 4>72>;OT ?V428I8B8 
B>G=VABL <0=V?C;OFV9, 02B><0B87C20B8 7040GV A>@BC20==O, 70E>?;5==O B0 
@>7<VI5==O ?@54<5BV2. �0AB>AC20==O =54>@>38E A5=A>@V2 B0 0;3>@8B<V2 
:><?9NB5@=>3> 7>@C @>18BL B0:V A8AB5<8 4>ABC?=8<8 4;O H8@>:>3> A?5:B@0 
7040G. 

 5B0 @>1>B8 3 @>7@>18B8 ?@>B>B8? A8AB5<8, I> 4>72>;OT 287=0G0B8 
?@>AB>@>25 ?>;>65==O >1'T:BV2 C @>1>GV9 7>=V @>1>B0 7 28:>@8AB0==O< 
<5B>4V2 :><?9NB5@=>3> 7>@C B0 A5=A>@=8E 40=8E. 

' <560E ?@>5:BC20==O A8AB5<8 1C;8 ?@>0=0;V7>20=V 0?0@0B=V @VH5==O, 
740B=V 70157?5G8B8 >B@8<0==O ?@>AB>@>28E :>>@48=0B >1'T:BV2. $>73;O=CB> 
B0:V 20@V0=B8: AB5@5>:0<5@8 (Intel RealSense, ZED Camera), LiDAR-A5=A>@8 
(RPLIDAR A1, Garmin Lidar Lite), 3D-:0<5@8 =0 >A=>2V ToF (Time-of-Flight), 0 
B0:>6 3;81>:V =59@><5@5652V ?V4E>48 7 28:>@8AB0==O< 728G09=8E RGB-

:0<5@. �81V@ @VH5==O 70;5602 2V4 1060=>W B>G=>ABV, H284:>4VW, 20@B>ABV, C<>2 
>A2VB;5==O B0 @>7<V@C @>1>G>W 7>=8. 

�;O @50;V70FVW ?@>B>B8?C 1C;> >1@0=> AB5@5>:0<5@C Intel RealSense 
D435, O:0 ?>T4=CT RGB-7>1@065==O 7 3;818==>N V=D>@<0FVTN, 70157?5GCNG8 
B@828<V@=5 A?@89=OBBO ?@>AB>@C 2 @568<V @50;L=>3> G0AC. *5 4>72>;OT 
287=0G0B8 :>>@48=0B8 >19T:BV2 2V4=>A=> @>1>B0 7 28A>:>N B>G=VABN B0 
<V=V<0;L=>N 70B@8<:>N. 

#@>3@0<=0 G0AB8=0 @50;V7>20=0 7 28:>@8AB0==O< 1V1;V>B5: OpenCV, 
Pyrealsense2 B0 D@59<2>@:C TensorFlow. �C;> 2?@>20465=> 0;3>@8B< >1@>1:8 
7>1@065==O, I> 2:;NG0T: 

3 DV;LB@0FVN HC<V2 B0 ?>:@0I5==O :>=B@0AB=>ABV; 
3 28O2;5==O >1'T:BV2 70 4>?><>3>N ?>?5@54=L> =02G5=8E <>45;59; 
3 287=0G5==O 3;818=8 70 4>?><>3>N AB5@5>7>1@065==O; 
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3 >1G8A;5==O ?@>AB>@>28E :>>@48=0B >19T:BV2 (X, Y, Z) C @>1>GV9 
A8AB5<V :>>@48=0B. 

' @07V 28:>@8AB0==O ;8H5 RGB-:0<5@8, 0;LB5@=0B82=> <>65 
70AB>A>2C20B8AL <5B>4 <>=>:C;O@=>W 3;818=8, 70A=>20=89 =0 73>@B:>28E 
=59@>==8E <5@560E (=0?@8:;04, MiDaS), I> 4>72>;OT >FV=8B8 3;818=C AF5=8 
157 A?5FV0;V7>20=>3> 0?0@0B=>3> 70157?5G5==O, 0;5 7 <5=H>N B>G=VABN. 

' @57C;LB0BV 1C;> AB2>@5=> DC=:FV>=0;L=89 ?@>B>B8? A8AB5<8 
287=0G5==O ?@>AB>@>2>3> ?>;>65==O >1'T:BV2, O:89 4>72>;OT @>1>BC 
>@VT=BC20B8AO C B@828<V@=><C ?@>AB>@V B0 74V9A=N20B8 B>G=V <0=V?C;OFVW 7 
>1'T:B0<8 C A2>W9 @>1>GV9 7>=V. &0:0 A8AB5<0 <>65 1CB8 V=B53@>20=0 C 
28@>1=8GV 01> 4>A;V4=8FL:V @>1>B87>20=V :><?;5:A8 4;O 02B><0B870FVW 
@CB8==8E 7040G 

 

 

'�� 004.94 
�52OB:V= ".�.1,  8@>=>20 !.".2 

1 ABC4. 3@. ��-612A? !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 :0=4. B5E=. =0C:, 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

���/&��! ".�.,  �$"!"�� !.".  
$"�$"��� �#�$�&!"�" &� #$"�$� !"�" �����#�+�!!/ 

�"�!�,!,"�" ��%#��. ��/ ���"�$���!!/ 
�!("$ �*��!�) �����&�� 

#V4 G0A 28:>@8AB0==O :><?9NB5@0 4;O 28:>=0==O @V7=><0=VB=8E 70240=L 
3 7>:@5<0 A:;04=8E @>1>G8E ?@>F5AV2, I> 28<030NBL 28A>:>W :>=F5=B@0FVW, 
28:>@8AB0==O @5AC@A><VAB:8E ?@>3@0<, @>1>B8 7 ?>2=>5:@0==8<8 
70AB>AC=:0<8 01> ?V4 G0A 2V4?>G8=:C 3 4>ABC? 4> V=D>@<0FVW 7 B0:8E ?@>3@0<, 
O: <5A5=465@8, 5;5:B@>==0 ?>HB0, ?>3>4=V A5@2VA8 B0 V=HV ?>4V1=V, <>65 1CB8 
>1<565=8<. *5 AB2>@NT ?>B@51C C 4>40B:>28E 70A>10E 2V4>1@065==O 
0:BC0;L=>W V=D>@<0FVW 157 2V42>;V:0==O :>@8ABC20G0 2V4 >A=>2=>3> ?@>F5AC. 

$>7@>1:0 02B>=><=>3> 7>2=VH=L>3> 48A?;5N, 740B=>3> ?@0FN20B8 C 
BVA=V9 270T<>4VW 7 :><?9NB5@><, 2V4:@820T =>2V <>6;82>ABV 4;O ?V428I5==O 
7@CG=>ABV B0 5D5:B82=>ABV @>1>B8 :>@8ABC20GV2. &0:89 ?@8AB@V9 <>65 1CB8 
>A>1;82> :>@8A=8< 2 C<>20E 1030B>7040G=>ABV, 2V440;5=>W @>1>B8, 0 B0:>6 
4;O :>@8ABC20GV2, I> =040NBL ?5@5203C >@30=V7>20=><C @>1>G><C ?@>AB>@C. 

 5B0 @>1>B8 3 @>7@>18B8 DC=:FV>=0;L=89 ?@>B>B8? 7>2=VH=L>3> 
?@8AB@>N 7 48A?;5T<, O:89 740B5= 282>48B8 V=D>@<0FV9=V 2V465B8 
(?>2V4><;5==O, :0;5=40@=V ?>4VW, ?>3>4C B>I>) B0 2V4?>2V4=5 ?@>3@0<=5 
70157?5G5==O, O:5 70157?5GCT 270T<>4VN <V6 :><?9NB5@>< V 48A?;5T<. 

' <560E 28:>=0==O @>1>B8 ?5@5410G5=>: 
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3 0=0;V7 VA=CNG8E @VH5=L C AD5@V 7>2=VH=VE 48A?;5W2 B0 V=B5@D59AV2 
282545==O V=D>@<0FVW; 

3 281V@ >?B8<0;L=>3> 0?0@0B=>3> 70157?5G5==O 4;O @50;V70FVW ?@8AB@>N 
(<V:@>:>=B@>;5@, B8? 48A?;5N, A?>A>18 ?V4:;NG5==O 4> :><?9NB5@0); 

3 @>7@>1:0 ?@>H82:8 4;O <V:@>:>=B@>;5@0, I> 70157?5GCT 2V4>1@065==O 
40=8E; 

3 AB2>@5==O ?@>3@0<=>3> 70157?5G5==O 4;O 71>@C, >1@>1:8 B0 
?5@54020==O V=D>@<0FVW =0 48A?;59; 

3 @50;V70FVO ?V4B@8<:8 107>28E 2V465BV2: 3>48==8:, ?>3>40, :0;5=40@, 
?>2V4><;5==O 7 <5A5=465@V2 B>I>; 

3 B5ABC20==O A8AB5<8 =0 ?@0:B8FV B0 >FV=:0 WW AB01V;L=>ABV, 
5=5@3>A?>6820==O V 7@CG=>ABV 28:>@8AB0==O. 

"19T:B 4>A;V465==O 3 ?@>F5A ?5@540GV B0 282545==O V=D>@<0FVW =0 
4>40B:>289 7>2=VH=V9 48A?;59 C @568<V @50;L=>3> G0AC. 

#@54<5B 4>A;V465==O 3 0?0@0B=0 V ?@>3@0<=0 @50;V70FVO 70A>1V2 
2V4>1@065==O V=D>@<0FV9=8E 2V465BV2. 

 5B>48 4>A;V465==O 3 0=0;V7 B5E=VG=>W 4>:C<5=B0FVW, <>45;N20==O 
0@EVB5:BC@8 ?@8AB@>N, ?@>B>B8?C20==O 0?0@0B=>W G0AB8=8, ?@>3@0<C20==O 
<V:@>:>=B@>;5@0 B0 ?@>3@0<=>3> 70157?5G5==O 4;O :><?9NB5@0, 
5:A?5@8<5=B0;L=5 B5ABC20==O. 

"GV:C20=V @57C;LB0B8 @>1>B8: 
3 @>7@>1;5=89 ?@>B>B8? 7>2=VH=L>3> 48A?;5N 7 0?0@0B=>N B0 

?@>3@0<=>N G0AB8=>N; 
3 ?@>3@0<=5 70157?5G5==O, 740B=5 ?5@54020B8 0:BC0;L=C V=D>@<0FVN 7 

:><?9NB5@0 =0 ?@8AB@V9; 
3 >FV=:0 ?@0:B8G=>W 4>FV;L=>ABV 28:>@8AB0==O B0:>3> @VH5==O 2 C<>20E 

@50;L=>3> I>45==>3> 70AB>AC20==O. 
#@0:B8G=0 FV==VABL ?>;O30T 2 AB2>@5==V 4>ABC?=>3> B0 7@CG=>3> 

V=AB@C<5=BC 4;O ?V428I5==O ?@>4C:B82=>ABV :>@8ABC20GV2 H;OE>< 
157?5@5@2=>3> 4>ABC?C 4> 206;82>W V=D>@<0FVW 157 =5>1EV4=>ABV ?5@5<8:0==O 
:>=B5:ABC @>1>B8. 
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'�� 004.94 
�02845=:> �.�.1,  8@>=>20 !.".2 

1 ABC4. 3@. ��-611 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 :0=4. B5E=. =0C:, 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

������!�" �.�.,  �$"!"�� !.". 

$"�$"���  "���,!"�" �.��!"- �,�!!"�" �!&�$(��%' 
��/ #$" �%�"�"�" $"�"&� 

�:BC0;L=VABL 4>A;V465==O >1C<>2;5=0 AB@V<:8< @>728B:>< 
?@><8A;>2>W 02B><0B870FVW, 45 :;NG>2>N ;0=:>N AB0NBL @>1>B87>20=V 
A8AB5<8. �;O 5D5:B82=>W 270T<>4VW >?5@0B>@0 7 @>1>B>< 28:>@8AB>2CNBLAO 
HMI (Human-Machine Interface) 3 V=B5@D59A8, O:V 4>72>;ONBL 7@CG=> 
C?@02;OB8, =0;0HB>2C20B8 B0 <>=VB>@8B8 @>1>B0 C 28@>1=8G><C A5@54>28IV. 
%CG0A=V B@5=48 28<030NBL <>1V;L=>ABV B0 V=BCWB82=>W 7@>7C<V;>ABV 
V=B5@D59AV2, I> A?@>ICNBL 22545==O :><0=4 B0 :>=B@>;L 70 ?@>F5A0<8 2 
@50;L=><C G0AV.  

 5B0 @>1>B8 3 4>A;V48B8 >A>1;82>ABV <>1V;L=8E HMI-V=B5@D59AV2 4;O 
?@><8A;>28E @>1>BV2, @>73;O=CB8 VA=CNGV @VH5==O, O:V A?@8ONBL ?V428I5==N 
5D5:B82=>ABV :5@C20==O B0 7=865==N G0AC =02G0==O >?5@0B>@V2 B0 @>7@>18B8 
<>1V;L=89 ;N48=>-<0H8==89 V=B5@D59A 4;O ?@><8A;>2>3> @>1>B0. 

 >1V;L=V HMI 4>72>;ONBL :5@C20B8 @>1>B0<8 70 4>?><>3>N ?;0=H5BV2, 
A<0@BD>=V2 01> A?5FV0;V7>20=8E ?5@5=>A=8E :>=A>;59. "A=>2=V 28<>38 4> 
B0:8E V=B5@D59AV2: ABV9:VABL 4> ?@><8A;>28E C<>2, ?@>AB>B0 V=B53@0FVW 7 
@>1>B87>20=>N A8AB5<>N, 157?5G=89 ?@>B>:>; 729O7:C (=0?@8:;04, MQTT, 
OPC UA) B0 ?V4B@8<:0 @50;L=>3> G0AC.  

%5@54 2V4><8E @VH5=L <>6=0 284V;8B8:  
3 KUKA smartPAD 3 A?5FV0;V7>20=0 ?5@5=>A=0 ?0=5;L 4;O :5@C20==O 

?@><8A;>28<8 @>1>B0<8 KUKA, <0T A5=A>@=89 5:@0=, 7@CG=89 V=B5@D59A B0 
V=B53@0FVN 7 KUKA System Software; 

3 ABB FlexPendant 3 <>1V;L=89 V=B5@D59A :><?0=VW ABB, ?@87=0G5=89 
4;O =0;0HBC20==O V ?@>3@0<C20==O @>1>BV2 157?>A5@54=L> =0 28@>1=8FB2V, V7 
21C4>20=8<8 DC=:FVO<8 =02G0==O B0 2V4;03>465==O; 

3 UR PolyScope 3 V=B5@D59A 2V4 Universal Robots, O:89 4>ABC?=89 O: =0 
DV78G=8E ?0=5;OE, B0: V G5@57 2V440;5=5 ?V4:;NG5==O, 4>72>;OT 1C4C20B8 
?@>3@0<8 4;O @>1>BV2 157 3;81>:8E 7=0=L ?@>3@0<C20==O; 

3 Siemens SIMATIC WinCC Unified Mobile 3 @VH5==O 4;O AB2>@5==O 
<>1V;L=8E HMI-?0=5;59, I> 4>72>;OT C?@02;OB8 =5 ;8H5 @>1>B0<8, 0 9 CAVTN 
?@><8A;>2>N V=D@0AB@C:BC@>N G5@57 1@0C75@ 01> 70AB>AC=>:.  

 >1V;L=V HMI-V=B5@D59A8 7=0G=> ?V428ICNBL 3=CG:VABL V 157?5:C 
@>1>B8 7 ?@><8A;>28<8 @>1>B0<8, 7=86CNG8 =020=B065==O =0 >?5@0B>@0 B0 
A?@>ICNG8 ?@>F5A V=B53@0FVW @>1>B>B5E=VG=8E A8AB5< C 28@>1=8G89 F8:;. 
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�81V@ :>=:@5B=>3> @VH5==O 70;568BL 2V4 A?5F8DV:8 70240=L, B8?C >1;04=0==O 
B0 28<>3 4> 157?5:8. 

� @>1>BV ?;0=CTBLAO @>7@>18B8 <>1V;L=89 ;N48=>-<0H8==89 V=B5@D59A 
4;O ?@><8A;>2>3> @>1>B0. 

 

'�� 621.3 
 0;89 "...1, �C;09 �.". 2 

1 :0=4. B5E=. =0C:, 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0»  

2 ABC4. 3@. ��-514< !' «�0?>@V7L:0 ?>;VB5E=V:0» 

 ���� "..., �'��� �.".  
$"�$"��� $"�' !"� �"�"!�� � '�$��!%,��  !�#$/ "  

$>7C<=V ?@8AB@>W 2A5 1V;LH5 ?>H8@NNBLAO 2 =0H><C 68BBV. �V4 
0:CAB8G=8E ?><VG=8:V2 4> A8AB5< @>7C<=>3> 1C48=:C, 2A5 F5 4>?><030T 
;N48=V 2 ?>2AO:45==><C 68BBV. �;5 T ;N48, O:8< F5 =5 ;8H5 4>?><>65, 0 9 
?>;53H8BL 68BBO. �B@0B0 7>@C A8;L=> CA:;04=NT 68BBO ;N48=V, 0;5 =5 
7018@0T 9>3>. &><C B0:8< ;N4O< ?>B@V1=0 4>40B:>20 4>?><>30, 7 G8< <>6CBL 
A?@028B8AO ACG0A=V B5E=>;>3VW.  5B>N @>1>B8 T @>7@>1:0 @>7C<=>W :>;>=:8 7 
C:@0W=AL:8< A?@O<C20==O<, O:0 7<>65 2 ?5@HC G5@3C 4>?><>3B8 ;N4O< 7 
?>@CH5==O< 7>@C 2 ?>2AO:45==><C 68BBV.  

#>@CH5==O 7>@C :;0A8DV:CNBLAO =0 G0AB:>2C 2B@0BC 7>@C B0 ?>2=C 
A;V?>BC. �A=CNBL 45:V;L:0 ?@>1;5<, 7 O:8<8 AB8:0TBLAO ;N48=0 7 ?>@CH5==O< 
7>@C, >A>1;82> ?V4 G0A @501V;VB0FVW: >@VT=B0FVO 2 ?@>AB>@V B0 4>ABC? 4> 
V=D>@<0FVW. �@0E>2CNG8 ?>B@518 B0:8E ;N459 @>7@>1;OTBLAO @>7C<=0 
:>;>=:0. "A=>2=89 DC=:FV>=0; 2:;NG0T: 3>;>A>25 :5@C20==O, 4>ABC? 4> 
?5@H>G5@3>2>W V=D>@<0FVW (?>3>40, G0A, =>28=8, 70<VB:8, B>I>) B0 ?>HC: 
V=H>W V=D>@<0FVW, 70 4>?><>3>N 0;3>@8B<V2 HBCG=>3> V=B5;5:BC. �;O 
28@VH5==O ?>B@51 >@VT=B0FVW 2 ?@>AB>@V 70?;0=>20=> V=B53@0FVN V7 A8AB5<>N 
@>7C<=>3> 1C48=:C.  

�=0;V7 ?>4V1=8E ?@>4C:BV2 =0 @8=:C ?>:07CT, I> ?>2=VABN 
C:@0W=><>2=8E A<0@B :>;>=>: =5<0T, ;8H5 7 ?52=>W 4>@>1:>N. &><C 
28@VH5=> 71V;LH8B8 :V;L:VABL @>7C<=8E C:@0W=><>2=8E ?@8AB@>W2 =0 @8=:C, 
I>1 70?>2=8B8 VA=CNGC =VHC.  

� 2@0EC20==O< ?@>1;5< ;N48=8 7 ?>@CH5==O< 7>@C, A<0@B 0:CAB8G=0 
A8AB5<0 ?>28==0 2V4?>2V40B8 B0:8< >A=>2=8< 28<>30<: 3CG=VABL; =525;8:V 
@>7<V@8; =0O2=VABL 3>;>A>2>3> :5@C20==O; 4>40B:>25 <5E0=VG=5 :5@C20==O, 
=0?@8:;04, :=>?:8 3CG=>ABV B0 682;5==O. ":@V< FL>3> ?@8AB@V9 ?>28=5= 
4>1@5 GCB8 70?8B B0 ?5@5B2>@N20B8 9>3> 2 B5:AB, 79T4=C20B8AO V7 HBCG=8< 
V=B5;5:B>< 4;O 2V4?@02;5==O 70?8B0==O B0 >B@8<0==O 2V4?>2V4V, 28:>=0==O 
107>28E 70?8BV2 157 79T4=0==O 7 ,�, >72CGC20==O 70?8BV2, 4>40B:>25 
A?>2VI5==O ?@> 70?8A 3>;>A>2>3> 70?8BC. #5@H5 2<8:0==O ?@8AB@>N 



92 

 

?>28==> 70?CA:0B8 =02G0==O A<0@B :>;>=:>N, 2 O:><C 1C45 =0 ?@0:B8G=8E 
70240==OE 1C45 ?>:070=> >A=>28 :5@C20==O ?@8AB@>T<. !0 @8AC=:C 1 
=02545=89 ?@8:;04 7>2=VH=L>3> 283;O4C C:@0W=><>2=>W @>7C<=>W :>;>=:8 =0 
?@8:;04V G-90Q. 

�;O @50;V70FVW ?>AB02;5=8E 70240=L 4>FV;L=> @>73;O=CB8 28:>@8AB0==O 
<V:@>:>=B@>;5@V2 ESP32 B0 Sipeed M0S =0 BL616. "18420 <V:@>:>=B@>;5@0 
<0NBL 30@=V E0@0:B5@8AB8:8. !0 5B0?V B5ABC20==O DC=:FV>=0;C 1C;> 
28:>@8AB0=> ESP32, G5@57 =0O2=VABL >1H8@=>W 4>:C<5=B0FVW, =572060NG8 =0 
45I> =86GV B5E=VG=V ?0@0<5B@8. "4=0: 4;O DV=0;L=>3> ?@>4C:BC ?;0=CTBLAO 
70AB>AC20==O Sipeed 7024O:8 9>3> ?>:@0I5=8< E0@0:B5@8AB8:0<, 7>:@5<0: 
?V4B@8<FV Wi-Fi 6, Bluetooth 5.2 B0 Zigbee, :><?0:B=VH8< @>7<V@0< <>4C;O B0 
28IV9 B0:B>2V9 G0AB>BV ?@>F5A>@0 [1]. 

 

 
$8AC=>: 1 - #>@B0B82=89 1574@>B>289 Bluetooth-AC<VA=89 48=0<V: G-90Q 

 

' A8AB5<0E, I> 74V9A=NNBL ?5@540GC 70?8BV2 70 <56V ?@8AB@>N 206;82> 
2@0E>2C20B8 @878:8, ?>29O70=V 7 ?5@540G5N 40=8E 4> 7>2=VH=VE A5@25@V2. �;O 
@>7C<=8E ?@8AB@>W2 284V;ONBL =0ABC?=V 703@>78: =5A0=:FV>=>20=89 71V@ V 
28:>@8AB0==O 40=8E, =04V9=5 C?@02;V==O 40=8<8, 2@07;82VABL IoT-?@8AB@>W2 
4> :V15@0B0: [2]. 'AC=5==O =02545=8E 703@>7 @50;V7CTBLAO 70 4>?><>3>N 
0:B820FVW :>;>=:8 :>4>2>N D@07>N, 715@565==O 70?8BV2 ;8H5 70 73>4>N 
:>@8ABC20G0, 715@565==O >A>18AB8E 40=8E ;>:0;L=> =0 ?@8AB@>W, H8D@C20==O 
V=D>@<0FVW ?5@540=>W 7>2=VH=V< A5@2VA0<.  

�2B>=><=VABL ?>4V1=8E ?@8AB@>W2 2V4V3@0T =5 >AB0==N @>;L, >A:V;L:8 
157 4>40B:>2>W V=B53@0FVW V7 A8AB5<0<8 @>7C<=>3> 1C48=:C 2>=8 =5 <>6CBL 
>E>?8B8 C25AL 68B;>289 ?@>ABV@. �024O:8 A2>W< :><?0:B=8< @>7<V@0<, 
?@8AB@>W <>6CBL 1CB8 ?5@5=>A=8<8, I> 4>?><030T @>7<VIC20B8 WE 702648 
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?>1;87C ;N48=8. +0A @>1>B8 @>7C<=>W :>;>=:8 <0T 1CB8 4>AB0B=V< 4;O 
157?5@5@2=>3> 28:>@8AB0==O. "?B8<0;L=8< @VH5==O< 4;O :>@8ABC20G0 T 
70@O460==O :>;>=:8 70 4>?><>3>N 1574@>B>2>W 70@O4=>W AB0=FVW 01> 
70@O4=>3> ?@8AB@>N 7 <03=VB=8< 79T4=0==O<. 

 

%#�%"� ���"$�%&�!"� ��&�$�&'$� 

1. M0S module [�;5:B@>==89 @5AC@A] 3 $568< 4>ABC?C: 
https://wiki.sipeed.com/hardware/en/maixzero/m0s/m0s.html 

2. #V4;VA=89, .. �. ,;OE8 ?V428I5==O :>=DV45=FV9=>ABV 2 <5@560E V=-

B5@=5BC @5G59 / .. �. #V4;VA=89 // *5=B@0;L=>C:@0W=AL:89 =0C:>289 2VA=8:. 
&5E=VG=V =0C:8 : 71. =0C:. ?@. - �@>?82=8FL:89 : *!&', 2025. - �8?. 11(42). - 
+. 1. - %. 46-55. 

 

'�� 004.94:681.5 

 0=L:> �.�.1, ,0?B0;0 %.�.2 

1 ABC4. 3@. ��-611 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 AB0@H. 28:;. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

 �!,�" �.�., ,�#&��� %.�.  
$"�$"��� ���"$�& �� %�!)$"!���*�� 3D- "���� 

*�($"�"�" ����!��� $"�"&"&�)!�+!"�" #$�%&$". � 
#"&"�"�� � IOT-��!� � 

' ACG0A=><C A2VBV B5E=>;>3VO F8D@>28E 42V9=8:V2 =01C;0 2A5 1V;LH>3> 
7=0G5==O, 7=0E>4OG8 70AB>AC20==O C @V7=><0=VB=8E 30;C7OE, 2:;NG0NG8 
?@><8A;>2VABL, ;>3VAB8:C B0 @>1>B>B5E=V:C. "4=8< 7 :;NG>28E 0A?5:BV2 
5D5:B82=>ABV F8D@>28E 42V9=8:V2 T WE 740B=VABL 4> 48=0<VG=>W A8=E@>=V70FVW 7 
40=8<8 @50;L=8E >1'T:BV2, I> >A>1;82> 0:BC0;L=> 2 :>=B5:ABV 40=>W B5<0B8:8. 

�:BC0;L=VABL 4>A;V465==O 7C<>2;5=0 7@>AB0NG>N ?>B@51>N C AB2>@5==V 
3=CG:8E B0 V=B5;5:BC0;L=8E A8AB5< <>=VB>@8=3C B0 C?@02;V==O, 45 2V@BC0;L=V 
<>45;V 2 @50;L=><C G0AV 2V4>1@060NBL AB0= B0 ?>254V=:C DV78G=8E >1'T:BV2. 
%8=E@>=V70FVO 3D <>45;59 F8D@>28E 42V9=8:V2 7 ?>B>:>28<8 IoT-40=8<8 
2V4:@820T =>2V <>6;82>ABV 4;O >?B8<V70FVW ?@>F5AV2, ?@>3=>7C20==O 2V4<>2 B0 
?V428I5==O 5D5:B82=>ABV ?@89=OBBO @VH5=L. 

 5B0 @>1>B8 ?>;O30;0 C @>7@>1FV B0 4>A;V465==V ?V4E>4C 4> 
A8=E@>=V70FVW 3D <>45;V F8D@>2>3> 42V9=8:0 @>1>B>B5E=VG=>3> ?@8AB@>N 7 
?>B>:>28<8 40=8<8, I> =04E>48;8 2V4 IoT-?@8AB@>W2. 

�;O 4>AO3=5==O ?>AB02;5=>W <5B8 1C;> 28@VH5=> =0ABC?=V 7040GV: 
- 4>A;V465=> VA=CNGV ?V4E>48 B0 B5E=>;>3VW AB2>@5==O B0 A8=E@>=V70FVW 

F8D@>28E 42V9=8:V2, 7>:@5<0 C :>=B5:ABV 28:>@8AB0==O iot-40=8E B0 
A5@54>28I0 Webots; 
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- 74V9A=5=> ?>HC: B0 040?B0FVN 3>B>2>W 3D <>45;V @>1>B> B5E=VG=>3> 
?@8AB@>N 7 2V4:@8B8E 465@5; (@8A. 1), 28:>=0=> WW <>48DV:0FVN C A5@54>28IV 
Fusion 360 7 C@0EC20==O< 28<>3 A8<C;OFVW C Webots. 7>:@5<0, 1C;> 
>?B8<V7>20=> 35><5B@VN B0 =0;0HB>20=> A8AB5<C :>>@48=0B; 

 

 
$8AC=>: 1 - Mecanum Wheel Robot 

 

- @>7@>1;5=> 2V@BC0;L=5 A5@54>28I5 4;O A8<C;OFVW @CEC 3D <>45;V C 
Webots. Webots T ?>BC6=8< V=AB@C<5=B>< 4;O <>45;N20==O B0 A8<C;OFVW 
@>1>B> B5E=VG=8E A8AB5<. 2 @0<:0E 40=>W @>1>B8 1C;> AB2>@5=> 2V@BC0;L=89 
A2VB, I> 2:;NG02 3D <>45;L @>1>B> B5E=VG=>3> ?@8AB@>N B0 =5>1EV4=5 
>B>G5==O 4;O V<VB0FVW 9>3> @CEC. >A>1;82C C203C 1C;> ?@84V;5=> 
=0;0HBC20==N DV78G=8E ?0@0<5B@V2 <>45;V B0 V=B53@0FVW <5E0=V7<V2 4;O 
:5@C20==O @CE>< :>;VA. 4>A;V465=> <>6;82>ABV Webots I>4> V<?>@BC 
7>2=VH=VE 3D <>45;59 B0 28:>@8AB0==O 9>3> API 4;O 48=0<VG=>W 7<V=8 
?0@0<5B@V2 A8<C;OFVW =0 >A=>2V 7>2=VH=VE 40=8E; 

- A?@>5:B>20=> B0 @>7@>1;5=> ?@>3@0<=89 V=B5@D59A 4;O 70157?5G5==O 
>1<V=C 40=8<8 <V6 IoT-?@8AB@>O<8 (5<C;OFVTN IoT-?@8AB@>W2) B0 
2V@BC0;L=8< A5@54>28I5< Webots G5@57 107C 40=8E (@8A. 2); 

 

 
$8AC=>: 2 3 �;>:-AE5<0 ?@>3@0<=>3> V=B5@D59AC 4;O 70157?5G5==O >1<V=C 

40=8<8 
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- @50;V7>20=> <5E0=V7< A8=E@>=V70FVW ?0@0<5B@V2 3D <>45;V C Webots =0 
>A=>2V ?>B>:>28E 40=8E, I> =04E>48;8 G5@57 @>7@>1;5=89 API B0 715@V30;8AO 
C 107V 40=8E. F5 2:;NG0;> @>7@>1:C ;>3V:8, O:0 7G8BC20;0 40=V 7 1078 40=8E B0 
2 @50;L=><C G0AV >=>2;N20;0 AB0= 3D <>45;V C Webots, 2V4>1@060NG8 7<V=8, 
I> 2V41C20;8AO 7 2V@BC0;L=8<8 iot-40BG8:0<8, 4> 3D <>45;V ?5@54020;8AO 
?>B>:>2V 40=V ?@> H284:VABL >15@B0==O :>;VA B0 :CB ?>2>@>BC >AV; 

- ?@>2545=> 5:A?5@8<5=B0;L=C >FV=:C @>7@>1;5=>W A8AB5<8 
A8=E@>=V70FVW, ?@>45<>=AB@C202H8 2V4>1@065==O 7<V= 2 IoT-40=8E =0 
?>254V=FV 3D <>45;V C 2V@BC0;L=><C A5@54>28IV Webots. 

#@0:B8G=5 7=0G5==O >B@8<0=8E @57C;LB0BV2 ?>;O30T C AB2>@5==V 
?@>B>B8?C A8AB5<8, I> 45<>=AB@CT <>6;82VABL 48=0<VG=>W A8=E@>=V70FVW 
2V@BC0;L=>W <>45;V 7 @50;L=8<8 01> V<VB>20=8<8 40=8<8, I> <>65 1CB8 
28:>@8AB0=> 4;O @>7@>1:8 A8AB5< <>=VB>@8=3C, C?@02;V==O B0 =02G0==O 4;O 
@V7=><0=VB=8E @CE><8E >19T:BV2. �8:>@8AB0==O Webots O: ?;0BD>@<8 4;O 
A8<C;OFVW 4>72>;8;> >B@8<0B8 =0>G=5 2V4>1@065==O ?>254V=:8 >19T:B0 B0 
?@>B5ABC20B8 @V7=V AF5=0@VW 157 =5>1EV4=>ABV 28:>@8AB0==O @50;L=>3> 
>1;04=0==O =0 ?>G0B:>28E 5B0?0E @>7@>1:8. 

!0 >A=>2V ?@>2545=8E 4>A;V465=L <>6=0 7@>18B8 28A=>2>:, I> 
<>48DV:0FVO 3D <>45;V @>1>B>B5E=VG=>3> ?@8AB@>N 2 A5@54>28IV Fusion 360 
B0 @>7@>1;5=V 0;3>@8B<8 A8=E@>=V70FVW 70157?5G8;8 CA?VH=C @50;V70FVN 
A8=E@>=V70FVW 3D <>45;V F8D@>2>3> 42V9=8:0 7 ?>B>:>28<8 IoT-40=8<8 C 
Webots. 

 

%#�%"� ���"$�%&�!"� ��&�$�&'$� 

1. %yberbotics Ltd. Webots User Guide. 3 URL: 

https://cyberbotics.com/doc/guide/index (40B0 725@=5==O: 12.04.2025) 
 

 

'�� 623.4 
$57=8G5=:> #.".1, (C@<0=>20 !.�.2, /:>25=:> �.�.3 

1 ABC4. 3@. ��-611 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 :0=4. B5E=. =0C:, 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0» 
3 4-@ B5E=. =0C:, ?@>D. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

$��!�+�!�" #."., ('$ �!"�� !.�., /�"��!�" �.�.  
#$"��&'��!!/ ����&"('!�*�"!��,!"� 

��&" �&��"��!"� #"�"$"&!"� #��&("$ � 

� C<>20E ACG0A=8E 1>9>28E 4V9 7@>A;0 ?>B@510 2 5D5:B82=8E 70A>10E 
28O2;5==O, <>=VB>@8=3C B0 ?@>B84VW 2>@>68< 4@>=0< B0 ?VE>BV. !0 40=89 
<><5=B 2V4ACB=V A5@V9=V V 4>ABC?=V @VH5==O, I> 4>72>;ONBL >15@B0B8 :>@8A=5 
=020=B065==O C ?>B@V1=><C =0?@O<:C 7 :5@C20==O< 7 70E8I5=>3> <VAFO. 
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�V9AL:>2V G0AB> 28<CH5=V 283>B>2;OB8 WE A0<>ABV9=> 7 ?V4@CG=8E 
:><?>=5=BV2, I> 7C<>2;NT 7=0G=V @>71V6=>ABV C O:>ABV, DC=:FV>=0;L=>ABV B0 
AC<VA=>ABV ?>4V1=8E ?@8AB@>W2. 

' <560E @>1>B8 70?@>?>=>20=> :>=F5?FVN C=V25@A0;L=>W 
02B><0B87>20=>W ?>2>@>B=>W BC@5;V 7 <>6;82VABN 48AB0=FV9=>3> :5@C20==O. 
#;0BD>@<0 4>72>;OT 2AB0=>2;5==O =0ABC?=>3> :>@8A=>3> =020=B065==O 
(?@8:;048 =02545=V =0 @8AC=:0E 1-2): 

- 45==0 FPV-:0<5@0 Foxeer Cat; 
- B5?;>2V7V9=0 0=0;>3>20 :0<5@0 Caddx IRC-640CA; 

- =0?@02;5=V 0=B5=8 (A?V@0;L=0, ;>3>?5@V>48G=0, �V20;L4V 01> Yagi-B8?C) 
4;O :5@C20==O 2;0A=8<8 4@>=0<8; 

- ;53:89 A0<>@>1=89 >4=>70@O4=89 4@>1>28: 4;O DV78G=>W ?@>B84VW 
2>@>6V9 ?VE>BV; 

- 0=B5=8 C A:;04V 45B5:B>@V2 4@>=V2 =0 107V 0=0;V70B>@V2 A?5:B@C Tiny SA 
ULTRA 01> SA6 4;O 28O2;5==O A83=0;V2 2>@>68E 4@>=V2. 

 

 
0 3 YAGI 0=B5=8; 1 3 0=B5=0 �V20;L4V; 

2 3 ;>3>?5@V>48G=0 0=B5=0; 3 3 A?V@0;L=0 0=B5=0. 
$8AC=>: 1 3 !0?@02;5=V 0=B5=8. 

 

 
0 3 B5?;>2V7V9=0 :0<5@0; 1 3 FPV :0<5@0; 2 3 A0<>@>1=89 4@>1>28:. 

$8AC=>: 2 3 �=HV 2848 =020=B065==O. 
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%8AB5<0 C<>2=> A:;040TBLAO 7 B@L>E G0AB8= 3 ?C;LBC >?5@0B>@0, 
F5=B@0;L=>3> 2C7;C 682;5==O B0 ?>2>@>B=>W ?;0BD>@<8. #C;LB >A=0I5=> 
46>9AB8:><, :=>?:0<8 V 48A?;5T< 4;O 72>@>B=>3> 72'O7:C. �;O ?5@540GV 40=8E 
28:>@8AB>2CTBLAO AB0=40@B RS-485 7 2V4?>2V4=8<8 ?5@5B2>@N20G0<8 
V=B5@D59AV2 UART C RS-485, I> 70157?5GCT AB01V;L=VABL A83=0;C =0 2V4AB0=OE 
4> :V;><5B@C. �82;5==O A8AB5<8 70157?5GCTBLAO 7 T48=>3> 465@5;0 12324 � 
G5@57 AB01V;V70B>@ =0?@C38. ' BC@5;V 28:>@8AB0=> =525;8:89 :@>:>289 4283C= 
NEMA17 7 ?;0=5B0@=8< @54C:B>@><, 7024O:8 G><C 70157?5GCTBLAO 28A>:89 
<><5=B CB@8<0==O 157 2B@0B8 ��� 4 :@8B8G=89 4;O AB01V;L=>W @>1>B8 2 
C<>20E =5?>3>48. 

!0 2V4<V=C 2V4 1V;LH>ABV =0O2=8E A0<>@>1>:, 70?@>?>=>20=0 
:>=AB@C:FVO A?@>T:B>20=0 7 C@0EC20==O< A5@V9=>3> 283>B>2;5==O. �>=0 ;53:> 
<0AHB01CTBLAO, @5<>=BCTBLAO B0 =5 28<030T 45DVF8B=8E :><?>=5=BV2. 

 

 

'�� 621.396.67 
&0@0A>2 �.#.1, #>A?5T20 �.�.2, #V@>65=:> ".".2 
1 ABC4. 3@. ��-512A? !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 AB0@H. 28:;. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

&�$�%"� �.#., #"%#���� �.�., #�$"��!�" ".".  
$"�$"��� �"!%&$'�*�� &� #��&� "�$"��� %��!���� 

(��"��!"� $�,�&�� 

' :>=B5:ABV ACG0A=8E @04V>;>:0FV9=8E B0 B5;5:><C=V:0FV9=8E <5@56 
28=8:0T =030;L=0 ?>B@510 2 :><?;5:A=8E @VH5==OE 4;O 48=0<VG=>3> 
D>@<C20==O A?@O<>20=8E ?@><5=V2 V7 040?B82=>N 7<V=>N E0@0:B5@8AB8: 
4V03@0<8 =0?@02;5=>ABV, I> 740B=V 70157?5GC20B8 <8BBT289 ?5@53;O4 
?@>AB>@C 157 70AB>AC20==O <5E0=VG=8E ?@82>4V2. (07>20=V 0=B5==V @5HVB:8, 
O:V 74V9A=NNBL 0<?;VBC4=> D07>25 :5@C20==O :>6=8< 5;5<5=B>< 0=B5==>3> 
@>7:@8BBO, 28ABC?0NBL :;NG>28< 0:B82>< C AB2>@5==V 1030B>DC=:FV>=0;L=8E 
?;0BD>@<, I> ?>T4=CNBL 2 A>1V >?5@0B82=VABL A:0=C20==O, AB01V;L=VABL 
A?@O<>20=>ABV B0 <>6;82VABL ?@>3@0<=>3> D>@<C20==O ?@>DV;V2 
28?@><V=N20==O. � >3;O4C =0 7@>AB0NGV 28<>38 4> <>1V;L=>ABV, 
<V=V0BN@870FVW B0 :@>ADC=:FV>=0;L=>3> 28:>@8AB0==O 0?0@0B=8E 70A>1V2 C 
A:;04=8E A5@54>28I0E, 4>FV;L=VABL 70AB>AC20==O F8D@>28E D07>2@0I0GV2 V7 
25;8:>N :V;L:VABN :0=0;V2 AB0T :@8B8G=>N 4;O ?V428I5==O 3=CG:>ABV 
A8AB5<8, 7=865==O 5:A?;C0B0FV9=8E 70B@0B B0 70157?5G5==O 157?5@51V9=>W 
@>1>B8 2 C<>20E ?V428I5=8E =020=B065=L V 703@>7 V=D>@<0FV9=V9 157?5FV. 

 5B>N 40=>W @>1>B8 T @>7@>1:0 V=B53@>20=>W 0@EVB5:BC@8 0=B5==>W 
A8AB5<8 7 B>=:>?@>DV;L=>N :>=AB@C:FVTN B0 AB2>@5==O ?;0B8 >1@>1:8 
A83=0;V2 =0 >A=>2V <C;LB8:0=0;L=>3> D07>2>3> :><CB0B>@0 ADAR1000, O:0 



98 

 

70157?5G8BL 28A>:>B>G=5 C?@02;V==O D07>28<8 7@CH5==O<8 V :>5DVFVT=B0<8 
?V4A8;5==O 4> B@84FOB8 42>E :0=0;V2 C H8@>:><C 4V0?07>=V G0AB>B. !>287=0 
?V4E>4C ?>;O30T 2 C=VDV:0FVW 0?0@0B=8E <>4C;V2 B0 28:>@8AB0==V T48=>W 
?;0BD>@<8 4;O @50;V70FVW 040?B82=>3> 0;3>@8B<C D>@<C20==O ?@><5=O 157 
<5E0=VG=8E 5;5<5=BV2, I> ACBBT2> ?V428ICT 5D5:B82=VABL 9 5:>=><VG=VABL 
@VH5==O. 

�;O @50;V70FVW 040?B82=>3> :5@C20==O D07>28<8 :><CB0B>@0<8 B0 
>@30=V70FVW <>=VB>@8=3C :;NG>28E ?0@0<5B@V2 @>7@>1;5=> DC=:FV>=0;L=C 
AE5<C ?;0B8, I> 2:;NG0T @>79T<8 4;O ?V4:;NG5==O 0=B5==>W <0B@8FV, 
V=B5@D59A ?>40GV 35B5@>48==>3> A83=0;C 30@<>=VG=8E :>;820=L, ;V=VW 
:5@C20==O 9 <>=VB>@8=3C AB0=C A8AB5<8, 0 B0:>6 =01V@ 460<?5@V2 4;O 281>@C 
B0 :>=DV3C@0FVW @>1>G8E @568<V2. 

#;0B0 >1@>1:8 A83=0;V2 D07>2>W @5HVB:8 2:;NG0T =0ABC?=C 
:>=DV3C@0FVN >A=>2=8E 5;5<5=BV2 A8AB5<8 (@8A. 1): 

- D07>289 :><CB0B>@ ADAR1000; 
- <V:A5@ LTC5548; 

- <0;>HC<=89 ?V4A8;N20G ADL8107; 

- ?5@5<8:0G ADRF5019; 

- A8=B570B>@ G0AB>B8 ADF4159. 

 

 
$8AC=>: 13 �;>:-AE5<0 ?;0B8 D07>20=>W @5HVB:8 

 

#@>2545=5 4>A;V465==O ?V4B25@46CT 5D5:B82=VABL 70?@>?>=>20=>W 
0@EVB5:BC@8 D07>20=>W 0=B5==>W @5HVB:8 7 V=B53@>20=>N ?;0B>N >1@>1:8 
A83=0;V2 =0 107V ADAR1000, >A:V;L:8 @50;V7>20=V F8D@>2V V=B5@D59A8 B0 
2>AL<8H0@>20 4@C:>20=0 ?;0B0 70157?5GCNBL C73>465=VABL V<?540=AV2 V 
<V=V<0;L=V 2B@0B8, 0 040?B82=V 0;3>@8B<8 :5@C20==O D07>28<8 7@CH5==O<8 



99 

 

?V4B@8<CNBL 2V4=>H5==O A83=0;/702040 1;87L:> 4> B5>@5B8G=>3> <0:A8<C<C. 
�0?@>?>=>20=0 DC=:FV>=0;L=0 AE5<0 30@0=BCT 3=CG:VABL 5:A?;C0B0FVW 9 
>?5@0B82=5 :>@83C20==O ?0@0<5B@V2 C @50;L=><C G0AV. "B@8<0=V @57C;LB0B8 
A2V4G0BL ?@> ?5@A?5:B82=VABL 70?@>?>=>20=>3> @VH5==O B0 2V4:@820NBL 
<>6;82>ABV 4;O 9>3> 24>A:>=0;5==O 9 040?B0FVW 4> @V7=8E C<>2 5:A?;C0B0FVW 

 

 

'�� 004.89 : 621.865 
#>=><0@L>2 �.�.1, (C@<0=>20 !.�.2 

1 ABC4. 3@. ��-611 !' «�0?>@V7L:0 ?>;VB5E=V:0» 
2 4>F. !' «�0?>@V7L:0 ?>;VB5E=V:0» 

#"!" �$,"� �.�., ('$ �!"�� !.�.  
��"!" �+!� �(��&��!�%&, &� %&���� $"���&"� 

��&" �&�)"��!�) %�%&�  ���#&��!"�" #��'��!!/ 

�=B5=A8DV:0FVO 28<>3 I>4> 5:>;>3VG=>ABV 28@>1=8FB20, ?>A8;5==O 
:>=:C@5=B=>W =0?@C38 =0 A2VB>28E @8=:0E B0 7@>AB0==O 20@B>ABV B@C4>28E 
@5AC@AV2 A?@8G8=8;8 :@8B8G=C =5>1EV4=VABL B5E=>;>3VG=>W <>45@=V70FVW 
?0:C20;L=8E ?@>F5AV2. '?@>20465==O 040?B82=8E <0=V?C;OB>@=8E A8AB5< C 
28@>1=8G8E ;V=VOE 3 ?@>1;5<0B8:0, 0:BC0;L=VABL :>B@>W 7C<>2;5=0 =5 ;8H5 
5:>=><VG=8<8, 0 9 5:>;>3VG=8<8 G8==8:0<8. �=0;V7 �@C=BCTBLAO =0 
AB0B8AB8G=8E 2V4><>ABOE, 4>A;V465==OE ?@>2V4=8E 30;C7528E 5:A?5@BV2, 
?@0:B8G=><C 4>A2V4V 2?@>20465==O <0=V?C;OB>@V2 =0 ?0:C20;L=8E ;V=VOE V 
@>73;O40T B5E=>;>3VG=V, 5:>=><VG=V B0 5:>;>3VG=V 0A?5:B8 2 :>=B5:ABV 
V=4CAB@V0;L=>W B@0=AD>@<0FVW ?0:C20;L=>W 30;C7V, I> @>7:@820T H;OE8 
4>AO3=5==O :><?;5:A=>W 5D5:B82=>ABV 28@>1=8FB20 7 >4=>G0A=8< 
7<5=H5==O< B5E=>35==>3> =020=B065==O =0 4>2:V;;O. 

�;O >FV=:8 5:>=><VG=>W 5D5:B82=>ABV 70728G09 28:>@8AB>2CNBL 
?>:07=8:8 ROI (?>25@=5==O V=25AB8FV9) B0 TCO (7030;L=V 28B@0B8 2>;>4V==O). 
�=0;V7 :59AV2 45<>=AB@CT, I> 28@>1=8:8 C?0:>2:8 4>AO30NBL B5@<V=C 
>:C?=>ABV @>1>B87>20=8E @VH5=L C <560E 133 @>:V2 7024O:8 ACBBT2><C 
7=865==N 28B@0B =0 >?;0BC ?@0FV (4> 75% =0 ;V=VOE 7 28A>:8< @V2=5< @CG=8E 
>?5@0FV9) B0 ?V428I5==N 157?5@51V9=>ABV 28@>1=8G8E ;V=V9 [1]. �>A;V465==O 
?>:07CNBL, I> @>7@0EC=>: TCO 4;O ?0:C20;L=8E ;V=V9 4>72>;OT 28O28B8 
?@8E>20=V 28B@0B8 V A:>@>B8B8 7030;L=V 28B@0B8 ?@>BO3>< 68BBT2>3> F8:;C 
>1;04=0==O =0 20330% [2]. �40?B82=V <0=V?C;OB>@8 7 <>4C;L=>N 
0@EVB5:BC@>N 70157?5GCNBL H284:C >:C?=VABL 7024O:8 <>6;82>ABV 
=0;0HBC20==O ?V4 @V7=V B8?8 ?@>4C:FVW 157 ACBBT28E :0?VB0;>2:;045=L, 
7<5=HCNG8 20@BVABL ?5@5=0;03>465==O =0 40-60% ?>@V2=O=> 7 B@048FV9=8<8 
@VH5==O<8 [3]. 



100 

 

"?B8<V70FVO 5=5@3>A?>6820==O B0 <V=V<V70FVO 2V4E>4V2 4>72>;ONBL 
?V428I8B8 5:>=><VG=C 5D5:B82=VABL 28@>1=8FB20. �=B53@0FVO 
28A>:>5D5:B82=8E A5@2>4283C=V2 7 @535=5@0B82=8<8 30;L<0<8 4>72>;OT 
?>25@B0B8 4> 25% :V=5B8G=>W 5=5@3VW ?V4 G0A 30;L<C20;L=8E F8:;V2, I> 
ACBBT2> 7=86CT 7030;L=V 28B@0B8 =0 5;5:B@>5=5@3VN [4]. �40?B82=V 
<0=V?C;OB>@8 7 V=B5;5:BC0;L=8< :5@C20==O< >?B8<V7CNBL B@0T:B>@VW @CEC B0 
710;0=A>2CNBL =020=B065==O =0 ?@82>48, 4>40B:>2> 7<5=HCNG8 
5=5@3>A?>6820==O =0 15-25% ?>@V2=O=> 7V AB0=40@B=8<8 @>1>B87>20=8<8 
A8AB5<0<8 [5]. �0AB>AC20==O F8D@>28E 42V9=8:V2 B0 IoT-A5=A>@V2 70157?5GCT 
5:>=><VN 1;87L:> 10-15% 5=5@3VW 70 @0EC=>: >?B8<V70FVW @568<V2 @>1>B8 [6]. 

�>A;V465==O V=65=5@=8E @VH5=L 45<>=AB@CT, I> ?0:C20;L=V <0B5@V0;8, 
4>7>20=V V7 28A>:>N B>G=VABN 7024O:8 :><?;5:AC "<0H8==89 7V@-040?B82=89 
70E20B", A:>@>GCNBL =04<V@=5 28:>@8AB0==O A8@>28=8 =0 15-25%; 2>4=>G0A, 
B0:B8;L=V A5=A>@8 72>@>B=>3> 72'O7:C 2 :>=AB@C:FVW 70E20BV2 >?B8<V7CNBL 
?@8:;045=5 7CA8;;O ?@8 270T<>4VW 7 B5=4VB=8<8 28@>10<8, 7<5=HCNG8 
?>H:>465==O ?@>4C:FVW C <560E 30-45% [7]. !54>AB0B=L> >FV=5=8< 
70;8H0TBLAO B5E=>;>3VG=89 ?>B5=FV0; A8AB5< "box-on-demand", :>B@V C65 
70@07 70157?5GCNBL 7=865==O 28B@0B :0@B>=C ?V4 G0A A:;04AL:8E >?5@0FV9 =0 
@V2=V 20% G5@57 <5E0=V7< 283>B>2;5==O B0@8 7 C@0EC20==O< V=482V4C0;L=8E 
3010@8BV2 :>=:@5B=>3> 28@>1C [8]. 

#>H8@5==O :>;01>@0B82=8E @>1>BV2 V7 <V=V<V7>20=>N A:;04=VABN 
?@>3@0<C20==O A?@8OT 4>ABC?=>ABV 02B><0B870FVW 4;O ?V4?@8T<AB2 <0;>3> 9 
A5@54=L>3> A53<5=BV2, ?@8G><C 5:A?;C0B0FV9=V ?>:07=8:8 A2V4G0BL ?@> 
7=865==O 28B@0B =0 V=B53@0FVN =0 40-60% C ?>@V2=O==V 7 :;0A8G=8<8 
V=4CAB@V0;L=8<8 @VH5==O<8 [11]. #@0:B8:0 2?@>20465==O =0 28@>1=8FB20E V7 
>1<565=8<8 ;N4AL:8<8 @5AC@A0<8 <0=V?C;OB>@V2 7 V=BCWB82=8<8 
V=B5@D59A0<8 ?@>3@0<C20==O ?>:07CT 7<5=H5==O 28B@0B =0 ?V43>B>2:C 
?5@A>=0;C =0 50-70% 4 D0:B>@, I> <0T 7=0G=89 2?;82 =0 @VH5==O AB>A>2=> 
B5E=>;>3VG=>W <>45@=V70FVW 2 A5:B>@V  %# [11]. 

$8=:>2V B5=45=FVW 45<>=AB@CNBL 7@>AB0==O ?>?8BC =0 <>4C;L=V 
B5E=>;>3VG=V ?;0BD>@<8 7 @50;V7>20=8<8 DC=:FVO<8 H284:>W 70<V=8 @>1>G8E 
V=AB@C<5=BV2, I>, 73V4=> 7 28@>1=8G>N AB0B8AB8:>N, 70157?5GCNBL 
A:>@>G5==O G0A>28E 28B@0B =0 ?5@5=0;0HBC20==O ;V=V9 C 4V0?07>=V 65-80%, 

?V428ICNG8 5D5:B82=VABL DC=:FV>=C20==O ?V4?@8T<AB2 C A5:B>@V 
4@V1=>A5@V9=>3> 28@>1=8FB20 [12]. ' AD5@V DV=0=A>28E <>45;59 7'O28;8AO 
V==>20FV9=V ?@>?>78FVW «Robotics-as-a-Service», :>B@V =040NBL 7<>3C 
=525;8:8< 28@>1=8G8< :><?0=VO< V<?;5<5=BC20B8 02B><0B87>20=V ?@>F5A8 7 
<V=V<0;L=8<8 AB0@B>28<8 :0?VB0;>2:;045==O<8 =0 >A=>2V @53C;O@=8E 
?;0B56V2, I> 287=0G0NBLAO D0:B8G=8< 28:>@8AB0==O< >1;04=0==O [13]. 

&5E=VG=89 0=0;V7 70A2V4GCT 5D5:B82=VABL 2?@>20465==O 
@5:>=DV3C@>2=8E <C;LB8DC=:FV>=0;L=8E A8AB5<, C <560E O:8E >48= 



101 

 

<0=V?C;OB>@=89 :><?;5:A ?>A;V4>2=> 28:>=CT =87:C B5E=>;>3VG=8E >?5@0FV9 
(70E>?;5==O, ?5@5>@VT=BC20==O, ?5@5<VI5==O, DV:A0FVN, 70?5G0BC20==O), I> 
D0:B8G=> 40T 7<>3C >?B8<V7C20B8 28:>@8AB0==O 28@>1=8G8E ?;>I 4> 40% 7 
>4=>G0A=8< 7=865==O< AC:C?=8E :0?VB0;L=8E 2840B:V2 =0 CAB0B:C20==O [14]. 
!5018O:89 ?>B5=FV0; <0NBL <0=V?C;OB>@8 7 V=B53@>20=8<8 <5E0=V7<0<8 
<0H8==>3> =02G0==O, 740B=V 4> A0<>040?B0FVW I>4> 20@V0FV9 35><5B@8G=8E 
E0@0:B5@8AB8: >1'T:BV2, 7024O:8 G><C 2V41C20TBLAO 7<5=H5==O ?>B@518 2 
4>40B:>28E V=25AB8FVOE ?@8 ?5@5E>4V 4> =>28E 28@>1V2 =0 30-50% [15]. 

�><?;5:A=89 0=0;V7 DC=:FV>=C20==O 040?B82=8E <0=V?C;OB>@V2 C 
?0:C20;L=><C A53<5=BV 28@>1=8FB20 A2V4G8BL ?@> =0O2=VABL B@L>E 7=0G8<8E 
0A?5:BV2: ?>-?5@H5, F5 30@0=B>20=5 DV=0=A>2>-5:>=><VG=5 7@>AB0==O G5@57 
H284:C >:C?=VABL V=25AB8FV9 B0 7=0G=5 A:>@>G5==O AC:C?=8E 
5:A?;C0B0FV9=8E 2840B:V2; ?>-4@C35, 70157?5G5==O 5=5@35B8G=>W >?B8<V70FVW 9 
<V=V<V70FVW <0B5@V0;L=8E 2V4E>4V2; ?>-B@5BT, @50;V70FVO ?@8=F8?V2 
F8@:C;OB>@=>W 5:>=><V:8 7 >4=>G0A=8< ?V428I5==O< 4>ABC?=>ABV ?5@54>28E 
B5E=>;>3V9 4;O H8@>:>3> :>;0 28@>1=8:V2 70 @0EC=>: <>4C;L=>ABV B0 
<0AHB01>20=>ABV A8AB5<=8E @VH5=L. %C<0@=> FV D0:B>@8 ?V4:@5A;NNBL 
287=0G0;L=C @>;L <0=V?C;OB>@=8E A8AB5< C =01;865==V 2VBG87=O=8E 
?0:C20;L=8E 28@>1=8FB2 4> AB0=40@BV2 �=4CAB@VW 4.0, I> 70157?5GCT 
710;0=A>20=5 ?>T4=0==O 5:>=><VG=8E ?>:07=8:V2, 5:>;>3VG=>W 
2V4?>2V40;L=>ABV 9 A>FV0;L=>W AB01V;L=>ABV. 

 

 

%#�%"� ���"$�%&�!"� ��&�$�&'$� 

1. Sparck Technologies 3 What is the ROI of automated packaging? 

[�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: https://sparcktechnologies.com/what-
is-the-roi-of-automated-packaging/   

2. BW Packaging 3 How to Calculate the Total Cost of Ownership (TCO) for 

Packaging Lines & Machinery [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 
https://www.bwpackaging.com/blog/post/blog/2022/01/21/tco-packaging-lines--

machinery   

3. PwC 3 Building ROI for smart factory transformation [�;5:B@>==89 
@5AC@A]. 3 $568< 4>ABC?C: https://www.pwc.com/us/en/library/case-studies/roi-

smart-factory.html   

4. MEPCA Engineering 3 Robots with regenerative braking help to reduce 

energy costs [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: https://mepca-
engineering.com/robots-with-regenerative-braking-help-to-reduce-energy-costs/   

5. ABB Robotics 3 Energy Efficiency Service press release [�;5:B@>==89 
@5AC@A]. 3 $568< 4>ABC?C: https://new.abb.com/news/detail/119894/prsrl-abb-

robotics-launches-energy-efficiency-service-to-help-customers-save-costs-and-

enhance-sustainability   



102 

 

6. Packaging World 3 Predictive Maintenance Rising Fast in Packaging and 

Processing [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 
https://www.packworld.com/trends/digital-

transformation/article/22871046/predictive-maintenance-rising-fast-in-packaging-

and-processing   

7. DHL Supply Chain 3 Packaging waste reduction and box-on-demand 

[�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 
https://www.dhl.com/content/dam/dhl/global/csi/documents/pdf/glo-csi-

sustainable-packaging-and-circularity.pdf   

8. DHL Supply Chain 3 Reducing environmental footprint through packaging 

[�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 
https://www.dhl.com/content/dam/dhl/global/core/documents/pdf/dhl-

sustainability-case-study-reducing-environmental-footprint-through-packaging.pdf   

9. ScienceDirect 3 Packaging design for the circular economy: A systematic 

review [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 
https://www.sciencedirect.com/science/article/pii/S235255092200152X   

10. Siemens 3 Maximising your ROI with scalable, predictive maintenance 

[�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 
https://assets.new.siemens.com/siemens/assets/api/uuid:854533af-0f63-46d2-8534-

324cf0bbb161/ROI-Report_original.pdf   

11. Food Industry Executive 3 5 Ways Cobots Make Automation Accessible 

to SMEs [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 
https://foodindustryexecutive.com/2021/11/5-ways-cobots-make-automation-

accessible-to-smes/   

12. Syntegon 3 Robotic Pick & Place (RPP) platform [�;5:B@>==89 @5AC@A]. 
3 $568< 4>ABC?C: https://www.syntegon.com/solutions/food/robotic-packaging/   

13. SME News 3 Exploring the Importance of Supply Chain Automation in 

SMEs [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 
https://smenews.digital/exploring-the-importance-of-supply-chain-automation-in-

smes/   

14. Flexlink 3 BRIXX® modular packaging automation [�;5:B@>==89 
@5AC@A]. 3 $568< 4>ABC?C: https://www.flexlink.com/en/portfolio/cobots-and-

robots/packing-automation   

15. Sustainability Packaging 3 Optimized Packaging Cost, Filling, and 

Sustainability [�;5:B@>==89 @5AC@A]. 3 $568< 4>ABC?C: 
https://www.sustainabilitypackaging.com/ai-driven-roi 

 

 

 

 

 



103 

 

!0C:>25 5;5:B@>==5 2840==O 
 >6=0 28:>@8AB>2C20B8 2 ;>:0;L=><C B0 

<5@56=><C @568<0E 
 

 

 

 

 

 

 

&����!, !�'��-2025 
(0:C;LB5B V=D>@<0FV9=>W 157?5:8 B0 5;5:B@>==8E :><C=V:0FV9 

 

 

�1V@=8: B57 4>?>2V459 I>@VG=>W 
=0C:>2>-?@0:B8G=>W :>=D5@5=FVW A5@54 ABC45=BV2, 28:;040GV2, =0C:>2FV2, 

 <>;>48E CG5=8E V 0A?V@0=BV2 
 

 

14318 :2VB=O 2025 @>:C 

 

 

 

 

 

 

 

 

"48= 5;5:B@>==89 >?B8G=89 48A: (DVD-ROM); AC?@>2V4=0 4>:C<5=B0FVO. 
&8@06 100 ?@8<. �0<. 7 675. 

 

�84025FL V 283>B>2;N20G 
!0FV>=0;L=89 C=V25@A8B5B «�0?>@V7L:0 ?>;VB5E=V:0» 

':@0W=0, 69063, <. �0?>@V66O, 2C;. '=V25@A8B5BAL:0, 64  

&5;.: (061) 769382396, 220312314 

 

%2V4>FB2> AC19T:B0 28402=8G>W A?@028 �� 7 6952 2V4 22.10.2019. 
 


